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2 CHAPTER 1. RELEASE NOTES
1.1 Upgrading to 2.2 from 2.0

In order to assist folks upgrading, we maintain a document describing information critical to existing Apache users.
These are intended to be brief notes, and you should be able to find more information in either the New Fedjures (p.
document, or in therc/ CHANGES file.

This document describes only the changes from 2.0 to 2.2. If you are upgrading from version 1.3, you should also
consult the 1.3 to 2.0 upgrading documént.

See also

e Overview of new features in Apache 2.2 ).

Compile-Time Configuration Changes

The compilation process is very similar to the one used in version 2.0. Yowasifigure = command line (as

found inbuild/config.nice in the installed server directory) can be used in some cases. The most significant
change required will be to account for changes in module names, in particular for the authentication and authorization
modules. Some details of changes:

e mod.imap has been renamedN®D_IMAGEMAP

e modauth has been split up intAMOD_AUTH_BASIC, MOD_AUTHN_FILE, MOD_AUTHZ_USER and
MOD_AUTHZ _GROUPFILE

e mod.access has been renameditob_AUTHZ _HOST

e modauthldap has been renamedM@D _AUTHNZ _LDAP
e Upgraded to require the APR 1.0 API.

e Updated bundled PCRE version to 5.0

Run-Time Configuration Changes

Your existing version 2.0 config files and startup scripts can usually be used unchanged in version 2.2. Some small
adjustments may be necessary for particular configurations as discussed below. In addition, if you dynamically load
the standard modules using theADMoDULE directive, then you will need to account for the module name changes
mentioned above.

If you choose to use the new default configuration file for version 2.2, you will find that it has been greatly simplified by
removing all but the most essential configuration settings. A set of example configuration settings for more advanced
features is present in thmnf/extra/ directory of the installed server. Default configuration files are installed in

the conf/original directory.

Some runtime configuration changes that you may notice:

e The apachectl optiostartssl is no longer available. To enable SSL support, you shouldhiit.conf
to include the relevamiob_ssL directives and then usspachectl start to start the server. An example
configuration to activat®ob_ssL has been included iconf/extra/httpd-ssl.conf

e The default setting o) SECANONICAL NAME is nowOff . If you did not have this directive in your config file,
you can addJseCanonicalName On to retain the old behavior.

e The modulemob_USERDIR Will no longer act on requests unlessUseRDIR directive specifying a direc-
tory name is present in the config file. To restore the old default behavior, place the ditdstvBir
public _html in your config file.

Ihttp://httpd.apache.org/docs/2.0/upgrading.html
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Misc Changes

e The modulevoD_CACHE, which was experimental in Apache 2.0, is now a standard module.

The modulevoD_DISK_CACHE, which was experimental in Apache 2.0, is now a standard module.

The modulevob_MEM _CACHE, which was experimental in Apache 2.0, is now a standard module.

The moduleMoD_CHARSET.LITE, which was experimental in Apache 2.0, is now a standard module.

The modulevob_bumpi0, which was experimental in Apache 2.0, is now a standard module.

Third Party Modules

Many third-party modules designed for version 2.0 will work unchanged with the the Apache HTTP Server version
2.2. But all modules must be recompiled before being loaded.
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1.2 Overview of new features in Apache 2.2

This document describes some of the major changes between the 2.0 and 2.2 versions of the Apache HTTP Server.
For new features since version 1.3, see the 2.0 new featurésdpcument.

Core Enhancements

Authn/Authz The bundled authentication and authorization modules have been refactored. The new
MOD_AUTHN_ALIAS module can greatly simplify certain authentication configurations. See module name
changes, and the developer changes for more information about how these changes affects users and module
writers.

Caching MOD_CACHE, MOD _DISK_CACHE, andMOD_MEM_CACHE have undergone a lot of changes, and are now
considered production-quality. htcacheclean has been introduced to clesrbupISK_CACHE setups.

Configuration The default configuration layout has been simplified and modularised. Configuration snippets which
can be used to enable commonly-used features are now bundled with Apache, and can be easily added to the
main server config.

Graceful stop The PREFORK WORKER and EVENT MPMs now allow httpd to be shutdown gracefully via the
graceful-stop (p- 212) signal. TheGRACEFULSHUTDOWNTIMEOUT directive has been added to spec-
ify an optional timeout, after which httpd will terminate regardless of the status of any requests being served.

Proxying The newMOD_PROXY_BALANCER module provides load balancing services feob_PROXY. The
new MOD_PROXY_AJP module adds support for thpache JServ Protocol version 1.3 used by
Apache Tomcat

Regular Expression Library Updated Version 5.0 of the Perl Compatible Regular Expression LibrdRCRE) is
now included. httpd can be configured to use a system installation of PCRE by passhvgttivpcre flag
to configure.

Smart Filtering MOD_FILTER introduces dynamic configuration to the output filter chain. It enables filters to be
conditionally inserted, based on any Request or Response header or environment variable, and dispenses with
the more problematic dependencies and ordering problems in the 2.0 architecture.

Large File Support httpd is now built with support for files larger than 2GB on modern 32-bit Unix systems. Support
for handling>2GB request bodies has also been added.

Event MPM TheEVENT MPM uses a seperate thread to handle Keep Alive requests and accepting connections. Keep
Alive requests have traditionally required httpd to dedicate a worker to handle it. This dedicated worker could
not be used again until the Keep Alive timeout was reached.

SQL Database Support MOD_DBD, together with the apdbd framework, brings direct SQL support to modules that
need it. Supports connection pooling in threaded MPMs.

Windows Usersplease note that this is not yet included in the standard windows build. If you try to use it on
the Windows platform, please let us know how you get on.

Module Enhancements

Authn/Authz Modules in the aaa directory have been renamed and offer better support for digest authentica-
tion. For example, maduth is now split intoMOD_AUTH_BASIC and MOD_AUTHN_FILE; mod.authdbm
is now calledMOD_AUTHN _DBM; mod.access has been renam@dbD_AUTHZ_HOST. There is also a new
MOD_AUTHN_ALIAS module for simplifying certain authentication configurations.

2http://jakarta.apache.org/tomcat/
Shttp://www.pcre.org/
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MOD _AUTHNZ _LDAP This module is a port of the 20d.auth _Idap module to the 2.Authn/Authz  frame-
work. New features include using LDAP attribute values and complicated search filtersREtharEe direc-
tive.

MOD_INFO Added a new?config argument which will show the configuration directives as parsed by Apache,
including their file name and line number. The module also shows the order of all request hooks and additional
build information, similar tchttpd -V

MoD_ssL Added a support for RFC 284,Avhich allows connections to upgrade from clear text to TLS encryption.

MOD _IMAGEMAP mod.imap has been renamedv@D_IMAGEMAP to avoid user confusion.

Program Enhancements

httpd A new command line optioaM has been added that lists all modules that are loaded based on the current
configuration. Unlike thel option, this list includes DSOs loaded wWebD_so.

httxt2dbm A new program used to generate dbm files from text input, for usRemwRrITEM AP with the dbm map
type.

Module Developer Changes

APR 1.0 API Apache 2.2 uses the APR 1.0 API. All deprecated functions and symbols have been removaBRom
andAPR-Util . For details, see the APR Website

Authn/Authz The bundled authentication and authorization modules have been renamed along the following lines:

e modauth* - > Modules that implement an HTTP authentication mechanism
e modauthn* - > Modules that provide a backend authentication provider

e mod.authz* - > Modules that implement authorization (or access)

e modauthnz*- > Module that implements both authentication & authorization

There is a new authentication backend provider scheme which greatly eases the construction of new authentica-
tion backends.

Connection Error Logging A new function,ap_log _cerror has been added to log errors that occure with the
client’s connection. When logged, the message includes the client IP address.

Test Configuration Hook Added A new hook,test _config has been added to aid modules that want to execute
special code only when the user pasgego httpd.

Set Threaded MPM’s StacksizeA new directive,ThreadStackSize  has been added to set the stack size on all
threaded MPMs. This is required for some third-party modules on platforms with small default thread stack
size.

Protocol handling for output filters In the past, every filter has been responsible for ensuring that it generates the
correct response headers where it affects them. Filters can now delegate common protocol management to
MOD_FILTER, using theap register = _output filter  _protocol orap filter  _protocol calls.

Monitor hook added Monitor hook enables modules to run regular/scheduled jobs in the parent (root) process.

Regular expression API changesThe pcreposix.h header is no longer available; it is replaced by the new
ap_regex.h header. The POSIX.Begex.h implementation exposed by the old header is now available
under theap _ namespace fromap regex.h . Calls toregcomp , regexec and so on can be replaced by
calls toap _regcomp , ap _regcomp .

4http://www.ietf.org/rfc/rfc2817.txt
Shttp://apr.apache.org/
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DBD Framework (SQL Database API) With Apache 1.x and 2.0, modules requiring an SQL backend had to take
responsibility for managing it themselves. Apart from reinventing the wheel, this can be very inefficient, for
example when several modules each maintain their own connections.

Apache 2.1 and later provides tap _dbd API for managing database connections (including optimised strate-
gies for threaded and unthreaded MPMs), while APR 1.2 and later providepthelbd API for interacting
with the database.

New modules SHOULD now use these APIs for all SQL database operations. Existing applications SHOULD
be upgraded to use it where feasible, either transparently or as a recommended option to their users.
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1.3 Overview of new features in Apache 2.0

This document describes some of the major changes between the 1.3 and 2.0 versions of the Apache HTTP Server.

See also

e Upgrading to 2.0 from 1.3 (|12)

Core Enhancements

Unix Threading On Unix systems with POSIX threads support, Apache can now run in a hybrid multiprocess, mul-
tithreaded mode. This improves scalability for many, but not all configurations.

New Build System The build system has been rewritten from scratch to be basadtononf andlibtool . This
makes Apache’s configuration system more similar to that of other packages.

Multiprotocol Support Apache now has some of the infrastructure in place to support serving multiple protocols.
MOD_ECHO has been written as an example.

Better support for non-Unix platforms Apache 2.0 is faster and more stable on non-Unix platforms such as BeOS,
0S/2, and Windows. With the introduction of platform-specific multi-processing modul@8)pMPMs) and
the Apache Portable Runtime (APR), these platforms are now implemented in their native API, avoiding the
often buggy and poorly performing POSIX-emulation layers.

New Apache API The API for modules has changed significantly for 2.0. Many of the module-ordering/-priority
problems from 1.3 should be gone. 2.0 does much of this automatically, and module ordering is now done
per-hook to allow more flexibility. Also, new calls have been added that provide additional module capabilities
without patching the core Apache server.

IPv6 Support On systems where IPv6 is supported by the underlying Apache Portable Runtime library, Apache
gets IPv6 listening sockets by default. Additionally, thesTEN, NAMEVIRTUALHOST, andVIRTUALHOST
directives support IPv6 numeric address strings (BLgsten [2001:db8::1]:3080" ).

Filtering Apache modules may now be written as filters which act on the stream of content as it is delivered to or from
the server. This allows, for example, the output of CGI scripts to be parsed for Server Side Include directives
using theINCLUDESfilter in MOD_INCLUDE. The moduleMOD_EXT_FILTER allows external programs to act
as filters in much the same way that CGI programs can act as handlers.

Multilanguage Error Responses Error response messages to the browser are now provided in several languages,
using SSI documents. They may be customized by the administrator to achieve a consistent look and feel.

Simplified configuration Many confusing directives have been simplified. The often confustegt and
BindAddress directives are gone; only thelSTEN directive is used for IP address binding; tBERVER-
NAME directive specifies the server name and port number only for redirection and vhost recognition.

Native Windows NT Unicode Support Apache 2.0 on Windows NT now uses utf-8 for all filename encodings.
These directly translate to the underlying Unicode file system, providing multilanguage support for all Windows
NT-based installations, including Windows 2000 and Windows Mits support does not extend to Windows
95, 98 or ME, which continue to use the machine’s local codepage for filesystem access.

Regular Expression Library Updated Apache 2.0 includes the Perl Compatible Regular Expression Library
(PCRE). All regular expression evaluation now uses the more powerful Perl 5 syntax.

Shttp://www.pcre.org/
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Module Enhancements

MOD _ssL New module in Apache 2.0. This module is an interface to the SSL/TLS encryption protocols provided by
OpenSSL.

MOD _DAV New module in Apache 2.0. This module implements the HTTP Distributed Authoring and Versioning
(DAV) specification for posting and maintaining web content.

MOD _DEFLATE New module in Apache 2.0. This module allows supporting browsers to request that content be
compressed before delivery, saving network bandwidth.

MOD _AUTH _LDAP New module in Apache 2.0.41. This module allows an LDAP database to be used to store cre-
dentials for HTTP Basic Authentication. A companion modweD_LDAP provides connection pooling and
results caching.

MOD _AUTH _DIGEST Includes additional support for session caching across processes using shared memory.

MOD _CHARSET_LITE New module in Apache 2.0. This experimental module allows for character set translation or
recoding.

MOD _FILE _CACHE New module in Apache 2.0. This module includes the functionalittnoLmmapstatic  in
Apache 1.3, plus adds further caching abilities.

MOD _HEADERS This module is much more flexible in Apache 2.0. It can now modify request headers used by
MOD_PROXY, and it can conditionally set response headers.

MOD _PROXY The proxy module has been completely rewritten to take advantage of the new filter infrastructure
and to implement a more reliable, HTTP/1.1 compliant proxy. In addition, a€&®Roxy> configuration
sections provide more readable (and internally faster) control of proxied sites; overleddiesttory
"proxy:..." > configuration are not supported. The module is now divided into specific protocol support
modules includingroxy _connect , proxy _ftp andproxy _http .

MOD _NEGOTIATION A new FORCELANGUAGEPRIORITY directive can be used to assure that the client receives a
single document in all cases, rather than NOT ACCEPTABLE or MULTIPLE CHOICES responses. In addition,
the negotiation and MultiViews algorithms have been cleaned up to provide more consistent results and a new
form of type map that can include document content is provided.

MOD _AUTOINDEX Autoindex’ed directory listings can now be configured to use HTML tables for cleaner formatting,
and allow finer-grained control of sorting, including version-sorting, and wildcard filtering of the directory
listing.

MOD _INCLUDE New directives allow the default start and end tags for SSI elements to be changed and allow for
error and time format configuration to take place in the main configuration file rather than in the SSI document.
Results from regular expression parsing and grouping (now based on Perl’s regular expression syntax) can be
retrieved usingMOD_INCLUDE's variables$0 .. $9.

MOD _AUTH _-DBM Now supports multiple types of DBM-like databases using&AheHDBMT YPE directive.
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1.4 The Apache License, Version 2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions

" Licens€ shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1
through 9 of this document.

"Licensol' shall mean the copyright owner or entity authorized by the copyright owner that is granting the
License.

" Legal Entity’ shall mean the union of the acting entity and all other entities that control, are controlled by, or
are under common control with that entity. For the purposes of this definitmontrol'’ means (i) the power,

direct or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (ii)
ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or" Your") shall mean an individual or Legal Entity exercising permissions granted by this License.

" Sourcé form shall mean the preferred form for making modifications, including but not limited to software
source code, documentation source, and configuration files.

" Object’ form shall mean any form resulting from mechanical transformation or translation of a Source form,
including but not limited to compiled object code, generated documentation, and conversions to other media
types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License,
as indicated by a copyright notice that is included in or attached to the work (an example is provided in the
Appendix below).

" Derivative Work$ shall mean any work, whether in Source or Object form, that is based on (or derived from)
the Work and for which the editorial revisions, annotations, elaborations, or other modifications represent, as
a whole, an original work of authorship. For the purposes of this License, Derivative Works shall not include
works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work and Derivative
Works thereof.

" Contribution’’ shall mean any work of authorship, including the original version of the Work and any modi-
fications or additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor for
inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to submit on behalf

of the copyright owner. For the purposes of this definitibsuibmitted means any form of electronic, verbal,

or written communication sent to the Licensor or its representatives, including but not limited to communication
on electronic mailing lists, source code control systems, and issue tracking systems that are managed by, or on
behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding communication that

is conspicuously marked or otherwise designated in writing by the copyright owfi&taisa Contributior.

" Contributof' shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has
been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to
reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work
and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby grants to
You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
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patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such
license applies only to those patent claims licensable by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s) with the Work to which such Contribution(s)
was submitted. If You institute patent litigation against any entity (including a cross-claim or counterclaim in a
lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall terminate as
of the date such litigation is filed.

. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any

medium, with or without modifications, and in Source or Object form, provided that You meet the following
conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes &' NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the Source
form or documentation, if provided along with the Derivative Works; or, within a display generated by the
Derivative Works, if and wherever such third-party notices normally appear. The contents of the NOTICE
file are for informational purposes only and do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from
the Work, provided that such additional attribution notices cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or different
license terms and conditions for use, reproduction, or distribution of Your modifications, or for any such Deriv-
ative Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted

for inclusion in the Work by You to the Licensor shall be under the terms and conditions of this License, without
any additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the
terms of any separate license agreement you may have executed with Licensor regarding such Contributions.

. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or

product names of the Licensor, except as required for reasonable and customary use in describing the origin of
the Work and reproducing the content of the NOTICE file.

. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the

Work (and each Contributor provides its Contributions) o' &% 1S' BASIS, WITHOUT WARRANTIES

OR CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work
and assume any risks associated with Your exercise of permissions under this License.

. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract,

or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in
writing, shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental,

or consequential damages of any character arising as a result of this License or out of the use or inability to
use the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised of
the possibility of such damages.
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9. Accepting Warranty or Additional Liability. ~While redistributing the Work or Derivative Works thereof,
You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability
obligations and/or rights consistent with this License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if You
agree to indemnify, defend, and hold each Contributor harmless for any liability incurred by, or claims asserted
against, such Contributor by reason of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed by brackets
"[]" replaced with your own identifying information. (Don'’t include the brackets!) The text should be enclosed in
the appropriate comment syntax for the file format. We also recommend that a file or class name and description of
purpose be included on the sarhgrinted pagé as the copyright notice for easier identification within third-party
archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.
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2.1 Compiling and Installing

This document covers compilation and installation of Apache on Unix and Unix-like systems only. For compiling and
installation on Windows, see Using Apache with Microsoft Windows2@¥) . For other platforms, see the platform
(p. 224) documentation.

Apache httpd uselibtool andautoconf to create a build environment that looks like many other Open Source
projects.

If you are upgrading from one minor version to the next (for example, 2.2.50 to 2.2.51), please skip down to the
upgrading section.

See also

e Configure the source tree (@63
e Starting Apache (pl9)
e Stopping and Restarting (A1)

Overview for the impatient

Download $ lynx http://httpd.apache.org/download.cgi
Extract $ gzip -d httpd- NNtar.gz
$ tar xvf httpd- NNtar
$ cd httpd- NN
Configure $ ./configure --prefix= PREFIX
Compile $ make
Install $ make install
Customize $ vi PREFIX/conf/httpd.conf
Test $ PREFIX/bin/apachectl -k start

NN must be replaced with the current version number, RR&FIX must be replaced with the filesystem path under
which the server should be installed AREFIXis not specified, it defaults ttusr/local/apache2

Each section of the compilation and installation process is described in more detail below, beginning with the require-
ments for compiling and installing Apache httpd.

Requirements

The following requirements exist for building Apache:

Disk Space Make sure you have at least 50 MB of temporary free disk space available. After installation Apache
occupies approximately 10 MB of disk space. The actual disk space requirements will vary considerably based
on your chosen configuration options and any third-party modules.

ANSI-C Compiler and Build System Make sure you have an ANSI-C compiler installed. The GNU C compiler
(GCCY from the Free Software Foundation (F8F) recommended. If you don’t have GCC then at least make
sure your vendor’s compiler is ANSI compliant. In addition, y®#&THmust contain basic build tools such as
make.

Accurate time keeping Elements of the HTTP protocol are expressed as the time of day. So, it's time to investigate
setting some time synchronization facility on your system. Usuallynthdate orxntpd programs are used

Ihttp://www.gnu.org/software/gcc/gee.html
2http:/www.gnu.org/
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for this purpose which are based on the Network Time Protocol (NTP). See the NTP hoffepagere details
about NTP software and public time servers.

Perl 5* [OPTIONAL] For some of the support scripts like apxs or dommanage (which are written in Perl) the Perl 5
interpreter is required (versions 5.003 or newer are sufficient). If you have multiple Perl interpreters (for exam-
ple, a systemwide install of Perl 4, and your own install of Perl 5), you are advised to uswitheper!
option (see below) to make sure the correct one is used by configure. If no Perl 5 interpreter is found by the
configure script, you will not be able to use the affected support scripts. Of course, you will still be able to build
and use Apache httpd.

apr/apr-util >=1.2 apr and apr-util are bundled with the Apache httpd source releases, and will be used
without any problems in almost all circumstances. Howeveapif or apr-util , versions 1.0 or 1.1, are
installed on your system, you must either upgrade yaqur/apr-util installations to 1.2, or have httpd use
seperate builds. To use the bundé /apr-util sources for this purpose you must install them manually:

# Build and install apr 1.2

cd srclib/apr

Jconfigure --prefix=/usr/local/apr-httpd/
make

make install

# Build and install apr-util 1.2

cd ../apr-util

Jconfigure --prefix=/usr/local/apr-util-httpd/
--with-apr=/usr/local/apr-httpd/

make

make install

# Configure httpd

cd /.1

Jconfigure --with-apr=/usr/local/apr-httpd/
--with-apr-util=/usr/local/apr-util-httpd/

Download

The Apache HTTP Server can be downloaded from the Apache HTTP Server downlSadvkith lists several
mirrors. Most users of Apache on unix-like systems will be better off downloading and compiling a source version.
The build process (described below) is easy, and it allows you to customize your server to suit your needs. In addition,
binary releases are often not up to date with the latest source releases. If you do download a binary, follow the
instructions in theNSTALL.bindist file inside the distribution.

After downloading, it is important to verify that you have a complete and unmodified version of the Apache HTTP
Server. This can be accomplished by testing the downloaded tarball against the PGP signature. Details on how to do
this are available on the download paged an extended example is available describing the use dt.PGP

Extract

Extracting the source from the Apache HTTPD tarball is a simple matter of uncompressing, and then untarring:

$ gzip -d httpd-  NNtar.gz
$ tar xvf httpd- NNtar

Shttp://www.ntp.org
Shttp://httpd.apache.org/download.cgi
http://httpd.apache.org/download.cgi#verify
8http://httpd.apache.org/dev/verification.html
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This will create a new directory under the current directory containing the source code for the distribution. You should
cd into that directory before proceeding with compiling the server.

Configuring the source tree

The next step is to configure the Apache source tree for your particular platform and personal requirements. This
is done using the script configure included in the root directory of the distribution. (Developers downloading an
unreleased version of the Apache source tree will need todnate=onf  andlibtool installed and will need to
runbuildconf  before proceeding with the next steps. This is not necessary for official releases.)

To configure the source tree using all the default options, simply.fgpafigure . To change the default options,
configure accepts a variety of variables and command line options.

The most important option is the locatiefprefix where Apache is to be installed later, because Apache has to
be configured for this location to work correctly. More fine-tuned control of the location of files is possible with
additional configure options (B63) .

Also at this point, you can specify which features 2p3 you want included in Apache by enabling and disabling
modules (p693 . Apache comes with a Base @02 set of modules included by default. Other modules are enabled
using the--enable-module option, where module is the name of the module withrtie. string removed and
with any underscore converted to a dash. You can also choose to compile modules as shared objects (BOs) (p.
which can be loaded or unloaded at runtime — by using the op#mable-module=shared . Similarly, you can
disable Base modules with thalisable-module option. Be careful when using these options, since configure
cannot warn you if the module you specify does not exist; it will simply ignore the option.

In addition, it is sometimes necessary to provide the configure script with extra information about the location of your
compiler, libraries, or header files. This is done by passing either environment variables or command line options to
configure. For more information, see the configure manual page.

For a short impression of what possibilities you have, here is a typical example which compiles Apache for the instal-
lation tree/sw/pkg/apache  with a particular compiler and flags plus the two additional moduie®_REWRITE
andmMoD_sPELINGfor later loading through the DSO mechanism:

$ CC="pgcc" CFLAGS="-02" \

Jconfigure --prefix=/sw/pkg/apache \
--enable-rewrite=shared \
--enable-speling=shared

When configure is run it will take several minutes to test for the availability of features on your system and build
Makefiles which will later be used to compile the server.

Details on all the different configure options are available on the configure manual page.

Build

Now you can build the various parts which form the Apache package by simply running the command:

$ make

Please be patient here, since a base configuration takes several minutes to compile and the time will vary widely
depending on your hardware and the number of modules that you have enabled.
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Install

Now it's time to install the package under the configured installaB&REFIX (see--prefix option above) by
running:

$ make install ‘

If you are upgrading, the installation will not overwrite your configuration files or documents.

Customize

Next, you can customize your Apache HTTP server by editing the configuration fil24) (pnderPREFIX/conf/

$ vi PREFIX/conf/httpd.conf ‘

Have a look at the Apache manual under docs/manuajmor consult http://httpd.apache.org/docs/2.2/ for the most
recent version of this manual and a complete reference of available configuration directb@g (p.

Test

Now you can start (pl9) your Apache HTTP server by immediately running:

’$ PREFIX/bin/apachectl -k start ‘

and then you should be able to request your first document vialitt//localhost/ . The web page you see
is located under thBocuMENTROOT, which will usually bePREFIX/htdocs/ . Then stop (p21) the server again
by running:

|$ PREFIX/bin/apachect! -k stop ‘

Upgrading

The first step in upgrading is to read the release announcement and B&ARGE the source distribution to

find any changes that may affect your site. When changing between major releases (for example, from 1.3 to 2.0 or
from 2.0 to 2.2), there will likely be major differences in the compile-time and run-time configuration that will require
manual adjustments. All modules will also need to be upgraded to accomodate changes in the module API.

Upgrading from one minor version to the next (for example, from 2.2.55 to 2.2.57) is easiemakige install

process will not overwrite any of your existing documents, log files, or configuration files. In addition, the developers
make every effort to avoid incompatible changes in the configure options, run-time configuration, or the module API
between minor versions. In most cases you should be able to use an identical configure command line, an identical
configuration file, and all of your modules should continue to work.

To upgrade across minor versions, start by finding thechilefig.nice in thebuild directory of your installed

server or at the root of the source tree for your old install. This will contain the exact configure command line
that you used to configure the source tree. Then to upgrade from one version to the next, you need only copy the
config.nice file to the source tree of the new version, edit it to make any desired changes, and then run:
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$ ./config.nice

$ make

$ make install

$ PREFIX/bin/apachectl -k graceful-stop
$ PREFIX/binfapachectl -k start

m You should always test any new version in your environment before putting it into produc-
tion. For example, you can install and run the new version along side the old one by using a
different --prefix and a different port (by adjusting thasTEN directive) to test for any
incompatibilities before doing the final upgrade.
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2.2 Starting Apache

On Windows, Apache is normally run as a service on Windows NT, 2000 and XP, or as a console application on
Windows 9x and ME. For details, see Running Apache as a Servic22fp.and Running Apache as a Console
Application (p.225) .

On Unix, the httpd program is run as a daemon that executes continuously in the background to handle requests. This
document describes how to invoke httpd.

See also

e Stopping and Restarting (A1)
e httpd
e apachectl

How Apache Starts

If the LI1STEN specified in the configuration file is default of 80 (or any other port below 1024), then it is necessary to
have root privileges in order to start apache, so that it can bind to this privileged port. Once the server has started and
performed a few preliminary activities such as opening its log files, it will launch sestgitdlprocesses which do the

work of listening for and answering requests from clients. The mtjd process continues to run as the root user,

but the child processes run as a less privileged user. This is controlled by the selected Multi-Processing Module (p.
73).

The recommended method of invoking the httpd executable is to use the apachectl control script. This script sets
certain environment variables that are necessary for httpd to function correctly under some operating systems, and
then invokes the httpd binary. apachectl will pass through any command line arguments, so any httpd options may also
be used with apachectl. You may also directly edit the apachectl script by changid@ TiRbDvariable near the top to

specify the correct location of the httpd binary and any command-line arguments that you wiskii@pgpresent.

The first thing thahttpd does when it is invoked is to locate and read the configuration fil24)httpd.conf
The location of this file is set at compile-time, but it is possible to specify its location at run time usinf the
command-line option as in

/usr/local/apache2/bin/apachectl -f
lusr/local/apache2/conf/httpd.conf

If all goes well during startup, the server will detach from the terminal and the command prompt will return almost
immediately. This indicates that the server is up and running. You can then use your browser to connect to the server
and view the test page in tHeocuMENTROOT directory and the local copy of the documentation linked from that

page.
Errors During Start-up

If Apache suffers a fatal problem during startup, it will write a message describing the problem either to the console
or to theERRORL OG before exiting. One of the most common error messagédriable to bind to Port

" . This message is usually caused by either:

e Trying to start the server on a privileged port when not logged in as the root user; or

e Trying to start the server when there is another instance of Apache or some other web server already bound to
the same Port.

For further trouble-shooting instructions, consult the Apache FAQ%f) .
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Starting at Boot-Time

If you want your server to continue running after a system reboot, you should add a call to apachectl to your system
startup files (typicallyrc.local or a file in anrc.N directory). This will start Apache as root. Before doing this
ensure that your server is properly configured for security and access restrictions.

The apachectl script is designed to act like a standard SysV init script; it can take the argstaents restart
andstop and translate them into the appropriate signals to httpd. So you can often simply link apachectl into the
appropriate init directory. But be sure to check the exact requirements of your system.

Additional Information

Additional information about the command-line options of httpd and apachectl as well as other support programs
included with the server is available on the Server and Supporting Prograli2(page. There is also documentation
on all the modules (©93) included with the Apache distribution and the directives6@g) that they provide.
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2.3 Stopping and Restarting

This document covers stopping and restarting Apache on Unix-like systems. Windows NT, 2000 and XP users should
see Running Apache as a ServiceZp5 and Windows 9x and ME users should see Running Apache as a Console
Application (p.225) for information on how to control Apache on those platforms.

See also

e httpd
e apachectl

Introduction

In order to stop or restart Apache, you must send a signal to the running httpd processes. There are two ways to send
the signals. First, you can use the ukik command to directly send signals to the processes. You will notice many
httpd executables running on your system, but you should not send signals to any of them except the parent, whose pid
is in thePIDFILE. That is to say you shouldn’t ever need to send signals to any process except the parent. There are
three signals that you can send the paréeBRMHUR andUSRZ, which will be described in a moment.

To send a signal to the parent you should issue a command such as:

kill -TERM ‘cat /usr/local/apache2/logs/httpd.pid’

The second method of signaling the httpd processes is to us& thommand line optionsstop , restart
graceful  andgraceful-stop , as described below. These are arguments to the httpd binary, but we recom-
mend that you send them using the apachectl control script, which will pass them through to httpd.

After you have signaled httpd, you can read about its progress by issuing:

’ tail -f /usr/local/apache2/logs/error _log

Modify those examples to match yoBERVERROOT andPIDFILE settings.

Stop Now

Signal: TERM apachectl -k stop

Sending theTERMor stop  signal to the parent causes it to immediately attempt to kill off all of its children. It may
take it several seconds to complete killing off its children. Then the parent itself exits. Any requests in progress are
terminated, and no further requests are served.

Graceful Restart

Signal: USR1 apachectl -k graceful

TheUSR1or graceful  signal causes the parent procesadwisethe children to exit after their current request (or

to exit immediately if they're not serving anything). The parent re-reads its configuration files and re-opens its log
files. As each child dies off the parent replaces it with a child from the gemerationof the configuration, which
begins serving new requests immediately.
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This code is designed to always respect the process control directive of the MPMs, so the number of processes and
threads available to serve clients will be maintained at the appropriate values throughout the restart process. Further-
more, it respectSTARTSERVERSIn the following manner: if after one second at le8$ARTSERVERSNew children

have not been created, then create enough to pick up the slack. Hence the code tries to maintain both the number of
children appropriate for the current load on the server, and respect your wishes WBinHIESERVERS parameter.

Users ofMoD_STATUS will notice that the server statistics anet set to zero when &SR1is sent. The code was
written to both minimize the time in which the server is unable to serve new requests (they will be queued up by the
operating system, so they're not lost in any event) and to respect your tuning parameters. In order to do this it has to
keep thescoreboardused to keep track of all children across generations.

The status module will also useézto indicate those children which are still serving requests started before the graceful
restart was given.

At present there is no way for a log rotation script usihg§R1to know for certain that all children writing the pre-
restart log have finished. We suggest that you use a suitable delay after sendisgrRitegnal before you do anything

with the old log. For example if most of your hits take less than 10 minutes to complete for users on low bandwidth
links then you could wait 15 minutes before doing anything with the old log.

:>If your configuration file has errors in it when you issue a restart then your parent will not
restart, it will exit with an error. In the case of graceful restarts it will also leave children
running when it exits. (These are the children which"ageacefully exiting by handling their
last request.) This will cause problems if you attempt to restart the server — it will not be able to
bind to its listening ports. Before doing a restart, you can check the syntax of the configuration
files with the-t command line argument (see httpd). This still will not guarantee that the
server will restart correctly. To check the semantics of the configuration files as well as the
syntax, you can try starting httpd as a non-root user. If there are no errors it will attempt to
open its sockets and logs and fail because it’s not root (or because the currently running httpd
already has those ports bound). If it fails for any other reason then it's probably a config file
error and the error should be fixed before issuing the graceful restart.

Restart Now

Signal: HUP apachectl -k restart

Sending théeHUPor restart  signal to the parent causes it to kill off its children likeiIERM but the parent doesn’t
exit. It re-reads its configuration files, and re-opens any log files. Then it spawns a new set of children and continues
serving hits.

Users ofMoD_STATUS will notice that the server statistics are set to zero wheltu®is sent.

:>If your configuration file has errors in it when you issue a restart then your parent will not
restart, it will exit with an error. See above for a method of avoiding this.

Graceful Stop

Signal: WINCH apachectl -k graceful-stop

The WINCHor graceful-stop signal causes the parent procesadlvisethe children to exit after their current
request (or to exit immediately if they’re not serving anything). The parent will then remofeDifSLE and cease
listening on all ports. The parent will continue to run, and monitor children which are handling requests. Once all
children have finalised and exited or the timeout specified bystheCEFULSHUTDOWNTIMEOUT has been reached,

the parent will also exit. If the timeout is reached, any remaining children will be sefi&R&kignal to force them

to exit.
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A TERMsignal will immediately terminate the parent process and all children when Ihgitaeefut state. However
as thePIDFILE will have been removed, you will not be able to wgmchectl orhttpd to send this signal.

:)The graceful-stop signal allows you to run multiple identically configured instances of
httpd at the same time. This is a powerful feature when performing graceful upgrades of
Apache, however it can also cause deadlocks and race conditions with some configurations.
Care has been taken to ensure that on-disk files such asaberiLE and SCRIPTSOCK
files contain the server PID, and should coexist without problem. However, if a configuration
directive, third-party module or persistent CGI utilises any other on-disk lock or state files, care
should be taken to ensure that multiple running instances of httpd do not clobber each others
files.

You should also be wary of other potential race conditions, such as using rotatelogs style piped
logging. Multiple running instances of rotatelogs attempting to rotate the same logdfiles at the
same time may destroy each other’s logfiles.

Appendix: signals and race conditions

Prior to Apache 1.2h9 there were sevaate conditionsnvolving the restart and die signals (a simply put, a race
condition is a time-sensitive problem - if something happens at just the wrong time or things happen in the wrong order,
undesired behaviour will result. If the same thing happens at the right time, all will be well). For those architectures
that have thé right* feature set we have eliminated as many as we can. But it should be noted that race conditions do
still exist on certain architectures.

Architectures that use an on-diSK OREBOARDFILE can potentially have their scoreboards corrupted. This can result

in the" bind: Address already in usdafterHUB or " long lost child came homeg!(afterUSRY). The former is a fatal

error, while the latter just causes the server to lose a scoreboard slot. So it may be advisable to use graceful restarts,
with an occasional hard restart. These problems are very difficult to work around, but fortunately most architectures
do not require a scoreboard file. See B®OREBOARDFILE documentation for architecture which uses it.

All architectures have a small race condition in each child involving the second and subsequent requests on a persistent
HTTP connection (KeepAlive). It may exit after reading the request line but before reading any of the request headers.
There is a fix that was discovered too late to make 1.2. In theory this isn’t an issue because the KeepAlive client has
to expect these events because of network latencies and server timeouts. In practice it doesn’t seem to affect anything
either — in a test case the server was restarted twenty times per second and clients successfully browsed the site without
getting broken images or empty documents.
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2.4 Configuration Files

This document describes the files used to configure the Apache HTTP server.

Main Configuration Files

Related Modules Related Directives
MOD_MIME <IFDEFINE>
INCLUDE

TYPESCONFIG

Apache is configured by placing directives §26) in plain text configuration files. The main configuration file is
usually calledhttpd.conf . The location of this file is set at compile-time, but may be overridden withfthe
command line flag. In addition, other configuration files may be added usingithesDE directive, and wildcards

can be used to include many configuration files. Any directive may be placed in any of these configuration files.
Changes to the main configuration files are only recognized by Apache when it is started or restarted.

The server also reads a file containing mime document types; the filename is sefliwpH®ONFIG directive, and
is mime.types by default.

Syntax of the Configuration Files

Apache configuration files contain one directive per line. The back-$lgstmay be used as the last character on
a line to indicate that the directive continues onto the next line. There must be no other characters or white space
between the back-slash and the end of the line.

Directives in the configuration files are case-insensitive, but arguments to directives are often case sensitive. Lines that
begin with the hash characte#' are considered comments, and are ignored. Commentshotdye included on a

line after a configuration directive. Blank lines and white space occurring before a directive are ignored, so you may
indent directives for clarity.

You can check your configuration files for syntax errors without starting the server by apiachectl
configtest orthe-t command line option.

Modules
Related Modules Related Directives
MOD_SO <IFMODULE>

LOADMODULE

Apache is a modular server. This implies that only the most basic functionality is included in the core server. Extended
features are available through modules@®3) which can be loaded into Apache. By default, a bas@92) set of
modules is included in the server at compile-time. If the server is compiled to use dynamically loas®dr{pdules,

then modules can be compiled separately and added at any time usih@AlmM oDULE directive. Otherwise,
Apache must be recompiled to add or remove modules. Configuration directives may be included conditional on a
presence of a particular module by enclosing them ircéFM ODULE> block.

To see which modules are currently compiled into the server, you can ude t@mmand line option.
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Scope of Directives

Related Modules Related Directives
<DIRECTORY>
<DIRECTORYMATCH>
<FILES>
<FILESMATCH>
<LOCATION>
<LOCATIONMATCH>
<VIRTUALHOST>

Directives placed in the main configuration files apply to the entire server. If you wish to change the configuration for
only a part of the server, you can scope your directives by placing thetiRECTORY>, <DIRECTORYMATCH>,
<FILES>, <FILESMATCH>, <LOCATION>, and<L OCATIONMATCH> sections. These sections limit the applica-

tion of the directives which they enclose to particular filesystem locations or URLs. They can also be nested, allowing
for very fine grained configuration.

Apache has the capability to serve many different websites simultaneously. This is called Virtual Hostig§) (p.
. Directives can also be scoped by placing them insidaRTUALHOST> sections, so that they will only apply to
requests for a particular website.

Although most directives can be placed in any of these sections, some directives do not make sense in some contexts.
For example, directives controlling process creation can only be placed in the main server context. To find which
directives can be placed in which sections, check the Conte9@.of the directive. For further information, we

provide details on How Directory, Location and Files sections worR@p.

.htaccess Files

Related Modules Related Directives
ACCESSILENAME
ALLOWOVERRIDE

Apache allows for decentralized management of configuration via special files placed inside the web tree. The special
files are usually callechtaccess , but any name can be specified in thecesd-ILENAME directive. Directives

placed in.htaccess files apply to the directory where you place the file, and all sub-directories.hidecess

files follow the same syntax as the main configuration files. Simeecess files are read on every request, changes
made in these files take immediate effect.

To find which directives can be placed.htaccess files, check the Context (293 of the directive. The server ad-
ministrator further controls what directives may be placedhiaccess files by configuring théA LLOwWOVERRIDE
directive in the main configuration files.

For more information orhtaccess files, see the .htaccess tutorial §16) .
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2.5 Configuration Sections

Directives in the configuration files (24) may apply to the entire server, or they may be restricted to apply only to
particular directories, files, hosts, or URLs. This document describes how to use configuration section containers or
.htaccess files to change the scope of other configuration directives.

Types of Configuration Section Containers

Related Modules Related Directives
CORE <DIRECTORY>
MOD_VERSION <DIRECTORYMATCH>
MOD_PROXY <FILES>
<FILESMATCH>
<IFDEFINE>

<IFMODULE>
<IFVERSION>
<LOCATION>
<LOCATIONMATCH>
<PrROXY>
<PROXYMATCH>
<VIRTUALHOST>

There are two basic types of containers. Most containers are evaluated for each request. The enclosed directives are
applied only for those requests that match the containers.<TRBEFINE>, <IFMODULE>, and<IFVERSION>
containers, on the other hand, are evaluated only at server startup and restart. If their conditions are true at startup,
then the enclosed directives will apply to all requests. If the conditions are not true, the enclosed directives will be
ignored.

The <IFDEFINE> directive encloses directives that will only be applied if an appropriate parameter is defined on the
httpd command line. For example, with the following configuration, all requests will be redirected to another site only
if the server is started usirtgtpd -DClosedForNow

<IfDefine ClosedForNow >
Redirect / http://otherserver.example.com/
</IfDefine >

The <IFMoDULE> directive is very similar, except it encloses directives that will only be applied if a particular
module is available in the server. The module must either be statically compiled in the server, or it must be dynamically
compiled and itd. oADMODULE line must be earlier in the configuration file. This directive should only be used if
you need your configuration file to work whether or not certain modules are installed. It should not be used to enclose
directives that you want to work all the time, because it can suppress useful error messages about missing modules.

In the following example, th1IMEM AGICFILES directive will be applied only iivOD_MIME _MAGIC is available.

<IfModule mod _mime_magic.c >
MimeMagicFile conf/magic
</IfModule >

The <IFVERSION> directive is very similar to<IFDEFINE> and <IFMODULE>, except it encloses directives that
will only be applied if a particular version of the server is executing. This module is designed for the use in test suites
and large networks which have to deal with different httpd versions and different configurations.
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<IfVersion >= 2.1 >

# this happens only in versions greater or
# equal 2.1.0.

</IfVersion >

<IFDEFINE>, <IFMODULE>, and the<IFVERSION> can apply negative conditions by preceding their test with
"1". Also, these sections can be nested to achieve more complex restrictions.

Filesystem and Webspace

The most commonly used configuration section containers are the ones that change the configuration of particular
places in the filesystem or webspace. First, itis important to understand the difference between the two. The filesystem
is the view of your disks as seen by your operating system. For example, in a default install, Apache resides at
Jusr/local/apache?2 in the Unix filesystem ofc:/Program Files/Apache Group/Apache2" in the
Windows filesystem. (Note that forward slashes should always be used as the path separator in Apache, even for
Windows.) In contrast, the webspace is the view of your site as delivered by the web server and seen by the client. So
the path/dir/  inthe webspace corresponds to the gasi/local/apache2/htdocs/dir/ in the filesystem

of a default Apache install on Unix. The webspace need not map directly to the filesystem, since webpages may be
generated dynamically from databases or other locations.

Filesystem Containers

The <DIRECTORY> and <FILES> directives, along with their regex counterparts, apply directives to parts of the
filesystem. Directives enclosed inkdDIRECTORY> section apply to the named filesystem directory and all subdirec-
tories of that directory. The same effect can be obtained using .htaccess f&€)(pFor example, in the following
configuration, directory indexes will be enabled for thar/web/dirl directory and all subdirectories.

<Directory /var/web/dirl >
Options +Indexes
</Directory >

Directives enclosed in @ FILES> section apply to any file with the specified name, regardless of what directory it lies
in. So for example, the following configuration directives will, when placed in the main section of the configuration
file, deny access to any file nampdvate.html regardless of where it is found.

<Files private.html >
Order allow,deny

Deny from all

</Files >

To address files found in a particular part of the filesystem,lf@L.ES> and <DIRECTORY> sections can be
combined. For example, the following configuration will deny access/an/web/dirl/private.html ,

/var/web/dirl/subdir2/private.html , Ivar/web/dirl/subdir3/private.html , and any
other instance gbrivate.htmi found under thévar/web/dirl/ directory.

<Directory /var/web/dirl >

<Files private.html >

Order allow,deny
Deny from all
<[Files >
</Directory >




28 CHAPTER 2. USING THE APACHE HTTP SERVER

Webspace Containers

The <LocATION> directive and its regex counterpart, on the other hand, change the config-

uration for content in the webspace. For example, the following configuration prevents ac-
cess to any URL-path that begins in /private. In particular, it wil apply to requests for
http://yoursite.example.com/private , http://yoursite.example.com/private123 , and
http://yoursite.example.com/private/dir/file.html as well as any other requests starting with

the/private  string.

<Location /private >
Order Allow,Deny

Deny from all
</Location >

The <LocCATION> directive need not have anything to do with the filesystem. For example, the following exam-
ple shows how to map a particular URL to an internal Apache handler providedoloysTaTus. No file called
server-status needs to exist in the filesystem.

<Location /server-status >
SetHandler server-status

</Location >

Wildcards and Regular Expressions

The <DIRECTORY>, <FILES>, and <LOCATION> directives can each use shell-style wildcard characters as in
fnmatch from the C standard library. The charactet" matches any sequence of charact&f®, matches any
single character, anldfseq" matches any characterseq The" /" character will not be matched by any wildcard,; it
must be specified explicitly.

If even more flexible matching is required, each container has a regular expression (regex) counERaATORY-
MATCH>, <FILESMATCH>, and<LOCATIONMATCH> that allow perl-compatible regular expressions to be used

in choosing the matches. But see the section below on configuration merging to find out how using regex sections will
change how directives are applied.

A non-regex wildcard section that changes the configuration of all user directories could look as follows:

<Directory /home/ */public  _html >
Options Indexes
</Directory >

Using regex sections, we can deny access to many types of image files at once:

<FilesMatch  \.(?i:gif[jpe?glpng)$ >
Order allow,deny

Deny from all

<[FilesMatch >
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What to use When

Choosing between filesystem containers and webspace containers is actually quite easy. When applying directives to
objects that reside in the filesystem always ud2IRECTORY> or <FILES>. When applying directives to objects
that do not reside in the filesystem (such as a webpage generated from a databasepcseioN>.

It is important to never use L OCATION> when trying to restrict access to objects in the filesystem. This is because
many different webspace locations (URLS) could map to the same filesystem location, allowing your restrictions to be
circumvented. For example, consider the following configuration:

<Location /dir/ >
Order allow,deny
Deny from all
</Location >

This works fine if the request is fohttp://yoursite.example.com/dir/ . But what if you
are on a case-insensitive filesystem?  Then your restriction could be easily circumvented by requesting
http://yoursite.example.com/DIR/ . The <DIRECTORY> directive, in contrast, will apply to any con-

tent served from that location, regardless of how it is called. (An exception is filesystem links. The same directory can
be placed in more than one part of the filesystem using symbolic links<TheEcTORY> directive will follow the
symbolic link without resetting the pathname. Therefore, for the highest level of security, symbolic links should be
disabled with the appropriaterTIONSdirective.)

If you are, perhaps, thinking that none of this applies to you because you use a case-sensitive filesystem, remember that
there are many other ways to map multiple webspace locations to the same filesystem location. Therefore you should
always use the filesystem containers when you can. There is, however, one exception to this rule. Putting configuration
restrictions in acLocation / > section is perfectly safe because this section will apply to all requests regardless of

the specific URL.

Virtual Hosts

The<VIRTUALHOST> container encloses directives that apply to specific hosts. This is useful when serving multiple
hosts from the same machine with a different configuration for each. For more information, see the Virtual Host
Documentation (p128) .

Proxy

The <PrROXY> and <PROXYMATCH> containers apply enclosed configuration directives only to sites accessed
throughMOD_PROXY's proxy server that match the specified URL. For example, the following configuration will
prevent the proxy server from being used to accessithecom website.

<Proxy http://cnn.com/ * >
Order allow,deny

Deny from all

</Proxy >

What Directives are Allowed?

To find out what directives are allowed in what types of configuration sections, check the Con84) (@f.the direc-
tive. Everything that is allowed ik DIRECTORY> sections is also syntactically allowed«rDIRECTORYMATCH>,
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<FILES>, <FILESMATCH>, <LOCATION>, <LOCATIONMATCH>, <PROXY>, and<PROXYMATCH> sections.
There are some exceptions, however:

e The ALLOWOVERRIDE directive works only ink DIRECTORY> sections.

e TheFollowSymLinks andSymLinkslfOwnerMatch  OpTiONSwork only in <DIRECTORY> sections
or .htaccess files.

e TheOpTIONSdirective cannot be used mFILES> and<FILESMATCH> sections.

How the sections are merged

The configuration sections are applied in a very particular order. Since this can have important effects on how config-
uration directives are interpreted, it is important to understand how this works.

The order of merging is:

1. <DIRECTORY> (except regular expressions) andaccess done simultaneously (witthtaccess , if
allowed, overriding< DIRECTORY>)

2. <DIRECTORYMATCH> (and<Directory =  >)
3. <FILES> and<FILESMATCH> done simultaneously

4. <LOCATION> and<LOCATIONMATCH> done simultaneously

Apart from <DIRECTORY>, each group is processed in the order that they appear in the configurationides.
RECTORY> (group 1 above) is processed in the order shortest directory component to longest. So for example,
<Directory /var/web/dir > will be processed beforeDirectory /var/web/dir/subdir >. If mul-

tiple <DIRECTORY> sections apply to the same directory they are processed in the configuration file order. Config-
urations included via thencLUDE directive will be treated as if they were inside the including file at the location of
thelINCLUDE directive.

Sections inside<VIRTUALHOST> sections are applieafter the corresponding sections outside the virtual host defi-
nition. This allows virtual hosts to override the main server configuration.

When the request is served kapD_PROXY, the <PROXY> container takes the place of tkddIRECTORY> container
in the processing order.

Later sections override earlier ones.

——>Technical Note

There is actually a<Location >/<LocationMatch > sequence performed just before

the name translation phase (whéiégases andDocumentRoots are used to map URLs

to filenames). The results of this sequence are completely thrown away after the translation
has completed.

Some Examples

Below is an artificial example to show the order of merging. Assuming they all apply to the request, the directives in
this example will be applied in the orderAB >C>D > E.
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<Location / >
E
</Location >

<Files f.html >
D
</Files >

<VirtualHost * >
<Directory /a/b >
B

</Directory >
</VirtualHost >

<DirectoryMatch ™. *b$" >
Cc

</DirectoryMatch >
<Directory /a/b >

A

</Directory >

For a more concrete example, consider the following. Regardless of any access restrictions ptdzedtimTORY>
sections, thecLocATION> section will be evaluated last and will allow unrestricted access to the server. In other
words, order of merging is important, so be careful!

<Location / >
Order deny,allow
Allow from all
</Location >

# Woops! This <Directory > section will have no effect
<Directory />

Order allow,deny

Allow from all

Deny from badguy.example.com

</Directory >
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2.6 Caching Guide

This document supplements tive©oD_CACHE, MOD_DISK_CACHE, MOD_MEM _CACHE, MOD_FILE_CACHE and ht-
cacheclean (275 reference documentation. It describes how to use Apache’s caching features to accelerate web and
proxy serving, while avoiding common problems and misconfigurations.

Introduction

As of Apache HTTP server version 2v80D_CACHE andMOD_FILE_CACHE are no longer marked experimental and
are considered suitable for production use. These caching architectures provide a powerful means to accelerate HTTP
handling, both as an origin webserver and as a proxy.

MOD_CACHE and its provider module®lOD_MEM_CACHE andMOD_DISK_CACHE provide intelligent, HTTP-aware
caching. The content itself is stored in the cache, and_oamthe aims to honour all of the various HTTP headers and
options that control the cachability of content. It can handle both local and proxied contemtCACHE is aimed at

both simple and complex caching configurations, where you are dealing with proxied content, dynamic local content
or have a need to speed up access to local files which change with time.

MOD_FILE_CACHE on the other hand presents a more basic, but sometimes useful, form of caching. Rather than main-
tain the complexity of actively ensuring the cachability of URM®D _FILE_CACHE offers file-handle and memory-
mapping tricks to keep a cache of files as they were when Apache was last started. Ag@nch| E_CACHE is

aimed at improving the access time to local static files which do not change very often.

As MOD_FILE_CACHE presents a relatively simple caching implementation, apart from the specific sections on
CACHEFILE andMM APSTATIC, the explanations in this guide cover ti®@b_CACHE caching architecture.

To get the most from this document, you should be familiar with the basics of HTTP, and have read the Users’ Guides
to Mapping URLSs to the Filesystem (p0) and Content negotiation (1) .

Caching Overview

Related Modules Related Directives
MOD_CACHE CACHEENABLE
MOD_MEM_CACHE CACHEDISABLE
MOD_DISK_CACHE MM APSTATIC
MOD_FILE_CACHE CACHEFILE
CACHEFILE
USeECANONICAL NAME
CACHENEGOTIATEDDOCS

There are two main stages mOD_CACHE that can occur in the lifetime of a request. FilgthD_CACHE is a URL
mapping module, which means that if a URL has been cached, and the cached version of that URL has not expired,
the request will be served directly syoD_CACHE.

This means that any other stages that might ordinarily happen in the process of serving a request — for example being
handled bymoD_PROXY, or MOD_REWRITE— won't happen. But then this is the point of caching content in the first
place.

If the URL is not found within the cache&job_cAcHE will add a filter (p.82) to the request handling. After Apache
has located the content by the usual means, the filter will be run as the content is served. If the content is determined
to be cacheable, the content will be saved to the cache for future serving.

If the URL is found within the cache, but also found to have expired, the filter is added anywayo but ACHE will
create a conditional request to the backend, to determine if the cached version is still current. If the cached version is
still current, its meta-information will be updated and the request will be served from the cache. If the cached version
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is no longer current, the cached version will be deleted and the filter will save the updated content to the cache as it is
served.

Improving Cache Hits

When caching locally generated content, ensuringtre#BCANONICAL NAME is set toOn can dramatically improve

the ratio of cache hits. This is because the hostname of the virtual-host serving the content forms a part of the cache
key. With the setting set tOn virtual-hosts with multiple server names or aliases will not produce differently cached
entities, and instead content will be cached as per the canonical hostname.

Because caching is performed within the URL to filename translation phase, cached documents will only be served in
response to URL requests. Ordinarily this is of little consequence, but there is one circumstance in which it matters:
If you are using Server Side Includes g4.0 ;

<l-- The following include can be cached -->
<l--#include virtual="/footer.html" -->

<l-- The following include can not be cached -->
<l--#include file="/path/to/footer.html" -->

If you are using Server Side Includes, and want the benefit of speedy serves from the cache, you shistudluse
include types.

Expiry Periods

The default expiry period for cached entities is one hour, however this can be easily over-ridden by using the
CacHEDEFAULTEXPIRE directive. This default is only used when the original source of the content does not specify
an expire time or time of last modification.

If a response does not include Brpires header but does includelLast-Modified headerMOD_CACHE can
infer an expiry period based on the use of @eCHELASTM ODIFIEDFACTOR directive.

For local contentyob_EXPIRESMay be used to fine-tune the expiry period.
The maximum expiry period may also be controlled by using@heHEM AX EXPIRE.

A Brief Guide to Conditional Requests

When content expires from the cache and is re-requested from the backend or content provider, rather than pass on the
original request, Aoache will use a conditional request instead.

HTTP offers a number of headers which allow a client, or cache to discern between different versions of the same
content. For example if a resource was served withEtag:' header, it is possible to make a conditional request with

an" If-Match:" header. If a resource was served withlaast-Modified" header it is possible to make a conditional
request with arf If-Modified-Since! header, and so on.

When such a conditional request is made, the response differs depending on whether the content matches the condi-
tions. If a request is made with dif-Modified-Since! header, and the content has not been modified since the time
indicated in the request then a tef's%04 Not Modified response is issued.

If the content has changed, then it is served as if the request were not conditional to begin with.

The benefits of conditional requests in relation to caching are twofold. Firstly, when making such a request to the
backend, if the content from the backend matches the content in the store, this can be determined easily and without
the overhead of transferring the entire resource.
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Secondly, conditional requests are usually less strenuous on the backend. For static files, typically all that is involved
is a call tostat()  or similar system call, to see if the file has changed in size or modification time. As such, even if
Apache is caching local content, even expired content may still be served faster from the cache if it has not changed.
As long as reading from the cache store is faster than reading from the backend (e.g. an in-memory cache compared
to reading from disk).

What Can be Cached?

As mentioned already, the two styles of caching in Apache work differenthp_FILE_CACHE caching maintains file
contents as they were when Apache was started. When a request is made for a file that is cached by this module, it is
intercepted and the cached file is served.

MOD_CACHE caching on the other hand is more complex. When serving a request, if it has not been cached previously,
the caching module will determine if the content is cacheable. The conditions for determining cachability of a response
are;

=

. Caching must be enabled for this URL. See @recHEENABLE andCACHEDISABLE directives.
2. The response must have a HTTP status code of 200, 203, 300, 301 or 410.

3. The request must be a HTTP GET request.

4. If the request contains drAuthorization® header, the response will not be cached.

5. If the response contains duthorization® header, it must also contain 4s-maxagg, " must-revalidaté or
" public' option in the" Cache-Contro!: header.

6. If the URL included a query string (e.g. from a HTML form GET method) it will not be cached unless the
response includes drExpires’ header, as per RFC2616 section 13.9.

7. If the response has a status of 200 (OK), the response must also include at least ontEththe" Last-
Modified" or the" Expires headers, unless tHeAcCHEIGNORENOLASTMOD directive has been used to re-
quire otherwise.

8. If the response includes tHeprivaté' option in a" Cache-Control: header, it will not be stored unless the
CACHESTOREPRIVATE has been used to require otherwise.

9. Likewise, if the response includes th@o-storé option in a" Cache-Controf: header, it will not be stored
unless theCACHESTORENOSTORE has been used.

10. A response will not be stored if it includes' &ary:" header containing the match-a#" .

What Should Not be Cached?
In short, any content which is highly time-sensitive, or which varies depending on the particulars of the request that
are not covered by HTTP negotiation, should not be cached.

If you have dynamic content which changes depending on the IP address of the requester, or changes every 5 minutes,
it should almost certainly not be cached.

If on the other hand, the content served differs depending on the values of various HTTP headers, it is possible that it
might be possible to cache it intelligently through the use ‘'o¥ary" header.
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Variable/Negotiated Content

If a response with &Vary" header is received hyob_cACHE when requesting content by the backend it will attempt
to handle it intelligently. If possiblevob_cAcCHE will detect the headers attributed in th¥ary" response in future
requests and serve the correct cached response.

If for example, a response is received with a vary header such as;

Vary: negotiate,accept-language,accept-charset

MoD_CcACHE will only serve the cached content to requesters with matching accept-language and accept-charset head-
ers matching those of the original request.

Security Considerations
Authorisation, Access & and Control

UsingMOD_CACHE is very much like having a built in reverse-proxy. Requests will be served by the caching module
unless it determines that the backend should be queried. When caching local resources, this drastically changes the
security model of Apache.

As traversing a filesystem hierarchy to examine potentitdccess files would be a very expensive operation,
partially defeating the point of caching (to speed up requests)y_CACHE makes no decision about whether a
cached entity is authorised for serving. In other wordsadfb_CACHE has cached some content, it will be served
from the cache as long as that content has not expired.

If, for example, your configuration permits access to a resource by IP address you should ensure that this content is
not cached. You can do this by using tiecHEDISABLE directive, orMOD_EXPIRES Left uncheckedwoDb_CACHE

- very much like a reverse proxy - would cache the content when served and then serve it to any client, on any IP
address.

Local exploits

As requests to end-users can be served from the cache, the cache itself can become a target for those wishing to deface
or interfere with content. It is important to bear in mind that the cache must at all times be writable by the user
which Apache is running as. This is in stark contrast to the usually recommended situation of maintaining all content
unwritable by the Apache user.

If the Apache user is compromised, for example through a flaw in a CGI process, it is possible that the cache may be
targeted. When usingOD_DISK_CACHE, it is relatively easy to insert or modify a cached entity.

This presents a somewhat elevated risk in comparison to the other types of attack it is possible to make as the Apache
user. If you are usingnOD_DISK_CACHE Yyou should bear this in mind - ensure you upgrade Apache when security
upgrades are announced and run CGI processes as a non-Apache user using suBBEfssible.

Cache Poisoning

When running Apache as a caching proxy server, there is also the potential for so-called cache poisoning. Cache
Poisoning is a broad term for attacks in which an attacker causes the proxy server to retrieve incorrect (and usually
undesirable) content from the backend.

For example if the DNS servers used by your system running Apache are vulnerable to DNS cache poisoning, an
attacker may be able to control where Apache connects to when requesting content from the origin server. Another
example is so-called HTTP request-smuggling attacks.
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This document is not the correct place for an in-depth discussion of HTTP request smuggling (instead, try your
favourite search engine) however it is important to be aware that it is possible to make a series of requests, and to
exploit a vulnerability on an origin webserver such that the attacker can entirely control the content retrieved by the

proxy.

File-Handle Caching

Related Modules Related Directives
MOD_FILE_CACHE CACHEFILE
MOD_MEM_CACHE CACHEENABLE

CACHEDISABLE

The act of opening a file can itself be a source of delay, particularly on network filesystems. By maintaining a cache of
open file descriptors for commonly served files, Apache can avoid this delay. Currently Apache provides two different
implementations of File-Handle Caching.

CacheFile

The most basic form of caching present in Apache is the file-handle caching provideotyiLE_CACHE. Rather
than caching file-contents, this cache maintains a table of open file descriptors. Files to be cached in this manner are
specified in the configuration file using tRacHEFILE directive.

The CACHEFILE directive instructs Apache to open the file when Apache is started and to re-use this file-handle for
all subsequent access to this file.

CacheFile /usr/local/apache2/htdocs/index.html

If you intend to cache a large number of files in this manner, you must ensure that your operating system’s limit for
the number of open files is set appropriately.

Although usingCACHEFILE does not cause the file-contents to be cached per-se, it does mean that if the file changes
while Apache is running these changes will not be picked up. The file will be consistently served as it was when
Apache was started.

If the file is removed while Apache is running, Apache will continue to maintain an open file descriptor and serve the
file as it was when Apache was started. This usually also means that although the file will have been deleted, and not
show up on the filesystem, extra free space will not be recovered until Apache is stopped and the file descriptor closed.

CacheEnable fd

MOD_MEM _CACHE also provides its own file-handle caching scheme, which can be enabled adtheEENABLE
directive.

CacheEnable fd /

As with all of MOD_CACHE this type of file-handle caching is intelligent, and handles will not be maintained beyond
the expiry time of the cached content.
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In-Memory Caching

Related Modules Related Directives
MOD_MEM_CACHE CACHEENABLE
MOD_FILE_CACHE CACHEDISABLE

MM APSTATIC

Serving directly from system memory is universally the fastest method of serving content. Reading files from a disk
controller or, even worse, from a remote network is orders of magnitude slower. Disk controllers usually involve
physical processes, and network access is limited by your available bandwidth. Memory access on the other hand can
take mere nano-seconds.

System memory isn’'t cheap though, byte for byte it's by far the most expensive type of storage and it's important to
ensure that it is used efficiently. By caching files in memory you decrease the amount of memory available on the
system. As we'll see, in the case of operating system caching, this is not so much of an issue, but when using Apache’s
own in-memory caching it is important to make sure that you do not allocate too much memory to a cache. Otherwise
the system will be forced to swap out memory, which will likely degrade performance.

Operating System Caching

Almost all modern operating systems cache file-data in memory managed directly by the kernel. This is a powerful
feature, and for the most part operating systems get it right. For example, on Linux, let’s look at the difference in the
time it takes to read a file for the first time and the second time;

colm@coroebus:"$ time cat testfile > /dev/null
real 0m0.065s
user 0m0.000s
Sys 0mO0.001s
colm@coroebus:"$ time cat testfile > /dev/null
real 0m0.003s
user 0m0.003s
sys 0m0.000s

Even for this small file, there is a huge difference in the amount of time it takes to read the file. This is because the
kernel has cached the file contents in memory.

By ensuring there is sparé memory on your system, you can ensure that more and more file-contents will be stored
in this cache. This can be a very efficient means of in-memory caching, and involves no extra configuration of Apache
at all.

Additionally, because the operating system knows when files are deleted or modified, it can automatically remove file
contents from the cache when neccessary. This is a big advantage over Apache’s in-memory caching which has no
way of knowing when a file has changed.

Despite the performance and advantages of automatic operating system caching there are some circumstances in which
in-memory caching may be better performed by Apache.

Firstly, an operating system can only cache files it knows about. If you are running Apache as a proxy server, the
files you are caching are not locally stored but remotely served. If you still want the unbeatable speed of in-memory
caching, Apache’s own memory caching is needed.
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MMapStatic Caching

MOD_FILE_CACHE provides theViIM APSTATIC directive, which allows you to have Apache map a static file’s contents
into memory at start time (using the mmap system call). Apache will use the in-memory contents for all subsequent
accesses to this file.

MMapStatic /usr/local/apache2/htdocs/index.html

As with the CACHEFILE directive, any changes in these files will not be picked up by Apache after it has started.

TheMM APSTATIC directive does not keep track of how much memory it allocates, so you must ensure not to over-use
the directive. Each Apache child process will replicate this memory, so it is critically important to ensure that the files
mapped are not so large as to cause the system to swap memory.

mod_mem_cache Caching

MOD_MEM_CACHE provides a HTTP-aware intelligent in-memory cache. It also uses heap memory directly, which
means that even if MMap is not supported on your systeon_MEM_CACHE may still be able to perform caching.

Caching of this type is enabled via;

# Enable memory caching
CacheEnable mem /

# Limit the size of the cache to 1 Megabyte
MCacheSize 1024

Disk-based Caching

Related Modules Related Directives
MOD_DISK_CACHE CACHEENABLE
CACHEDISABLE

MOD_DISK_CACHE provides a disk-based caching mechanismMaD_CACHE. As with MOD_MEM_CACHE this
cache is intelligent and content will be served from the cache only as long as it is considered valid.

Typically the module will be configured as so;

CacheRoot  /var/cache/apache/
CacheEnable disk /
CacheDirLevels 2
CacheDirLength 1

Importantly, as the cached files are locally stored, operating system in-memory caching will typically be applied to
their access also. So although the files are stored on disk, if they are frequently accessed it is likely the operating
system will ensure that they are actually served from memory.
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Understanding the Cache-Store

To store items in the cach®OD_DISK_CACHE creates a 22 character hash of the url being requested. Thie hash
incorporates the hostname, protocol, port, path and any CGI arguments to the URL, to ensure that multiple URLs do
not collide.

Each character may be any one of 64-different characters, which mean that overall there are 22764 possible hashes. For
example, a URL might be hashedxpT GxSMO2b68mBCykgkplw This hash is used as a prefix for the naming of

the files specific to that url within the cache, however first it is split up into directories as péntheeEDIRLEVELS
andCACHEDIRLENGTH directives.

CACHEDIRLEVELS specifies how many levels of subdirectory there should be,Ga@HEDIRLENGTH specifies
how many characters should be in each directory. With the example settings given above, the hash would be turned
into a filename prefix alvar/cache/apache/x/y/TGxSMO2b68mBCykgkplw

The overall aim of this technique is to reduce the number of subdirectories or files that may be in a particular directory,
as most file-systems slow down as this number increases. With settiny dbr CACHEDIRLENGTH there can at

most be 64 subdirectories at any particular level. With a setting of 2 there can be 64 * 64 subdirectories, and so on.
Unless you have a good reason not to, using a settitig'bffor CACHEDIRLENGTH is recommended.

SettingCACHEDIRLEVELS depends on how many files you anticipate to store in the cache. With the setti2lj of
used in the above example, a grand total of 4096 subdirectories can ultimately be created. With 1 million files cached,
this works out at roughly 245 cached urls per directory.

Each url uses at least two files in the cache-store. Typically theré.isemdet file, which includes meta-information
about the url, such as when it is due to expire atiddata file which is a verbatim copy of the content to be served.

In the case of a content negotiated via théary" header, & .vary' directory will be created for the url in question.
This directory will have multiplé .data files corresponding to the differently negotiated content.

Maintaining the Disk Cache

AlthoughmoD_DISK_CACHE will remove cached content as it is expired, it does not maintain any information on the
total size of the cache or how little free space may be left.

Instead, provided with Apache is the htcacheclear2{}®) tool which, as the name suggests, allows you to clean the
cache periodically. Determining how frequently to run htcacheclea®7(.and what target size to use for the cache
is somewhat complex and trial and error may be needed to select optimal values.

htcacheclean (275 has two modes of operation. It can be run as persistent daemon, or periodically from cron.
htcacheclean (275 can take up to an hour or more to process very large (tens of gigabytes) caches and if you are
running it from cron it is recommended that you determine how long a typical run takes, to avoid running more than
one instance at a time.
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Filesystem size

Interval between
htcacheclean runs
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>

Figure 1: Typical cache growth / clean sequence.

BecausemOD_DISK_CACHE does nhot itself pay attention to how much space is used you should ensure that ht-
cacheclean (275 is configured to leave enoudlgrow room' following a clean.
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2.7 Server-Wide Configuration

This document explains some of the directives provided byctheE server which are used to configure the basic
operations of the server.

Server ldentification

Related Modules Related Directives
SERVERNAME
SERVERADMIN
SERVERSIGNATURE
SERVERTOKENS
USeECANONICALNAME
USECANONICAL PHYSICALPORT

The SERVERADMIN and SERVERTOKENS directives control what information about the server will be presented in
server-generated documents such as error messageSERMERT OKENS directive sets the value of the Server HTTP
response header field.

The SERVERNAME, USECANONICAL NAME andUSECANONICAL PHYSICALPORT directives are used by the server

to determine how to construct self-referential URLs. For example, when a client requests a directory, but does not
include the trailing slash in the directory name, Apache must redirect the client to the full name including the trailing
slash so that the client will correctly resolve relative references in the document.

File Locations

Related Modules Related Directives
COREDUMPDIRECTORY
DOCUMENTROOT
ERRORLOG
LoCKFILE
PIDFILE
SCOREBOARDFILE
SERVERROOT

These directives control the locations of the various files that Apache needs for proper operation. When the pathname
used does not begin with a slash (/), the files are located relative 8eteeRROOT. Be careful about locating files
in paths which are writable by non-root users. See the security tiglplocumentation for more details.
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Limiting Resource Usage

Related Modules Related Directives
LIMIT REQUESTBODY
LIMIT REQUESTFIELDS
LIMIT REQUESTFIELDSIZE
LIMIT REQUESTLINE
RLIMITCPU
RLIMITMEM
RLIMITNPROC
THREADSTACK SIZE

The LimIT REQUEST directives are used to place limits on the amount of resources Apache will use in reading
requests from clients. By limiting these values, some kinds of denial of service attacks can be mitigated.

The RLimIT* directives are used to limit the amount of resources which can be used by processes forked off from the
Apache children. In particular, this will control resources used by CGlI scripts and SSI exec commands.

The THREADSTACK SIZE directive is used with some platforms to control the stack size.
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2.8 LogFiles

In order to effectively manage a web server, it is necessary to get feedback about the activity and performance of the
server as well as any problems that may be occurring. The Apache HTTP Server provides very comprehensive and
flexible logging capabilities. This document describes how to configure its logging capabilities, and how to understand
what the logs contain.

Security Warning

Anyone who can write to the directory where Apache is writing a log file can almost certainly gain access to the uid
that the server is started as, which is normally root. NDO®T give people write access to the directory the logs are
stored in without being aware of the consequences; see the security @ document for detalils.

In addition, log files may contain information supplied directly by the client, without escaping. Therefore, it is possible
for malicious clients to insert control-characters in the log files, so care must be taken in dealing with raw logs.

Error Log
Related Modules Related Directives
ERRORLOG
LoGLEVEL

The server error log, whose name and location is set b¥HmORL OG directive, is the most important log file. This

is the place where Apache httpd will send diagnostic information and record any errors that it encounters in processing
requests. It is the first place to look when a problem occurs with starting the server or with the operation of the server,
since it will often contain details of what went wrong and how to fix it.

The error log is usually written to a file (typicalrror _log on unix systems andrror.log on Windows and
0S/2). On unix systems it is also possible to have the server send ereysldg or pipe them to a program.

The format of the error log is relatively free-form and descriptive. But there is certain information that is contained in
most error log entries. For example, here is a typical message.

[Wed Oct 11 14:32:52 2000] [error] [client 127.0.0.1] client denied
by server configuration: /export/homel/live/ap/htdocs/test

The firstitem in the log entry is the date and time of the message. The second entry lists the severity of the error being
reported. The. OGLEVEL directive is used to control the types of errors that are sent to the error log by restricting the
severity level. The third entry gives the IP address of the client that generated the error. Beyond that is the message
itself, which in this case indicates that the server has been configured to deny the client access. The server reports the
file-system path (as opposed to the web path) of the requested document.

A very wide variety of different messages can appear in the error log. Most look similar to the example above. The
error log will also contain debugging output from CGI scripts. Any information writtestderr by a CGI script
will be copied directly to the error log.

Itis not possible to customize the error log by adding or removing information. However, error log entries dealing with
particular requests have corresponding entries in the access log. For example, the above example entry corresponds
to an access log entry with status code 403. Since it is possible to customize the access log, you can obtain more
information about error conditions using that log file.

During testing, it is often useful to continuously monitor the error log for any problems. On unix systems, you can
accomplish this using:
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’tail -f error _log
Access Log
Related Modules Related Directives
MOD_LOG_CONFIG CusTtoMLOG
MOD_SETENVIF L OGFORMAT

SETENVIF

The server access log records all requests processed by the server. The location and content of the access log are
controlled by theCusToML OG directive. TheL OGFORMAT directive can be used to simplify the selection of the
contents of the logs. This section describes how to configure the server to record information in the access log.

Of course, storing the information in the access log is only the start of log management. The next step is to analyze this
information to produce useful statistics. Log analysis in general is beyond the scope of this document, and not really
part of the job of the web server itself. For more information about this topic, and for applications which perform log
analysis, check the Open Direct®ryr Yahod®.

Various versions of Apache httpd have used other modules and directives to control access logging, including
mod.log_referer, modog.agent, and th@ransferLog directive. TheCusTOMLOG directive how subsumes the
functionality of all the older directives.

The format of the access log is highly configurable. The format is specified using a format string that looks much like
a C-style printf(1) format string. Some examples are presented in the next sections. For a complete list of the possible
contents of the format string, see theD_LOG_CONFIG format strings (p496) .

Common Log Format

A typical configuration for the access log might look as follows.

LogFormat "%h %l %u %t \"%r\" %>s %hb" common
CustomLog logs/access  _log common

This defines th@icknamecommonand associates it with a particular log format string. The format string consists of
percent directives, each of which tell the server to log a particular piece of information. Literal characters may also be
placed in the format string and will be copied directly into the log output. The quote charagteuét be escaped

by placing a back-slash before it to prevent it from being interpreted as the end of the format string. The format string
may also contain the special control charactéps” for new-line and' \t" for tab.

The CusTOML OG directive sets up a new log file using the defimedkname The filename for the access log is
relative to theSERVERROOT unless it begins with a slash.

The above configuration will write log entries in a format known as the Common Log Format (CLF). This standard
format can be produced by many different web servers and read by many log analysis programs. The log file entries
produced in CLF will look something like this:

127.0.0.1 - frank [10/Oct/2000:13:55:36 -0700] "GET /apache _pb.gif
HTTP/1.0" 200 2326

9http://dmoz.org/Computers/Software/Internet/Qitanagement/Loganalysis/
1Ohttp://dir.yahoo.com/Computeend Internet/Software/Internet/World/ide_Web/Servers/Loghnalysis Tools/


http://dmoz.org/Computers/Software/Internet/Site_Management/Log_analysis/
http://dir.yahoo.com/Computers_and_Internet/Software/Internet/World_Wide_Web/Servers/Log_Analysis_Tools/
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Each part of this log entry is described below.

127.0.0.1 (%H This is the IP address of the client (remote host) which made the request to the seresHf
NAMEL OOKUPSis set toOn, then the server will try to determine the hostname and log it in place of the IP
address. However, this configuration is not recommended since it can significantly slow the server. Instead, it is
best to use a log post-processor such as logresolve to determine the hostnames. The IP address reported here is
not necessarily the address of the machine at which the user is sitting. If a proxy server exists between the user
and the server, this address will be the address of the proxy, rather than the originating machine.

- (%l) The" hypheri in the output indicates that the requested piece of information is not available. In this case, the
information that is not available is the RFC 1413 identity of the client determinaddntd on the clients
machine. This information is highly unreliable and should almost never be used except on tightly controlled
internal networks. Apache httpd will not even attempt to determine this information Unless1TY CHECK is
set toOn.

frank (%Y This is the userid of the person requesting the document as determined by HTTP authentication. The
same value is typically provided to CGI scripts in REMOTBJSERenvironment variable. If the status code
for the request (see below) is 401, then this value should not be trusted because the user is not yet authenticated.
If the document is not password protected, this entry will-Be just like the previous one.

[10/0Oct/2000:13:55:36 -0700] (%t) The time that the request was received. The format is:

[day/month/year:hour:minute:second zone]
day = 2=digit

month = 3 *letter

year = 4 *digit
hour = 2 =digit

minute = 2 =*digit

second = 2 =digit

zone = (+' | ) 4 * digit

It is possible to have the time displayed in another format by speciffigrmat }t in the log format string,
whereformat is as instrftime(3) from the C standard library.

"GET /apache _pb.gif HTTP/1.0" (\"%r\") The request line from the client is given in double quotes. The
request line contains a great deal of useful information. First, the method used by the ¢li&fit &econd, the
client requested the resouragache _pb.gif , and third, the client used the protoddT TP/1.0 . Itis also
possible to log one or more parts of the request line independently. For example, the formagamingU%q
%H"will log the method, path, query-string, and protocol, resulting in exactly the same outf8at'as

200 (%>s) This is the status code that the server sends back to the client. This information is very valuable, because
it reveals whether the request resulted in a successful response (codes beginning in 2), a redirection (codes
beginning in 3), an error caused by the client (codes beginning in 4), or an error in the server (codes beginning
in 5). The full list of possible status codes can be found in the HTTP specifi¢a{lREC2616 section 10).

2326 (% The last entry indicates the size of the object returned to the client, not including the response headers. If
no content was returned to the client, this value will'de . To log"0" for no content, us&oBinstead.

Combined Log Format

Another commonly used format string is called the Combined Log Format. It can be used as follows.

LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer }i\"
\"%{User-agent }i \"" combined
CustomLog log/access _log combined

Uhttp:/www.w3.org/Protocols/rfc2616/rfc2616.txt
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This format is exactly the same as the Common Log Format, with the addition of two more fields. Each of the
additional fields uses the percent-directidheader }i , whereheadercan be any HTTP request header. The access
log under this format will look like:

127.0.0.1 - frank [10/0Oct/2000:13:55:36 -0700] "GET /apache _pb.gif
HTTP/1.0" 200 2326 "http://www.example.com/start.html" "Mozilla/4.08
[en] (Win98; | ;Nav)"

The additional fields are:

"http://www.example.com/start.htm|" (\"%{Referer }i \") The "Referet (sic) HTTP request
header. This gives the site that the client reports having been referred from. (This should be the page that
links to or includegapache _pb.gif ).

"Mozilla/4.08 [en] (Win98; | ;Nav)" (\"%{User-agent }i \") The User-Agent HTTP request
header. This is the identifying information that the client browser reports about itself.

Multiple Access Logs

Multiple access logs can be created simply by specifying multiple TOML OG directives in the configuration file.

For example, the following directives will create three access logs. The first contains the basic CLF information, while
the second and third contain referer and browser information. The lasEtwoomMLOG lines show how to mimic

the effects of thé&keferLog andAgentLog directives.

LogFormat "%h %l %u %t \"%r\" %>s %b" common
CustomLog logs/access _log common

CustomLog logs/referer Jlog "% {Referer }i - > %U"
CustomLog logs/agent  _log "% {User-agent }i"

This example also shows that it is not necessary to define a nickname witlotslORMAT directive. Instead, the
log format can be specified directly in tisTOML OG directive.

Conditional Logs

There are times when it is convenient to exclude certain entries from the access logs based on characteristics of
the client request. This is easily accomplished with the help of environment variable§ (grirst, an environment
variable must be set to indicate that the request meets certain conditions. This is usually accomplisbetEnith F.

Then theenv= clause of theCusTOML OG directive is used to include or exclude requests where the environment
variable is set. Some examples:

# Mark requests from the loop-back interface
SetEnvif Remote _Addr "127 \.0 \.0 \.1" dontlog

# Mark requests for the robots.txt file

SetEnvlf Request _URI "/robots  \.txt$" dontlog
# Log what remains

CustomLog logs/access  _log common env=Idontlog

As another example, consider logging requests from english-speakers to one log file, and non-english speakers to a
different log file.
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SetEnvlf Accept-Language "en" english
CustomLog logs/english _log common env=english
CustomLog logs/non _english _log common env=!english

Although we have just shown that conditional logging is very powerful and flexible, it is not the only way to control
the contents of the logs. Log files are more useful when they contain a complete record of server activity. It is often
easier to simply post-process the log files to remove requests that you do not want to consider.

Log Rotation

On even a moderately busy server, the quantity of information stored in the log files is very large. The access log file
typically grows 1 MB or more per 10,000 requests. It will consequently be necessary to periodically rotate the log

files by moving or deleting the existing logs. This cannot be done while the server is running, because Apache will
continue writing to the old log file as long as it holds the file open. Instead, the server must be rest&1¢affpr

the log files are moved or deleted so that it will open new log files.

By using agracefulrestart, the server can be instructed to open new log files without losing any existing or pending
connections from clients. However, in order to accomplish this, the server must continue to write to the old log files
while it finishes serving old requests. It is therefore necessary to wait for some time after the restart before doing any
processing on the log files. A typical scenario that simply rotates the logs and compresses the old logs to save space
is:

mv access _log access _log.old

mv error _log error _log.old
apachectl graceful

sleep 600

gzip access _log.old error _log.old

Another way to perform log rotation is using piped logs as discussed in the next section.

Piped Logs

Apache httpd is capable of writing error and access log files through a pipe to another process, rather than directly
to a file. This capability dramatically increases the flexibility of logging, without adding code to the main server. In
order to write logs to a pipe, simply replace the filename with the pipe chardtterfollowed by the name of the
executable which should accept log entries on its standard input. Apache will start the piped-log process when the
server starts, and will restart it if it crashes while the server is running. (This last feature is why we can refer to this
technique as$ reliable piped logging.)

Piped log processes are spawned by the parent Apache httpd process, and inherit the userid of that process. This means
that piped log programs usually run as root. It is therefore very important to keep the programs simple and secure.

One important use of piped logs is to allow log rotation without having to restart the server. The Apache HTTP Server
includes a simple program called rotatelogs for this purpose. For example, to rotate the logs every 24 hours, you can
use:

CustomLog "|/usr/local/apache/bin/rotatelogs /var/log/access _log
86400" common

Notice that quotes are used to enclose the entire command that will be called for the pipe. Although these examples
are for the access log, the same technique can be used for the error log.
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A similar but much more flexible log rotation program called crondiag available at an external site.

As with conditional logging, piped logs are a very powerful tool, but they should not be used where a simpler solution
like off-line post-processing is available.

Virtual Hosts

When running a server with many virtual hosts {28) , there are several options for dealing with log files. First,

it is possible to use logs exactly as in a single-host server. Simply by placing the logging directives outside the
<VIRTUALHOST> sections in the main server context, it is possible to log all requests in the same access log and
error log. This technique does not allow for easy collection of statistics on individual virtual hosts.

If CusTOMLOG or ERRORLOG directives are placed inside<aVIRTUALHOST> section, all requests or errors for

that virtual host will be logged only to the specified file. Any virtual host which does not have logging directives will
still have its requests sent to the main server logs. This technique is very useful for a small number of virtual hosts,
but if the number of hosts is very large, it can be complicated to manage. In addition, it can often create problems with
insufficient file descriptors (52 .

For the access log, there is a very good compromise. By adding information on the virtual host to the log format string,
it is possible to log all hosts to the same log, and later split the log into individual files. For example, consider the
following directives.

LogFormat "%v %l %u %t \"%r\" %>s %Db" comonvhost
CustomLog logs/access  _log comonvhost

The%vis used to log the name of the virtual host that is serving the request. Then a program like split-log8k§ (p.
can be used to post-process the access log in order to split it into one file per virtual host.

Other Log Files

Related Modules Related Directives
MOD_LOGIO L OGFORMAT
MOD_LOG_FORENSIC FORENSIA.OG
MOD_CGI PIDFILE
MOD_REWRITE REWRITELOG
REWRITELOGLEVEL
SCRIPTLOG
SCRIPTLOGBUFFER
SCRIPTLOGLENGTH

Logging actual bytes sent and recieved

MOD_LOGIO adds in two additiondl oGFORMAT fields (%l and %0) that log the actual number of bytes received and
sent on the network.

L2http://www.cronolog.org/
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Forensic Logging

MOD_LOG_FORENSIcprovides for forensic logging of client requests. Logging is done before and after processing
a request, so the forensic log contains two log lines for each request. The forensic logger is very strict with no
customizations. It can be an invaluable debugging and security tool.

PID File

On startup, Apache httpd saves the process id of the parent httpd process tdahs/iitpd. pid . This filename

can be changed with tHaDFILE directive. The process-id is for use by the administrator in restarting and terminating

the daemon by sending signals to the parent process; on Windows, use the -k command line option instead. For more
information see the Stopping and Restarting?).page.

Script Log

In order to aid in debugging, th&cRIPTL OG directive allows you to record the input to and output from CGI scripts.
This should only be used in testing - not for live servers. More information is available in thecgidp. 410)
documentation.

Rewrite Log

When using the powerful and complex features of medrite (p.559) , it is almost always necessary to use the
REWRITELOGto help in debugging. This log file produces a detailed analysis of how the rewriting engine transforms
requests. The level of detail is controlled by RewRITELOGLEVEL directive.
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2.9 Mapping URLSs to Filesystem Locations

This document explains how Apache uses the URL of a request to determine the filesystem location from which to
serve afile.

Related Modules and Directives

Related Modules Related Directives
MOD_ALIAS ALIAS
MOD_PROXY ALIASMATCH
MOD_REWRITE CHECKSPELLING
MOD_USERDIR DOCUMENTROOT
MOD_SPELING ERRORDOCUMENT
MOD_VHOST_ALIAS OPTIONS
PrOXYPASS
PROXYPASSREVERSE

PROXYPASSREVERSECOOKIEDOMAIN
PROXYPASSREVERSECOOKIEPATH
REDIRECT

REDIRECTMATCH

REWRITECOND

REWRITEMATCH

SCRIPTALIAS

SCRIPTALIASMATCH

USERDIR

DocumentRoot

In deciding what file to serve for a given request, Apache’s default behavior is to take the URL-Path for the request
(the part of the URL following the hostname and port) and add it to the end @dmyMENTROOT specified in your
configuration files. Therefore, the files and directories underneathdfteMENTROOT make up the basic document

tree which will be visible from the web.

Apache is also capable of Virtual Hosting (28 , where the server receives requests for more than one host. In

this case, a differeddoCcUMENTROOT can be specified for each virtual host, or alternatively, the directives provided

by the moduleMoD_VHOST_ALIAS can be used to dynamically determine the appropriate place from which to serve
content based on the requested IP address or hostname.

Files Outside the DocumentRoot

There are frequently circumstances where it is necessary to allow web access to parts of the filesystem that are not
strictly underneath thBocUMENTROOT. Apache offers several different ways to accomplish this. On Unix systems,
symbolic links can bring other parts of the filesystem underRilecUMENTROOT. For security reasons, Apache

will follow symbolic links only if the OpPTIONS setting for the relevant directory includésllowSymLinks  or
SymLinkslfOwnerMatch

Alternatively, theALIAs directive will map any part of the filesystem into the web space. For example, with

] Alias /docs /var/web \
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the URL http://www.example.com/docs/dir/file.html will be served from
Ivar/web/dir/file.html . The ScrIPTALIAS directive works the same way, with the additional
effect that all content located at the target path is treated as CGI scripts.

For situations where you require additional flexibility, you can useAheansMATCH and SCRIPTALIASMATCH
directives to do powerful regular expression based matching and substitution. For example,

ScriptAliasMatch “/*([a-zA-Z0-9]+)/cgi-bin/(.+) /home/$1/cgi-bin/$2

will map a request to http://example.com/ user/cgi-bin/script.cgi to the path
/home/user/cgi-bin/script.cgi and will treat the resulting file as a CGlI script.

User Directories

Traditionally on Unix systems, the home directory of a particulsercan be referred to dsiser/ . The module
MOD _USERDIR extends this idea to the web by allowing files under each user's home directory to be accessed using
URLSs such as the following.

http://www.example.com/ user/file.html

For security reasons, it is inappropriate to give direct access to a user's home directory from the web. There-
fore, the USERDIR directive specifies a directory underneath the user’s home directory where web files are lo-
cated. Using the default setting bfserdir public _html , the above URL maps to a file at a directory like
/home/user/public _html/file.html where/home/user/  is the user's home directory as specified in
/etc/passwd

There are also several other forms of thgerdir  directive which you can use on systems whte/passwd
does not contain the location of the home directory.

Some people find the™ symbol (which is often encoded on the web%3ge) to be awkward and prefer to use an
alternate string to represent user directories. This functionality is not supported hysaatlr. However, if users’
home directories are structured in a regular way, then it is possible to useLtae MATCH directive to achieve
the desired effect. For example, to mahtp://www.example.com/upages/user/file.html map to
/home/user/public _html/file.html , use the followingAliasMatch  directive:

’ AliasMatch “/upages/([a-zA-Z0-9]+)/?(. *) /home/$1/public _html/$2

URL Redirection

The configuration directives discussed in the above sections tell Apache to get content from a specific place in the
filesystem and return it to the client. Sometimes, it is desirable instead to inform the client that the requested content is
located at a different URL, and instruct the client to make a new request with the new URL. This igeditedtion

and is implemented by thBREDIRECT directive. For example, if the contents of the directéigo/  under the
DocuMENTROOT are moved to the new directofigar/ , you can instruct clients to request the content at the new
location as follows:

Redirect permanent /foo/ http://www.example.com/bar/
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This will redirect any URL-Path starting ifioo/ to the same URL path on theww.example.com server with
/bar/  substituted foffoo/ . You can redirect clients to any server, not only the origin server.

Apache also providesREDIRECTMATCH directive for more complicated rewriting problems. For example, to redi-
rect requests for the site home page to a different site, but leave all other requests alone, use the following configuration:

RedirectMatch permanent “/$ http://www.example.com/startpage.html

Alternatively, to temporarily redirect all pages on one site to a particular page on another site, use the following:

’RedirectMatch temp . * http://othersite.example.com/startpage.html

Reverse Proxy

Apache also allows you to bring remote documents into the URL space of the local server. This technique is called
reverse proxyindpecause the web server acts like a proxy server by fetching the documents from a remote server and
returning them to the client. It is different from normal proxying because, to the client, it appears the documents
originate at the reverse proxy server.

In the following example, when clients request documents undefdbé directory, the server fetches those docu-
ments from thebar/  directory oninternal.example.com and returns them to the client as if they were from
the local server.

ProxyPass /foo/ http://internal.example.com/bar/

ProxyPassReverse /foo/ http://internal.example.com/bar/
ProxyPassReverseCookieDomain internal.example.com public.example.com
ProxyPassReverseCookiePath /foo/ /bar/

The PROXYPASs configures the server to fetch the appropriate documents, whilerbgYPASSREVERSEdirective
rewrites redirects originating atternal.example.com so that they target the appropriate directory on the local
server. Similarly, thePROXYPASSREVERSECOOKIEDOMAIN and PROXYPASSREVERSECOOKIEDOMAIN rewrite
cookies set by the backend server.

It is important to note, however, that links inside the documents will not be rewritten. So any absolute links on

internal.example.com will result in the client breaking out of the proxy server and requesting directly from
internal.example.com . A third-party module mogpbroxy_html'® is available to rewrite links in HTML and
XHTML.

Rewriting Engine

When even more powerful substitution is required, the rewriting engine providetloyREWRITE can be useful.

The directives provided by this module use characteristics of the request such as browser type or source IP address in
deciding from where to serve content. In addition, miedrrite can use external database files or programs to determine

how to handle a request. The rewriting engine is capable of performing all three types of mappings discussed above:
internal redirects (aliases), external redirects, and proxying. Many practical examples employimgwrited are
discussed in the URL Rewriting Guide (03 .

B3http://apache.webthing.com/mgmioxy_html/
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File Not Found

Inevitably, URLs will be requested for which no matching file can be found in the filesystem. This can happen for
several reasons. In some cases, it can be a result of moving documents from one location to another. In this case, itis
best to use URL redirection to inform clients of the new location of the resource. In this way, you can assure that old
bookmarks and links will continue to work, even though the resource is at a new location.

Another common cause 6fFile Not Found errors is accidental mistyping of URLS, either directly in the browser,
or in HTML links. Apache provides the moduleoD_SPELING (sic) to help with this problem. When this module is
activated, it will intercept File Not Found errors and look for a resource with a similar filename. If one such file is
found, modspeling will send an HTTP redirect to the client informing it of the correct location. If sevetake

files are found, a list of available alternatives will be presented to the client.

An especially useful feature of magpeling, is that it will compare filenames without respect to case. This can help
systems where users are unaware of the case-sensitive nature of URLs and the unix filesystem. But usiejmgod
for anything more than the occasional URL correction can place additional load on the server, sifceeachct
request is followed by a URL redirection and a new request from the client.

If all attempts to locate the content fail, Apache returns an error page with HTTP status code 404 (file not found).
The appearance of this page is controlled with BRRORDOCUMENT directive and can be customized in a flexible
manner as discussed in the Custom error responsés)(document.
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2.10 Security Tips

Some hints and tips on security issues in setting up a web server. Some of the suggestions will be general, others
specific to Apache.

Keep up to Date

The Apache HTTP Server has a good record for security and a developer community highly concerned about security
issues. But it is inevitable that some problems — small or large — will be discovered in software after it is released. For

this reason, it is crucial to keep aware of updates to the software. If you have obtained your version of the HTTP Server
directly from Apache, we highly recommend you subscribe to the Apache HTTP Server AnnounceméhtsHeiss

you can keep informed of new releases and security updates. Similar services are available from most third-party
distributors of Apache software.

Of course, most times that a web server is compromised, it is not because of problems in the HTTP Server code.
Rather, it comes from problems in add-on code, CGI scripts, or the underlying Operating System. You must therefore
stay aware of problems and updates with all the software on your system.

Permissions on ServerRoot Directories

In typical operation, Apache is started by the root user, and it switches to the user definedUusethdirective to

serve hits. As is the case with any command that root executes, you must take care that it is protected from modification
by non-root users. Not only must the files themselves be writeable only by root, but so must the directories, and parents
of all directories. For example, if you choose to place ServerRoot in /usr/local/apache then it is suggested that you
create that directory as root, with commands like these:

mkdir /usr/local/apache

cd /usr/local/apache

mkdir bin conf logs

chown 0 . bin conf logs
chgrp 0 . bin conf logs
chmod 755 . bin conf logs

Itis assumed that /, /usr, and /usr/local are only modifiable by root. When you install the httpd executable, you should
ensure that it is similarly protected:

cp httpd /usr/local/apache/bin

chown 0 /usr/local/apache/bin/httpd
chgrp O /usr/local/apache/bin/httpd
chmod 511 /usr/local/apache/bin/httpd

You can create an htdocs subdirectory which is modifiable by other users — since root never executes any files out of
there, and shouldn't be creating files in there.

If you allow non-root users to modify any files that root either executes or writes on then you open your system to root
compromises. For example, someone could replace the httpd binary so that the next time you start it, it will execute
some arbitrary code. If the logs directory is writeable (by a non-root user), someone could replace a log file with a
symlink to some other system file, and then root might overwrite that file with arbitrary data. If the log files themselves
are writeable (by a non-root user), then someone may be able to overwrite the log itself with bogus data.

L4http://httpd.apache.org/lists.html#http-announce
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Server Side Includes

Server Side Includes (SSI) present a server administrator with several potential security risks.

The first risk is the increased load on the server. All SSl-enabled files have to be parsed by Apache, whether or not
there are any SSlI directives included within the files. While this load increase is minor, in a shared server environment
it can become significant.

SSi files also pose the same risks that are associated with CGI scripts in general. USiegetbemd element,
SSl-enabled files can execute any CGl script or program under the permissions of the user and group Apache runs as,
as configured in httpd.conf.

There are ways to enhance the security of SSI files while still taking advantage of the benefits they provide.

To isolate the damage a wayward SSiI file can cause, a server administrator can enable s8éxas (tescribed in
the CGl in General section

Enabling SSI for files with .html or .htm extensions can be dangerous. This is especially true in a shared, or high
traffic, server environment. SSl-enabled files should have a separate extension, such as the conventional .shtml. This
helps keep server load at a minimum and allows for easier management of risk.

Another solution is to disable the ability to run scripts and programs from SSI pages. To do this ieplages
with IncludesNOEXEC in the OpTIONS directive. Note that users may still use#include virtual=..." — to
execute CGlI scripts if these scripts are in directories desginatecSbr e TALIAS directive.

CGl in General

First of all, you always have to remember that you must trust the writers of the CGI scripts/programs or your ability
to spot potential security holes in CGI, whether they were deliberate or accidental. CGI scripts can run essentially
arbitrary commands on your system with the permissions of the web server user and can therefore be extremely
dangerous if they are not carefully checked.

All the CGI scripts will run as the same user, so they have potential to conflict (accidentally or deliberately) with other
scripts e.g. User A hates User B, so he writes a script to trash User B’s CGI database. One program which can be used
to allow scripts to run as different users is SUEXEC8§).which is included with Apache as of 1.2 and is called from
special hooks in the Apache server code. Another popular way of doing this is with CGfwrap

Non Script Aliased CGl

Allowing users to execute CGI scripts in any directory should only be considered if:

e You trust your users not to write scripts which will deliberately or accidentally expose your system to an attack.
e You consider security at your site to be so feeble in other areas, as to make one more potential hole irrelevant.

e You have no users, and nobody ever visits your server.

Script Aliased CGl

Limiting CGlI to special directories gives the admin control over what goes into those directories. This is inevitably
more secure than non script aliased CGl, but only if users with write access to the directories are trusted or the admin
is willing to test each new CGl script/program for potential security holes.

Most sites choose this option over the non script aliased CGI approach.

5http://cgiwrap.unixtools.org/
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Other sources of dynamic content

Embedded scripting options which run as part of the server itself, such asphpmdmodperl, modtcl, and

mod python, run under the identity of the server itself (see tteeR directive), and therefore scripts executed by

these engines potentially can access anything the server user can. Some scripting engines may provide restrictions, but
it is better to be safe and assume not.

Protecting System Settings

To run a really tight ship, you'll want to stop users from setting.lfaccess  files which can override security
features you've configured. Here's one way to do it.

In the server configuration file, put

<Directory />
AllowOverride None
</Directory >

This prevents the use dftaccess files in all directories apart from those specifically enabled.

Protect Server Files by Default

One aspect of Apache which is occasionally misunderstood is the feature of default access. That is, unless you take
steps to change it, if the server can find its way to a file through normal URL mapping rules, it can serve it to clients.

For instance, consider the following example:

# cd /; In -s / public _html
Accessing http://localhost/"root/

This would allow clients to walk through the entire filesystem. To work around this, add the following block to your
server’s configuration:

<Directory />
Order Deny,Allow
Deny from all

</Directory >

This will forbid default access to filesystem locations. Add appropiatee CTORY blocks to allow access only in
those areas you wish. For example,

<Directory /usr/users/ */public  _html >
Order Deny,Allow

Allow from all

</Directory >

<Directory /usr/local/httpd >

Order Deny,Allow

Allow from all

</Directory >
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Pay particular attention to the interactions bbcATION and DIRECTORY directives; for instance, even if
<Directory / > denies access, a<Location / > directive might overturn it

Also be wary of playing games with tH@seRDIR directive; setting it to something like./" would have the same
effect, for root, as the first example above. If you are using Apache 1.3 or above, we strongly recommend that you
include the following line in your server configuration files:

]UserDir disabled root ‘

Watching Your Logs

To keep up-to-date with what is actually going on against your server you have to check the Log HRs fven
though the log files only reports what has already happened, they will give you some understanding of what attacks is
thrown against the server and allows you to check if the necessary level of security is present.

A couple of examples:

grep -c "ljsp/source.jsp?/jsp/ /jsp/source.jsp??" access _log
grep "client denied" error _log | tail -n 10

The first example will list the number of attacks trying to exploit the Apache Tomcat Source.JSP Malformed Request
Information Disclosure Vulnerability, the second example will list the ten last denied clients, for example:

[Thu Jul 11 17:18:39 2002] [error] [client foo.bar.com] client denied
by server configuration: /usr/local/apache/htdocs/.htpasswd

As you can see, the log files only report what already has happened, so if the client had been able to access the
.htpasswd file you would have seen something similar to:

foo.bar.com - - [12/Jul/2002:01:59:13 +0200] "GET /.htpasswd
HTTP/1.1"

in your Access Log (p43) . This means you probably commented out the following in your server configuration file:

<Files =™ \.ht" >
Order allow,deny
Deny from all

<[/Files >

18http://online.securityfocus.com/bid/4876/info/
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2.11 Dynamic Shared Object (DSO) Support

The Apache HTTP Server is a modular program where the administrator can choose the functionality to include in the
server by selecting a set of modules. The modules can be statically compiled into the httpd binary when the server is
built. Alternatively, modules can be compiled as Dynamic Shared Objects (DSOs) that exist separately from the main
httpd binary file. DSO modules may be compiled at the time the server is built, or they may be compiled and added at
a later time using the Apache Extension Tool (apxs).

This document describes how to use DSO modules as well as the theory behind their use.

Implementation

Related Modules Related Directives
MOD_SO LOADMODULE

The DSO support for loading individual Apache modules is based on a module nanted o which must be sta-

tically compiled into the Apache core. It is the only module besidegE which cannot be put into a DSO itself.
Practically all other distributed Apache modules can then be placed into a DSO by individually enabling the DSO
build for them via configure’s-enable- module =shared option as discussed in the install documentation (p.

14) . After a module is compiled into a DSO namexd foo.so  you can use1t0D_sOs LOADMODULE command

in your httpd.conf  file to load this module at server startup or restart.

To simplify this creation of DSO files for Apache modules (especially for third-party modules) a new support program
named apxs (APache eXtenSion) is available. It can be used to build DSO based matkitiEsofthe Apache source

tree. The idea is simple: When installing Apache the configumaike install procedure installs the Apache C
header files and puts the platform-dependent compiler and linker flags for building DSO files into the apxs program.
This way the user can use apxs to compile his Apache module sources without the Apache distribution source tree and
without having to fiddle with the platform-dependent compiler and linker flags for DSO support.

Usage Summary

To give you an overview of the DSO features of Apache 2.0, here is a short and concise summary:

1. Build and install edistributedApache module, samod.foo.c , into its own DSOmod foo.so

$ ./configure --prefix=/path/to/install --enable-foo=shared
$ make install

2. Build and install a&hird-party Apache module, saynod foo.c , into its own DSOmod.foo.so

$ ./configure --add-module=module _type:/path/to/3rdparty/mod foo.c \
--enable-foo=shared

$ make install

3. Configure Apache folater installationof shared modules:

$ ./configure --enable-so
$ make install
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4. Build and install athird-party Apache module, saynod foo.c , into its own DSOmod foo.so outside of
the Apache source tree using apxs:

$ cd /path/to/3rdparty
$ apxs -c mod _foo.c
$ apxs -i -a -n foo mod _foo.la

In all cases, once the shared module is compiled, you must useseM ODULE directive inhttpd.conf to tell
Apache to activate the module.

Background

On modern Unix derivatives there exists a nifty mechanism usually called dynamic linking/loadygafic Shared
Objects(DSO) which provides a way to build a piece of program code in a special format for loading it at run-time
into the address space of an executable program.

This loading can usually be done in two ways: Automatically by a system program kthed when an executable
program is started or manually from within the executing program via a programmatic system interface to the Unix
loader through the system catlopen()/disym()

In the first way the DSO’s are usually calleshared librariesor DSO libraries and namedibfoo.so or
libfoo.s0.1.2 . They reside in a system directory (usudihgr/lib ) and the link to the executable program
is established at build-time by specifyidifjpo  to the linker command. This hard-codes library references into the
executable program file so that at start-time the Unix loader is able to lbbfie.so in /usr/lib , in paths
hard-coded via linker-options liké&R or in paths configured via the environment variddie LIBRARY_PATH It then
resolves any (yet unresolved) symbols in the executable program which are available in the DSO.

Symbols in the executable program are usually not referenced by the DSO (because it’s a reusable library of general
code) and hence no further resolving has to be done. The executable program has no need to do anything on its own
to use the symbols from the DSO because the complete resolving is done by the Unix loader. (In fact, the code to
invoke Id.so is part of the run-time startup code which is linked into every executable program which has been
bound non-static). The advantage of dynamic loading of common library code is obvious: the library code needs to be
stored only once, in a system library likbc.so , saving disk space for every program.

In the second way the DSO's are usually callddhred objector DSO filesand can be named with an arbitrary
extension (although the canonical namdde.so ). These files usually stay inside a program-specific directory

and there is no automatically established link to the executable program where they are used. Instead the executable
program manually loads the DSO at run-time into its address spaadiopan() . At this time no resolving of

symbols from the DSO for the executable program is done. But instead the Unix loader automatically resolves any
(yet unresolved) symbols in the DSO from the set of symbols exported by the executable program and its already
loaded DSO libraries (especially all symbols from the ubiquitdusso ). This way the DSO gets knowledge of

the executable program’s symbol set as if it had been statically linked with it in the first place.

Finally, to take advantage of the DSO’s API the executable program has to resolve particular symbols from the DSO
viadlsym() for later use inside dispatch tablet. In other words: The executable program has to manually resolve
every symbol it needs to be able to use it. The advantage of such a mechanism is that optional program parts need not
be loaded (and thus do not spend memory) until they are needed by the program in question. When required, these
program parts can be loaded dynamically to extend the base program’s functionality.

Although this DSO mechanism sounds straightforward there is at least one difficult step here: The resolving of symbols
from the executable program for the DSO when using a DSO to extend a program (the second way). Why? Because
" reverse resolvirlg DSO symbols from the executable program’s symbol set is against the library design (where the
library has no knowledge about the programs it is used by) and is neither available under all platforms nor standardized.
In practice the executable program’s global symbols are often not re-exported and thus not available for use in a DSO.
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Finding a way to force the linker to export all global symbols is the main problem one has to solve when using DSO
for extending a program at run-time.

The shared library approach is the typical one, because it is what the DSO mechanism was designed for, hence it
is used for nearly all types of libraries the operating system provides. On the other hand using shared objects for
extending a program is not used by a lot of programs.

As of 1998 there are only a few software packages available which use the DSO mechanism to actually extend their
functionality at run-time: Perl 5 (via its XS mechanism and the DynalLoader module), Netscape &en&tarting

with version 1.3, Apache joined the crew, because Apache already uses a module concept to extend its functionality
and internally uses a dispatch-list-based approach to link external modules into the Apache core functionality. So,
Apache is really predestined for using DSO to load its modules at run-time.

Advantages and Disadvantages

The above DSO based features have the following advantages:

e The server package is more flexible at run-time because the actual server process can be assembled at run-time
via LOADMODULE httpd.conf configuration commands instead of configure options at build-time. For
instance this way one is able to run different server instances (standard & SSL version, minimalistic & powered
up version [modperl, PHP3]etc) with only one Apache installation.

e The server package can be easily extended with third-party modules even after installation. This is at least a
great benefit for vendor package maintainers who can create a Apache core package and additional packages
containing extensions like PHP3, mpeérl, modfastcgi,etc.

e Easier Apache module prototyping because with the DSO/apxs pair you can both work outside the Apache
source tree and only need apxs -i command followed by ampachectl restart to bring a new
version of your currently developed module into the running Apache server.

DSO has the following disadvantages:

e The DSO mechanism cannot be used on every platform because not all operating systems support dynamic
loading of code into the address space of a program.

e The server is approximately 20% slower at startup time because of the symbol resolving overhead the Unix
loader now has to do.

e The server is approximately 5% slower at execution time under some platforms because position independent
code (PIC) sometimes needs complicated assembler tricks for relative addressing which are not necessarily as
fast as absolute addressing.

e Because DSO modules cannot be linked against other DSO-based libldrié®¢ ) on all platforms (for
instance a.out-based platforms usually don’t provide this functionality while ELF-based platforms do) you can-
not use the DSO mechanism for all types of modules. Or in other words, modules compiled as DSO files are
restricted to only use symbols from the Apache core, from the C libfény () and all other dynamic or static
libraries used by the Apache core, or from static library archiliefop.a ) containing position indepen-
dent code. The only chances to use other code is to either make sure the Apache core itself already contains a
reference to it or loading the code yourself diapen()
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2.12 Content Negotiation

Apache supports content negotiation as described in the HTTP/1.1 specification. It can choose the best representation
of a resource based on the browser-supplied preferences for media type, languages, character set and encoding. It
also implements a couple of features to give more intelligent handling of requests from browsers that send incomplete
negotiation information.

Content negotiation is provided by te®D_NEGOTIATION module, which is compiled in by default.

About Content Negotiation

A resource may be available in several different representations. For example, it might be available in different
languages or different media types, or a combination. One way of selecting the most appropriate choice is to give the
user an index page, and let them select. However it is often possible for the server to choose automatically. This works
because browsers can send, as part of each request, information about what representations they prefer. For example,
a browser could indicate that it would like to see information in French, if possible, else English will do. Browsers
indicate their preferences by headers in the request. To request only French representations, the browser would send

Accept-Language: fr

Note that this preference will only be applied when there is a choice of representations and they vary by language.

As an example of a more complex request, this browser has been configured to accept French and English, but prefer
French, and to accept various media types, preferring HTML over plain text or other text types, and preferring GIF or
JPEG over other media types, but also allowing any other media type as a last resort:

Accept-Language: fr; g=1.0, en; q=0.5
Accept: text/html; q=1.0, text/ +; =0.8, image/qgif, q=0.6,
image/jpeg; g=0.6, image/ *; g=0.5, =*/x; g=0.1

Apache supports 'server driven’ content negotiation, as defined in the HTTP/1.1 specification. It fully supports the
Accept , Accept-Language , Accept-Charset  andAccept-Encoding  request headers. Apache also sup-
ports 'transparent’ content negotiation, which is an experimental negotiation protocol defined in RFC 2295 and RFC
2296. It does not offer support for 'feature negotiation’ as defined in these RFCs.

A resourceis a conceptual entity identified by a URI (RFC 2396). An HTTP server like Apache provides access to
representationsof the resource(s) within its namespace, with each representation in the form of a sequence of bytes
with a defined media type, character set, encoding, etc. Each resource may be associated with zero, one, or more than
one representation at any given time. If multiple representations are available, the resource is referregdticdse

and each of its representations is terma@@ant. The ways in which the variants for a negotiable resource vary are
called thedimensionsof negotiation.

Negotiation in Apache

In order to negotiate a resource, the server needs to be given information about each of the variants. This is done in
one of two ways:

e Using a type mapife. ax.var file) which names the files containing the variants explicitly, or

e Using a’'MultiViews’ search, where the server does an implicit filename pattern match and chooses from among
the results.
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Using a type-map file

A type map is a document which is associated with the handler n&ypedmap (or, for backwards-compatibility
with older Apache configurations, the MIME-ty@@plication/x-type-map ). Note that to use this feature,
you must have a handler set in the configuration that defines a file suffip@snap ; this is best done with

AddHandler type-map .var

in the server configuration file.

Type map files should have the same name as the resource which they are describing, and have an entry for each
available variant; these entries consist of contiguous HTTP-format header lines. Entries for different variants are
separated by blank lines. Blank lines are illegal within an entry. It is conventional to begin a map file with an entry for
the combined entity as a whole (although this is not required, and if present will be ignored). An example map file is
shown below. This file would be naméab.var , as it describes a resource nanfea .

URI: foo

URI: foo.en.html

Content-type: text/html
Content-language: en

URI: foo.fr.de.html

Content-type: text/html;charset=iso-8859-2
Content-language: fr, de

Note also that a typemap file will take precedence over the filename’s extension, even when Multiviews is on. If the
variants have different source qualities, that may be indicated by dde parameter to the media type, as in this
picture (available as JPEG, GIF, or ASCll-art):

URI: foo

URI: foo.jpeg

Content-type: image/jpeg; qs=0.8
URI: foo.gif

Content-type: image/qgif; qs=0.5

URI: foo.txt

Content-type: text/plain; gs=0.01

gs values can vary in the range 0.000 to 1.000. Note that any variant with a gs value of 0.000 will never be chosen.
Variants with no 'qs’ parameter value are given a gs factor of 1.0. The gs parameter indicates the relative 'quality’
of this variant compared to the other available variants, independent of the client’s capabilities. For example, a JPEG
file is usually of higher source quality than an ASCI! file if it is attempting to represent a photograph. However, if the
resource being represented is an original ASCII art, then an ASCII representation would have a higher source quality
than a JPEG representation. A gs value is therefore specific to a given variant depending on the nature of the resource
it represents.

The full list of headers recognized is available in the nmagjotation typemap (24 documentation.

Multiviews

MultiViews is a per-directory option, meaning it can be set withGaTioNs directive within a<DIRECTORY>,
<LOCATION> or <FILES> section inhttpd.conf  , or (if ALLOWOVERRIDE s properly set) inhtaccess files.
Note thatOptions All  does not seiMultiViews ; you have to ask for it by name.
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The effect ofMultiViews is as follows: if the server receives a request/fmme/dir/foo , if /lsome/dir  has
MultiViews  enabled, andsome/dir/foo doesnot exist, then the server reads the directory looking for files
named foo.*, and effectively fakes up a type map which names all those files, assigning them the same media types
and content-encodings it would have if the client had asked for one of them by name. It then chooses the best match
to the client’s requirements.

MultiViews  may also apply to searches for the file named byiireCc TORYINDEX directive, if the server is trying
to index a directory. If the configuration files specify

Directorylndex index

then the server will arbitrate betwearmdex.html  andindex.html3 if both are present. If neither are present,
andindex.cgi s there, the server will run it.

If one of the files found when reading the directory does not have an extension recognimed byime to designate

its Charset, Content-Type, Language, or Encoding, then the result depends on the settihguafithéiEwsM ATCH
directive. This directive determines whether handlers, filters, and other extension types can participate in MultiViews
negotiation.

The Negotiation Methods

After Apache has obtained a list of the variants for a given resource, either from a type-map file or from the filenames
in the directory, it invokes one of two methods to decide on the ’best’ variant to return, if any. It is not necessary to
know any of the details of how negotiation actually takes place in order to use Apache’s content negotiation features.
However the rest of this document explains the methods used for those interested.

There are two negotiation methods:

1. Server driven negotiation with the Apache algorithmis used in the normal case. The Apache algorithm is
explained in more detail below. When this algorithm is used, Apache can sometimes ‘fiddle’ the quality factor
of a particular dimension to achieve a better result. The ways Apache can fiddle quality factors is explained in
more detail below.

2. Transparent content negotiationis used when the browser specifically requests this through the mechanism
defined in RFC 2295. This negotiation method gives the browser full control over deciding on the 'best’ variant,
the result is therefore dependent on the specific algorithms used by the browser. As part of the transparent
negotiation process, the browser can ask Apache to run the 'remote variant selection algorithm’ defined in RFC
2296.

Dimensions of Negotiation

Dimension Notes

Media Type Browser indicates preferences with Aloeept header field. Each item can have an associated quality factor.
Variant description can also have a quality factor (tlgg' parameter).

Language Browser indicates preferences withAbeept-Language  header field. Each item can have a quality factor.
Variants can be associated with none, one or more than one language.

Encoding Browser indicates preference with &wept-Encoding  header field. Each item can have a quality factor.

Charset Browser indicates preference with ffoeept-Charset  header field. Each item can have a quality facfor.
Variants can indicate a charset as a parameter of the media type.

Apache Negotiation Algorithm

Apache can use the following algorithm to select the 'best’ variant (if any) to return to the browser. This algorithm is
not further configurable. It operates as follows:
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1. First, for each dimension of the negotiation, check the approphiatept*header field and assign a quality to
each variant. If thé\ccept*header for any dimension implies that this variant is not acceptable, eliminate it. If
no variants remain, go to step 4.

2. Select the 'best’ variant by a process of elimination. Each of the following tests is applied in order. Any variants
not selected at each test are eliminated. After each test, if only one variant remains, select it as the best match
and proceed to step 3. If more than one variant remains, move on to the next test.

(a) Multiply the quality factor from theAccept header with the quality-of-source factor for this variants
media type, and select the variants with the highest value.

(b) Select the variants with the highest language quality factor.

(c) Select the variants with the best language match, using either the order of languages in the
Accept-Language  header (if present), or else the order of languages in_#mguagePriority
directive (if present).

(d) Select the variants with the highest 'level’ media parameter (used to give the version of text/html media
types).

(e) Select variants with the best charset media parameters, as given Aodiyat-Charset header line.

Charset 1ISO-8859-1 is acceptable unless explicitly excluded. Variants we#tt/a * media type but not
explicitly associated with a particular charset are assumed to be in 1ISO-8859-1.

(f) Select those variants which have associated charset media parametersnbtit3e8859-1. If there are
no such variants, select all variants instead.

(g) Select the variants with the best encoding. If there are variants with an encoding that is acceptable to the
user-agent, select only these variants. Otherwise if there is a mix of encoded and non-encoded variants,
select only the unencoded variants. If either all variants are encoded or all variants are not encoded, select
all variants.

(h) Select the variants with the smallest content length.

(i) Select the first variant of those remaining. This will be either the first listed in the type-map file, or when
variants are read from the directory, the one whose file name comes first when sorted using ASCII code
order.

3. The algorithm has now selected one 'best’ variant, so return it as the response. The HTTP respons@aheader
is set to indicate the dimensions of hegotiation (browsers and caches can use this information when caching the
resource). End.

4. To get here means no variant was selected (because none are acceptable to the browser). Return a 406 status
(meaning' No acceptable representatigrwith a response body consisting of an HTML document listing the
available variants. Also set the HTNRiry header to indicate the dimensions of variance.

Fiddling with Quality Values

Apache sometimes changes the quality values from what would be expected by a strict interpretation of the Apache
negotiation algorithm above. This is to get a better result from the algorithm for browsers which do not send full or
accurate information. Some of the most popular browsers 8endpt header information which would otherwise

result in the selection of the wrong variant in many cases. If a browser sends full and correct information these fiddles
will not be applied.

Media Types and Wildcards

TheAccept: request header indicates preferences for media types. It can also include 'wildcard’ media types, such
as"image/* or"*/*" where the * matches any string. So a request including:
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Accept: image/ x, */x

would indicate that any type startifigmage! is acceptable, as is any other type. Some browsers routinely send
wildcards in addition to explicit types they can handle. For example:

Accept: text/html, text/plain, image/gif, image/jpeg, *[ x

The intention of this is to indicate that the explicitly listed types are preferred, but if a different representation is
available, that is ok too. Using explicit quality values, what the browser really wants is something like:

Accept: text/html, text/plain, image/gif, image/jpeg, *[*; 0=0.01 ‘

The explicit types have no quality factor, so they default to a preference of 1.0 (the highest). The wildcard */* is given
a low preference of 0.01, so other types will only be returned if no variant matches an explicitly listed type.

If the Accept: header containso g factors at all, Apache sets the g value'éf* " , if present, to 0.01 to emulate
the desired behavior. It also sets the g value of wildcards of the fdrtgpe/*' to 0.02 (so these are preferred over
matches against*/* " . If any media type on théccept: header contains a q factor, these special valuesatre
applied, so requests from browsers which send the explicit information to start with work as expected.

Language Negotiation Exceptions

New in Apache 2.0, some exceptions have been added to the negotiation algorithm to allow graceful fallback when
language negotiation fails to find a match.

When a client requests a page on your server, but the server cannot find a single page that matches the
Accept-language sent by the browser, the server will return eithet ldo Acceptable Variarit or " Multiple

Choice$ response to the client. To avoid these error messages, it is possible to configure Apache to ignore the
Accept-language in these cases and provide a document that does not explicitly match the client’s request. The
FORCELANGUAGEPRIORITY directive can be used to override one or both of these error messages and substitute the
servers judgement in the form of theaNGUAGEPRIORITY directive.

The server will also attempt to match language-subsets when no other match can be found. For example, if a client
requests documents with the languageGB for British English, the server is not normally allowed by the HTTP/1.1
standard to match that against a document that is marked as sempl{Note that it is almost surely a configura-

tion error to includeen-GB and noten in the Accept-Language  header, since it is very unlikely that a reader
understands British English, but doesn’t understand English in general. Unfortunately, many current clients have de-
fault configurations that resemble this.) However, if no other language match is possible and the server is about to
return a" No Acceptable Variantserror or fallback to thd. ANGUAGEPRIORITY, the server will ignore the subset
specification and matabn-GB againsten documents. Implicitly, Apache will add the parent language to the client's
acceptable language list with a very low quality value. But note that if the client requast&B; g=0.9, fr; g=0.8,

and the server has documents designéed and" fr", then the' fr* document will be returned. This is necessary

to maintain compliance with the HTTP/1.1 specification and to work effectively with properly configured clients.

In order to support advanced techniques (such as cookies or special URL-paths) to determine the user’s preferred lan-
guage, since Apache 2.0.410D_NEGOTIATION recognizes the environment variable () prefer-language

If it exists and contains an appropriate language t&agpb_NEGOTIATION will try to select a matching variant. If

there’s no such variant, the normal negotiation process applies.

Example
SetEnvif Cookie "language=(.+)" prefer-language=$1
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Extensions to Transparent Content Negotiation

Apache extends the transparent content negotiation protocol (RFC 2295) as follows. femavding .. } ele-

ment is used in variant lists to label variants which are available with a specific content-encoding only. The implemen-

tation of the RVSA/1.0 algorithm (RFC 2296) is extended to recognize encoded variants in the list, and to use them

as candidate variants whenever their encodings are acceptable accordingt¢ogpeEncoding  request header.

The RVSA/1.0 implementation does not round computed quality factors to 5 decimal places before choosing the best
variant.

Note on hyperlinks and naming conventions

If you are using language negotiation you can choose between different naming conventions, because files can have
more than one extension, and the order of the extensions is normally irrelevant (see themeo(b.508) documen-
tation for details).

A typical file has a MIME-type extensiore(g, html ), maybe an encoding extensiog.d, gz), and of course a
language extensiore(g, en) when we have different language variants of this file.

Examples:

o foo.en.html
e foo.html.en
¢ foo.en.html.gz

Here some more examples of filenames together with valid and invalid hyperlinks:

Filename Valid hyperlink Invalid hyperlink
foo.html.en foo -
foo.html
foo.en.html foo foo.html
foo.html.en.gz foo foo.gz
foo.html foo.html.gz
foo.en.html.gz foo foo.html
foo.html.gz
foo.gz
foo.gz.html.en foo foo.html
foo.gz
foo.gz.html
foo.html.gz.en foo foo.gz
foo.html
foo.html.gz

Looking at the table above, you will notice that it is always possible to use the name without any extensions in a
hyperlink €.g, foo ). The advantage is that you can hide the actual type of a document rsp. file and can change it
later,e.g, fromhtml toshtml orcgi without changing any hyperlink references.

If you want to continue to use a MIME-type in your hyperlinksg.foo.html ) the language extension (including an
encoding extension if there is one) must be on the right hand side of the MIME-type extengidiod.html.en ).

Note on Caching
When a cache stores a representation, it associates it with the request URL. The next time that URL is requested,

the cache can use the stored representation. But, if the resource is negotiable at the server, this might result in only
the first requested variant being cached and subsequent cache hits might return the wrong response. To prevent this,
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Apache normally marks all responses that are returned after content negotiation as non-cacheable by HTTP/1.0 clients.
Apache also supports the HTTP/1.1 protocol features to allow caching of negotiated responses.

For requests which come from a HTTP/1.0 compliant client (either a browser or a cache), the dactiveNE-
GOTIATEDDOCS can be used to allow caching of responses which were subject to negotiation. This directive can be
given in the server config or virtual host, and takes no arguments. It has no effect on requests from HTTP/1.1 clients.

For HTTP/1.1 clients, Apache sendd/ary HTTP response header to indicate the negotiation dimensions for the
response. Caches can use this information to determine whether a subsequent request can be served from the local
copy. To encourage a cache to use the local copy regardless of the negotiation dimensionfreet-titevary

environment variable (74) .

More Information

For more information about content negotiation, see Alan J. Flavell's Language NegotiatioA’N&esnote that
this document may not be updated to include changes in Apache 2.0.

Lhttp://ppewww.ph.gla.ac.uk/ flavell/iwww/lang-neg.html
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2.13 Custom Error Responses

Additional functionality allows webmasters to configure the response of Apache to some error or problem.
Customizable responses can be defined to be activated in the event of a server detected error or problem.

If a script crashes and produce$ 300 Server Errdr response, then this response can be replaced with either some
friendlier text or by a redirection to another URL (local or external).

Behavior

Old Behavior

NCSA httpd 1.3 would return some boring old error/problem message which would often be meaningless to the user,
and would provide no means of logging the symptoms which caused it.

New Behavior

The server can be asked to:

1. Display some other text, instead of the NCSA hard coded messages, or
2. redirect to a local URL, or

3. redirect to an external URL.

Redirecting to another URL can be useful, but only if some information can be passed which can then be used to
explain and/or log the error/problem more clearly.

To achieve this, Apache will define new CGl-like environment variables:

REDIRECTHTTP.ACCEPT=/ x, image/gif, image/x-xbitmap, image/jpeg
REDIRECTHTTP.USERAGENT=Mozilla/1.1b2 (X11; I; HP-UX A.09.05
9000/712)

REDIRECTPATH=.:/bin:/usr/local/bin:/etc

REDIRECTQUERYSTRING=
REDIRECTREMOTEADDR=121.345.78.123
REDIRECTREMOTEHOST=00h.ahhh.com
REDIRECTSERVERNAME=crash.bang.edu
REDIRECTSERVERPORT=80
REDIRECTSERVERSOFTWARE=Apache/0.8.15
REDIRECTURL=/cgi-bin/buggy.pl

Note theREDIRECT prefix.

At leastREDIRECTURLandREDIRECTQUERYSTRINGwill be passed to the new URL (assuming it's a cgi-script
or a cgi-include). The other variables will exist only if they existed prior to the error/proliNane of these will be
set if your ERRORDOCUMENT is anexternalredirect (anything starting with a scheme name ligp: |, even if it
refers to the same host as the server).
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Configuration

Use of ERRORDOCUMENT is enabled for .htaccess files when theLow OVERRIDE is set accordingly.

Here are some examples...

ErrorDocument 500 /cgi-bin/crash-recover

ErrorDocument 500 "Sorry, our script crashed. Oh dear"
ErrorDocument 500 http://xxx/

ErrorDocument 404 /Lame _excuses/not _found.html
ErrorDocument 401 /Subscription/how _to _subscribe.html

The syntax is,

ErrorDocument  <3-digit-code > <action >

where the action can be,

1. Text to be displayed. Prefix the text with a quotg. (Whatever follows the quote is displayedote: the {)
prefix isn't displayed.

2. An external URL to redirect to.

3. Alocal URL to redirect to.

Custom Error Responses and Redirects

Apache’s behavior to redirected URLs has been modified so that additional environment variables are available to a
script/server-include.

Old behavior

Standard CGl vars were made available to a script which has been redirected to. No indication of where the redirection
came from was provided.

New behavior

A new batch of environment variables will be initialized for use by a script which has been redirected to. Each new
variable will have the prefiREDIRECT. REDIRECT environment variables are created from the CGI environment
variables which existed prior to the redirect, they are renamed WRERIRECT prefix, i.e, HTTP.USERAGENT
becomeREDIRECTHTTP.USERAGENT In addition to these new variables, Apache will defREEDIRECTURL
andREDIRECTSTATUSto help the script trace its origin. Both the original URL and the URL being redirected to
can be logged in the access log.

If the ErrorDocument specifies a local redirect to a CGl script, the script should incligtatas:" header field
in its output in order to ensure the propagation all the way back to the client of the error condition that caused it to be
invoked. For instance, a Perl ErrorDocument script might include the following:

print "Content-type: text/html \n";
printf "Status: %s Condition Intercepted \n", $ENV {"REDIRECT_STATUS"};
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If the script is dedicated to handling a particular error condition, sue®dblotFound , it can use the specific code
and error text instead.

Note that the scripmustemit an appropriat&tatus:  header (such a802Found ), if the response contains a
Location:  header (in order to issue a client side redirect). Otherwisédloation:  header may have no effect.
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2.14 Binding

Configuring Apache to listen on specific addresses and ports.

See also

e Virtual Hosts (p.128
e DNS Issues (p153

Overview
Related Modules Related Directives
CORE <VIRTUALHOST>
MPM_COMMON LISTEN

When Apache starts, it binds to some port and address on the local machine and waits for incoming requests. By
default, it listens to all addresses on the machine. However, it needs to be told to listen on specific ports, or to listen
on only selected addresses, or a combination. This is often combined with the Virtual Host feature which determines
how Apache responds to different IP addresses, hosthames and ports.

The LISTEN directive tells the server to accept incoming requests only on the specified port or address-and-port
combinations. If only a port number is specified in thesTEN directive, the server listens to the given port on all
interfaces. If an IP address is given as well as a port, the server will listen on the given port and interface. Multiple
LISTEN directives may be used to specify a number of addresses and ports to listen on. The server will respond to
requests from any of the listed addresses and ports.

For example, to make the server accept connections on both port 80 and port 8000, use:

Listen 80
Listen 8000

To make the server accept connections on two specified interfaces and port numbers, use

Listen 192.170.2.1:80
Listen 192.170.2.5:8000

IPv6 addresses must be surrounded in square brackets, as in the following example:

’Listen [2001:db8::a00:20ff:fea7:ccea]:80

Special IPv6 Considerations

A growing number of platforms implement IPv6, and APR supports IPv6 on most of these platforms, allowing Apache
to allocate IPv6 sockets and handle requests which were sent over IPv6.

One complicating factor for Apache administrators is whether or not an IPv6 socket can handle both IPv4 connections
and IPv6 connections. Handling IPv4 connections with an IPv6 socket uses IPv4-mapped IPv6 addresses, which are
allowed by default on most platforms but are disallowed by default on FreeBSD, NetBSD, and OpenBSD in order to
match the system-wide policy on those platforms. But even on systems where it is disallowed by default, a special
configure parameter can change this behavior for Apache.



72 CHAPTER 2. USING THE APACHE HTTP SERVER

On the other hand, on some platforms such as Linux and Tru6értlyeway to handle both IPv6 and IPv4 is to
use mapped addresses. If you want Apache to handle IPv4 and IPv6 connections with a minimum of sockets, which
requires using IPv4-mapped IPv6 addresses, specify¢hable-v4-mapped configure option.

--enable-v4-mapped is the default on all platforms but FreeBSD, NetBSD, and OpenBSD, so this is probably
how your Apache was built.

If you want Apache to handle IPv4 connections only, regardless of what your platform and APR will support, specify
an IPv4 address on dlliSTEN directives, as in the following examples:

Listen 0.0.0.0:80
Listen 192.170.2.1:80

If your platform supports it and you want Apache to handle IPv4 and IPv6 connections on separate sockets (i.e., to dis-
able IPv4-mapped addresses), specify-thesable-v4-mapped configure option:--disable-v4-mapped
is the default on FreeBSD, NetBSD, and OpenBSD.

How This Works With Virtual Hosts

LISTEN does not implement Virtual Hosts. It only tells the main server what addresses and ports to listen to. If no
<VIRTUALHOST> directives are used, the server will behave the same for all accepted requests. Hewawer,
TUALHOST> can be used to specify a different behavior for one or more of the addresses and ports. To implement
a VirtualHost, the server must first be told to listen to the address and port to be used. ¥MeRTRUALHOST>

section should be created for a specified address and port to set the behavior of this virtual host. Note that if the
<VIRTUALHOST> is set for an address and port that the server is not listening to, it cannot be accessed.
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2.15 Multi-Processing Modules (MPMs)

This document describes what a Multi-Processing Module is and how they are used by the Apache HTTP Server.

Introduction

The Apache HTTP Server is designed to be a powerful and flexible web server that can work on a very wide variety of
platforms in a range of different environments. Different platforms and different environments often require different
features, or may have different ways of implementing the same feature most efficiently. Apache has always accommo-
dated a wide variety of environments through its modular design. This design allows the webmaster to choose which
features will be included in the server by selecting which modules to load either at compile-time or at run-time.

Apache 2.0 extends this modular design to the most basic functions of a web server. The server ships with a selection
of Multi-Processing Modules (MPMs) which are responsible for binding to network ports on the machine, accepting
requests, and dispatching children to handle the requests.

Extending the modular design to this level of the server allows two important benefits:

e Apache can more cleanly and efficiently support a wide variety of operating systems. In particular, the Windows
version of Apache is now much more efficient, simoem_WINNT can use native networking features in place
of the POSIX layer used in Apache 1.3. This benefit also extends to other operating systems that implement
specialized MPMs.

e The server can be better customized for the needs of the particular site. For example, sites that need a great
deal of scalability can choose to use a threaded MPMWK&KER or EVENT, while sites requiring stability or
compatibility with older software can useP® EFORK

At the user level, MPMs appear much like other Apache modules. The main difference is that one and only one MPM
must be loaded into the server at any time. The list of available MPMs appears on the module index §28e (p.

Choosing an MPM

MPMs must be chosen during configuration, and compiled into the server. Compilers are capable of optimizing a lot
of functions if threads are used, but only if they know that threads are being used.

To actually choose the desired MPM, use the argumenth-mpm=NAMEwith the configure scriptNAME s the
name of the desired MPM.

Once the server has been compiled, it is possible to determine which MPM was chosen bihttgidg-| . This
command will list every module that is compiled into the server, including the MPM.

MPM Defaults

The following table lists the default MPMs for various operating systems. This will be the MPM selected if you do
not make another choice at compile-time.

BeOS BEOS

Netware MPM_NETWARE
0s/2 MPMT_0S2
Unix PREFORK
Windows MPM_WINNT
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2.16 Environment Variables in Apache

The Apache HTTP Server provides a mechanism for storing information in named variables that aeneatednent

variables This information can be used to control various operations such as logging or access control. The variables
are also used as a mechanism to communicate with external programs such as CGlI scripts. This document discusses
different ways to manipulate and use these variables.

Although these variables are referred tceagironment variableghey are not the same as the environment variables
controlled by the underlying operating system. Instead, these variables are stored and manipulated in an internal
Apache structure. They only become actual operating system environment variables when they are provided to CGI
scripts and Server Side Include scripts. If you wish to manipulate the operating system environment under which
the server itself runs, you must use the standard environment manipulation mechanisms provided by your operating
system shell.

Setting Environment Variables

Related Modules Related Directives
MOD_ENV BROWSERMIATCH
MOD_REWRITE BROWSERVIATCHNOCASE
MOD_SETENVIF PAsSsSENV
MOD_UNIQUE_ID REWRITERULE
SETENV
SETENVIF
SETENVIFNOCASE
UNSETENV

Basic Environment Manipulation

The most basic way to set an environment variable in Apache is using the uncondEal v directive. Variables
may also be passed from the environment of the shell which started the server ustag$gelv directive.

Conditional Per-Request Settings

For additional flexibility, the directives provided by maeétenvif allow environment variables to be set on a per-
request basis, conditional on characteristics of particular requests. For example, a variable could be set only when a
specific browser (User-Agent) is making a request, or only when a specific Referer [sic] header is found. Even more
flexibility is available through the madewrite’s REWRITERULE which uses th§E=...] option to set environment
variables.

Unique ldentifiers

Finally, moduniqueid sets the environment variabl&NIQUEID for each request to a value which is guaranteed to
be unique acrossall' requests under very specific conditions.

Standard CGIl Variables

In addition to all environment variables set within the Apache configuration and passed from the shell, CGl scripts and
SSI pages are provided with a set of environment variables containing meta-information about the request as required
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by the CGlI specificatio.

Some Caveats

e Itis not possible to override or change the standard CGl variables using the environment manipulation directives.

e When suexec is used to launch CGI scripts, the environment will be cleaned down to ssafd\afriables
before CGl scripts are launched. The lissafevariables is defined at compile-timesnexec.c

e For portability reasons, the names of environment variables may contain only letters, numbers, and the un-
derscore character. In addition, the first character may not be a number. Characters which do not match this
restriction will be replaced by an underscore when passed to CGl scripts and SSI pages.

Using Environment Variables

Related Modules
MOD_AUTHZ _HOST
MOD_CGI
MOD_EXT_FILTER
MOD_HEADERS
MOD_INCLUDE
MOD_LOG_CONFIG
MOD_REWRITE

Related Directives
ALLOW
CusToMLOG
DENY
EXTFILTERDEFINE
HEADER

L OGFORMAT
REWRITECOND

REWRITERULE

CGil Scripts

One of the primary uses of environment variables is to communicate information to CGI scripts. As discussed above,
the environment passed to CGlI scripts includes standard meta-information about the request in addition to any variables
set within the Apache configuration. For more details, see the CGlI tutori2aD4p.

SSI Pages

Server-parsed (SSI) documents processed by imeddde’sINCLUDESfilter can print environment variables using
theecho element, and can use environment variables in flow control elements to makes parts of a page conditional on
characteristics of a request. Apache also provides SSI pages with the standard CGI environment variables as discussed
above. For more details, see the SSI tutorial() .

Access Control

Access to the server can be controlled based on the value of environment variables usif@mhizom env=

anddeny from env= directives. In combination witBETENVIF, this allows for flexible control of access to the

server based on characteristics of the client. For example, you can use these directives to deny access to a particular
browser (User-Agent).

8http://cgi-spec.golux.com/
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Conditional Logging

Environment variables can be logged in the access log usingals&oRMAT option%e In addition, the decision on
whether or not to log requests can be made based on the status of environment variables using the conditional form
of the CusTOML OG directive. In combination wittSETENV I F this allows for flexible control of which requests are

logged. For example, you can choose not to log requests for filenames endifig,ior you can choose to only log
requests from clients which are outside your subnet.

Conditional Response Headers
The HEADER directive can use the presence or absence of an environment variable to determine whether or not a

certain HTTP header will be placed in the response to the client. This allows, for example, a certain response header
to be sent only if a corresponding header is received in the request from the client.

External Filter Activation

External filters configured byilob_EXT_FILTER using theEXTFILTERDEFINE directive can by activated conditional
on an environment variable using tdisableenv= andenableenv= options.

URL Rewriting

The%{ENV:... } form of TestStringn the REWRITECOND allows modrewrite’s rewrite engine to make decisions
conditional on environment variables. Note that the variables accessible imawoite without theENV: prefix are

not actually environment variables. Rather, they are variables special taewoie which cannot be accessed from
other modules.

Special Purpose Environment Variables

Interoperability problems have led to the introduction of mechanisms to modify the way Apache behaves when talking

to particular clients. To make these mechanisms as flexible as possible, they are invoked by defining environment
variables, typically witrBROWSERM ATCH, thoughSETENV andPASSENV could also be used, for example.

downgrade-1.0

This forces the request to be treated as a HTTP/1.0 request even if it was in a later dialect.

force-gzip

If you have theDEFLATEfilter activated, this environment variable will ignore the accept-encoding setting of your
browser and will send compressed output unconditionally.

force-no-vary

This causes anyary fields to be removed from the response header before it is sent back to the client. Some clients
don'tinterpret this field correctly; setting this variable can work around this problem. Setting this variable also implies
force-response-1.0
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force-response-1.0

This forces an HTTP/1.0 response to clients making an HTTP/1.0 request. It was originally implemented as a result of
a problem with AOL’s proxies. Some HTTP/1.0 clients may not behave correctly when given an HTTP/1.1 response,
and this can be used to interoperate with them.

gzip-only-text/html

When set to a value df1", this variable disables the DEFLATE output filter provided\oyD_DEFLATE for content-
types other thanext/html . If you'd rather use statically compressed filespD_NEGOTIATION evaluates the
variable as well (not only for gzip, but for all encodings that differ froidentity" ).

no-gzip
When set, thdDEFLATEfilter of MOD_DEFLATE will be turned off andvob_NEGOTIATION will refuse to deliver

encoded resources.

nokeepalive

This disablesK EEPALIVE when set.

prefer-language

This influencesMOD_NEGOTIATION’s behaviour. If it contains a language tag (sucheas ja or x-klingon ),
MOD_NEGOTIATION tries to deliver a variant with that language. If there’s no such variant, the normal negotiation (p.
61) process applies.

redirect-carefully

This forces the server to be more careful when sending a redirect to the client. This is typically used when a client
has a known problem handling redirects. This was originally implemented as a result of a problem with Microsoft's
WebFolders software which has a problem handling redirects on directory resources via DAV methods.

suppress-error-charset

Available in versions after 2.0.54

When Apache issues a redirect in response to a client request, the response includes some actual text to be displayed
in case the client can't (or doesn’t) automatically follow the redirection. Apache ordinarily labels this text according
to the character set which it uses, which is ISO-8859-1.

However, if the redirection is to a page that uses a different character set, some broken browser versions will try to
use the character set from the redirection text rather than the actual page. This can result in Greek, for instance, being
incorrectly rendered.

Setting this environment variable causes Apache to omit the character set for the redirection text, and these broken
browsers will then correctly use that of the destination page.

force-proxy-request-1.0, proxy-nokeepalive, proxy-sendchunked, proxy-sendcl

These directives alter the protocol behaviomaib_PROXY. See thewoD_PROXY documentation for more details.
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Examples
Changing protocol behavior with misbehaving clients

Earlier versions recommended that the following lines be included in httpd.conf to deal with known client problems.
Since the affected clients are no longer seen in the wild, this configuration is likely no-longer necessary.

The following directives modify normal HTTP response behavior.

The first directive disables keepalive for Netscape 2.x and browsers that
spoof it. There are known problems with these browser implementations.
The second directive is for Microsoft Internet Explorer 4.0b2

which has a broken HTTP/1.1 implementation and does not properly
support keepalive when it is used on 301 or 302 (redirect) responses.

HOH KR HHHH

BrowserMatch "Mozilla/2" nokeepalive
BrowserMatch "MSIE 4\.0b2;" nokeepalive downgrade-1.0 force-response-1.0

#

# The following directive disables HTTP/1.1 responses to browsers which
# are in violation of the HTTP/1.0 spec by not being able to grok a

# basic 1.1 response.

#

BrowserMatch "RealPlayer 4\.0" force-response-1.0

BrowserMatch "Java/1\.0" force-response-1.0

BrowserMatch "JDK/1\.0" force-response-1.0

Do not log requests for images in the access log

This example keeps requests for images from appearing in the access log. It can be easily modified to prevent logging
of particular directories, or to prevent logging of requests coming from particular hosts.

SetEnvlf Request_URI \.gif image-request
SetEnvlf Request_URI \.jpg image-request
SetEnvlf Request_URI \.png image-request
CustomLog logs/access_log common env=limage-request

Prevent" Image Theft"

This example shows how to keep people not on your server from using images on your server as inline-images on their
pages. This is not a recommended configuration, but it can work in limited circumstances. We assume that all your
images are in a directory called /web/images.
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SetEnvif Referer "“http://www.example.com/" local_referal
# Allow browsers that do not send Referer info
SetEnvif Referer ""$" local_referal
<Directory /web/images>

Order Deny,Allow

Deny from all

Allow from env=local_referal
</Directory>

For more information about this technique, see the ApacheToday tutokaeping Your Images from Adorning
Other Site$™ .

19http://apachetoday.com/newsory.php3?ltsn=2000-06-14-002-01-PS
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2.17 Apache’s Handler Use

This document describes the use of Apache’s Handlers.

What is a Handler

Related Modules Related Directives
MOD_ACTIONS ACTION
MOD_ASIS ADDHANDLER
MOD_CGI REMOVEHANDLER
MOD_IMAGEMAP SETHANDLER
MOD_INFO

MOD_MIME

MOD_NEGOTIATION

MOD_STATUS

A "handlel is an internal Apache representation of the action to be performed when a file is called. Generally, files
have implicit handlers, based on the file type. Normally, all files are simply served by the server, but certain file types
are" handled separately.

Apache 1.1 adds the ability to use handlers explicitly. Based on either filename extensions or on location, handlers can
be specified without relation to file type. This is advantageous both because it is a more elegant solution, and because
it also allows for both a typand a handler to be associated with a file. (See also Files with Multiple Extensions (p.

508) .)

Handlers can either be built into the server or included in a module, or they can be added wittiloer directive.
The built-in handlers in the standard distribution are as follows:

e default-handler: Send the file using theéefault _handler() , whichisthe handler used by default to handle
static content. (core)

e send-as-is Send file with HTTP headers as isa@D_ASIS)

e cgi-script: Treat the file as a CGlI scriptMD_CG1)

e imap-file: Parse as an imagemap rule file.dD_IMAGEMAP)

e server-info: Get the server’s configuration informatiom@D_INFO)

e server-status Get the server’s status repomi@bd_STATUS)

e type-map: Parse as a type map file for content negotiatio®fto_NEGOTIATION)

Examples

Modifying static content using a CGI script

The following directives will cause requests for files with titel  extension to trigger the launch of tfeoter.pl
CGil script.

Action add-footer /cgi-bin/footer.pl
AddHandler add-footer .html

Then the CGI script is responsible for sending the originally requested document (pointed to by the
PATHTRANSLATERnvironment variable) and making whatever modifications or additions are desired.
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Files with HTTP headers

The following directives will enable theend-as-is  handler, which is used for files which contain their own HTTP
headers. All files in théweb/htdocs/asis/ directory will be processed by teend-as-is  handler, regardless
of their filename extensions.

<Directory /web/htdocs/asis >
SetHandler send-as-is

</Directory >

Programmer’s Note

In order to implement the handler features, an addition has been made to the Apache653) {jpat you may wish
to make use of. Specifically, a new record has been added tedbest _rec structure:

] char *handler \

If you wish to have your module engage a handler, you need only te sehandler to the name of the handler at

any time prior to thenvoke _handler stage of the request. Handlers are implemented as they were before, albeit
using the handler name instead of a content type. While it is not necessary, the naming convention for handlers is to
use a dash-separated word, with no slashes, so as to not invade the media type name-space.
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2.18 Filters

This document describes the use of filters in Apache.

Filtering in Apache 2

Related Modules Related Directives
MOD_FILTER FILTERCHAIN
MOD_DEFLATE FILTERDECLARE
MOD_EXT_FILTER FILTERPROTOCOL
MOD_INCLUDE FILTERPROVIDER
MOD_CHARSET.LITE ADDINPUTFILTER

ADDOUTPUTFILTER
REMOVEINPUTFILTER
REMOVEOUTPUTFILTER
EXTFILTERDEFINE
EXTFILTEROPTIONS
SETINPUTFILTER
SETOUTPUTFILTER

The Filter Chain is available in Apache 2.0 and higher, and enables applications to process incoming and outgoing data
in a highly flexible and configurable manner, regardless of where the data comes from. We can pre-process incoming
data, and post-process outgoing data, at will. This is basically independent of the traditional request processing phases.
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Some examples of filtering in the standard Apache distribution are:

e MOD_INCLUDE, implements server-side includes.

e MOD_SSL, implements SSL encryption (https).

e MOD_DEFLATE, implements compression/decompression on the fly.
e MOD_CHARSET.LITE, transcodes between different character sets.

e MOD_EXT_FILTER, runs an external program as a filter.

Apache also uses a number of filters internally to perform functions like chunking and byte-range handling.

A wider range of applications are implemented by third-party filter modules available from modules.apataadrg
elsewhere. A few of these are:

e HTML and XML processing and rewriting
e XSLT transforms and Xincludes

e XML Namespace support

20http://modules.apache.org/
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File Upload handling and decoding of HTML Forms

Image processing
Protection of vulnerable applications such as PHP scripts
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MOD_FILTER, included in Apache 2.1 and later, enables the filter chain to be configured dynamically at run time.
So for example you can set up a proxy to rewrite HTML with an HTML filter and JPEG images with a completely
separate filter, despite the proxy having no prior information about what the origin server will send. This works by
using a filter harness, that dispatches to different providers according to the actual contents at runtime. Any filter may
be either inserted directly in the chain and run unconditionally, or used as a provider and inserted dynamically. For
example,

e an HTML processing filter will only run if the content is text/html or application/xhtml+xml
e A compression filter will only run if the input is a compressible type and not already compressed
e A charset conversion filter will be inserted if a text document is not already in the desired charset

Using Filters

There are two ways to use filtering: Simple and Dynamic. In general, you should use one or the other; mixing them
can have unexpected consequences (although simple Input filtering can be mixed freely with either simple or dynamic
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Output filtering).

The Simple Way is the only way to configure input filters, and is sufficient for output filters where you need a static filter
chain. Relevant directives aETINPUTFILTER, SETOUTPUTFILTER, ADDINPUTFILTER, ADDOUTPUTFILTER,
REMOVEINPUTFILTER, andREMOVEQUTPUTFILTER.

The Dynamic Way enables both static and flexible, dynamic configuration of output filters, as discussed in the
MOD_FILTER page. Relevant directives afFe. TERCHAIN, FILTERDECLARE, andFILTERPROVIDER.

One further directiv?d DDOUTPUTFILTERBY TYPE is still supported, but may be problematic and is now deprecated.
Use dynamic configuration instead.
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2.19 suEXEC Support

The suEXEC feature provides Apache users the ability to @I andSSI programs under user IDs different from
the user ID of the calling web server. Normally, when a CGI or SSI program executes, it runs as the same user who is
running the web server.

Used properly, this feature can reduce considerably the security risks involved with allowing users to develop and run
private CGI or SSI programs. However, if SUEXEC is improperly configured, it can cause any number of problems
and possibly create new holes in your computer’s security. If you aren’t familiar with mansefinig rootprograms

and the security issues they present, we highly recommend that you not consider using SUEXEC.

Before we begin

Before jumping head-first into this document, you should be aware of the assumptions made on the part of the Apache
Group and this document.

First, it is assumed that you are using a UNIX derivative operating system that is capabteidfandsetgid oper-
ations. All command examples are given in this regard. Other platforms, if they are capable of supporting SUEXEC,
may differ in their configuration.

Second, it is assumed you are familiar with some basic concepts of your computer’s security and its administration.
This involves an understanding sétuid/setgidoperations and the various effects they may have on your system and
its level of security.

Third, it is assumed that you are using ammodified version of SUEXEC code. All code for SUEXEC has been
carefully scrutinized and tested by the developers as well as numerous beta testers. Every precaution has been taken
to ensure a simple yet solidly safe base of code. Altering this code can cause unexpected problems and new security
risks. Itishighly recommended you not alter the sSUEXEC code unless you are well versed in the particulars of security
programming and are willing to share your work with the Apache Group for consideration.

Fourth, and last, it has been the decision of the Apache GroN®OD make sSUEXEC part of the default installation

of Apache. To this end, sSUEXEC configuration requires of the administrator careful attention to details. After due
consideration has been given to the various settings for sUuEXEC, the administrator may install SUEXEC through normal
installation methods. The values for these settings need to be carefully determined and specified by the administrator
to properly maintain system security during the use of SUEXEC functionality. It is through this detailed process that
the Apache Group hopes to limit SUEXEC installation only to those who are careful and determined enough to use it.

Still with us? Yes? Good. Let’'s move on!

SUEXEC Security Model

Before we begin configuring and installing SUEXEC, we will first discuss the security model you are about to imple-
ment. By doing so, you may better understand what exactly is going on inside SUEXEC and what precautions are taken
to ensure your system'’s security.

SUEXEC is based on a setufdvrappel program that is called by the main Apache web server. This wrapper is called
when an HTTP request is made for a CGI or SSI program that the administrator has designated to run as a userid other
than that of the main server. When such a request is made, Apache provides the sUEXEC wrapper with the program’s
name and the user and group IDs under which the program is to execute.

The wrapper then employs the following process to determine success or failure — if any one of these conditions fail,
the program logs the failure and exits with an error, otherwise it will continue:

1. Is the user executing this wrapper a valid user of this system?

This is to ensure that the user executing the wrapper is truly a user of the system.
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. Was the wrapper called with the proper number of arguments?

The wrapper will only execute if it is given the proper number of arguments. The proper argument format is
known to the Apache web server. If the wrapper is not receiving the proper number of arguments, it is either
being hacked, or there is something wrong with the SUEXEC portion of your Apache binary.

. Is this valid user allowed to run the wrapper?

Is this user the user allowed to run this wrapper? Only one user (the Apache user) is allowed to execute this
program.

. Does the target CGlI or SSI program have an unsafe hierarchical reference?

Does the target CGI or SSI program’s path contain a leading /7 or have a '.  backreference?
These are not allowed; the target CGI/SSI program must reside within sUEXEC’s document root (see
--with-suexec-docroot= DIR below).

. Is the target user name valid?

Does the target user exist?

. Is the target group name valid?

Does the target group exist?

. Is the target userNOT superuser?

Presently, SUEXEC does not alloaot to execute CGI/SSI programs.

. Is the target userid ABOVE the minimum ID number?

The minimum user ID number is specified during configuration. This allows you to set the lowest possible
userid that will be allowed to execute CGI/SSI programs. This is useful to blocksysteni accounts.

. Is the target group NOT the superuser group?

Presently, SUEXEC does not allow tf@ot group to execute CGI/SSI programs.

Is the target groupid ABOVE the minimum ID number?

The minimum group ID number is specified during configuration. This allows you to set the lowest possible
groupid that will be allowed to execute CGI/SSI programs. This is useful to blocksysteni groups.

Can the wrapper successfully become the target user and group?

Here is where the program becomes the target user and group via setuid and setgid calls. The group access list
is also initialized with all of the groups of which the user is a member.

Can we change directory to the one in which the target CGI/SSI program resides?

If it doesn’t exist, it can’t very well contain files. If we can’t change directory to it, it might aswell not exist.

Is the directory within the Apache webspace?

If the request is for a regular portion of the server, is the requested directory within SUEXEC’s document root?
If the request is for a UserDir, is the requested directory within the directory configured as SUEXEC’s userdir
(see sUEXEC's configuration options)?

Is the directory NOT writable by anyone else?

We don’t want to open up the directory to others; only the owner user may be able to alter this directories
contents.

Does the target CGI/SSI program exist?

If it doesn’t exists, it can’t very well be executed.
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16. Is the target CGI/SSI program NOT writable by anyone else?
We don’t want to give anyone other than the owner the ability to change the CGI/SSI program.

17. Is the target CGI/SSI program NOT setuid or setgid?
We do not want to execute programs that will then change our UID/GID again.

18. Is the target user/group the same as the program’s user/group?
Is the user the owner of the file?

19. Can we successfully clean the process environment to ensure safe operations?

SUEXEC cleans the process’ environment by establishing a safe execution PATH (defined during configuration),
as well as only passing through those variables whose names are listed in the safe environment list (also created
during configuration).

20. Can we successfully become the target CGI/SSI program and execute?
Here is where sSUEXEC ends and the target CGI/SSI program begins.

This is the standard operation of the SUEXEC wrapper’s security model. It is somewhat stringent and can impose new
limitations and guidelines for CGI/SSI design, but it was developed carefully step-by-step with security in mind.

For more information as to how this security model can limit your possibilities in regards to server configuration, as
well as what security risks can be avoided with a proper sSUEXEC setup, seBéhare the Jabberwotksection of
this document.

Configuring & Installing SUEXEC

Here’s where we begin the fun.

SUEXEC configuration options

--enable-suexec This option enables the SUEXEC feature which is never installed or activated by default. At
least one-with-suexec-Xxxxx option has to be provided together with thenable-suexec option
to let APACI accept your request for using the sSUEXEC feature.

--with-suexec-bin= PATH The path to thesuexec binary must be hard-coded in the server for security rea-
sons. Use this option to override the default pathy. --with-suexec-bin=/usr/sbin/suexec

--with-suexec-caller= UID The username (828 under which Apache normally runs. This is the only user
allowed to execute this program.

--with-suexec-userdir= DIR Define to be the subdirectory under users’ home directories where SUEXEC
access should be allowed. All executables under this directory will be executable by SUEXEC as the user so they
should be' safé’ programs. If you are using'asimple’ UserDir directive (ie. one without &*" in it) this
should be set to the same value. suEXEC will not work properly in cases where the UserDir directive points
to a location that is not the same as the user’s home directory as referenced in the passwd file. Default value is
" public_html".

If you have virtual hosts with a different UserDir for each, you will need to define them to all reside in one
parent directory; then name that parent directory hiétais is not defined properly, " “userdir" cgi requests
will not work!

--with-suexec-docroot= DIR Define as the DocumentRoot set for Apache. This will be the only hierar-
chy (aside from UserDirs) that can be used for SUEXEC behavior. The default directory-islakedir
value with the suffix' /htdoc$ , e.g. if you configure with"--datadir=/home/apache” the directory
" Ihome/apache/htdotds used as document root for the SUEXEC wrapper.
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--with-suexec-uidmin= UID Define this as the lowest UID allowed to be a target user for SUEXEC. For most
systems, 500 or 100 is common. Default value is 100.

--with-suexec-gidmin= GID Define this as the lowest GID allowed to be a target group for SUEXEC. For most
systems, 100 is common and therefore used as default value.

--with-suexec-logfile= FILE This defines the filename to which all SUEXEC transactions and errors are
logged (useful for auditing and debugging purposes). By default the logfile is nasuesteclog” and located
in your standard logfile directory{ogfiledir ).

--with-suexec-safepath= PATH Define a safe PATH environment to pass to CGI executables. Default value
is " /usr/local/bin:/usr/bin:/bih.

Compiling and installing the SUEXEC wrapper

If you have enabled the sUEXEC feature with thenable-suexec option thesuexec binary (together with
Apache itself) is automatically built if you execute ke command.

After all components have been built you can execute the commueict install to install them. The bi-
nary imagesuexec is installed in the directory defined by thesbindir option. The default location is

" Jusr/local/apache2/sbin/suekec

Please note that you neeabt privilegesfor the installation step. In order for the wrapper to set the user ID, it must
be installed as ownepot and must have the setuserid execution bit set for file modes.

Setting paranoid permissions

Although the suEXEC wrapper will check to ensure that its caller is the correct user as specified with the
--with-suexec-caller configure option, there is always the possibility that a system or library call SUEXEC
uses before this check may be exploitable on your system. To counter this, and because it is best-practise in general,
you should use filesystem permissions to ensure that only the group Apache runs as may execute SUEXEC.

If for example, your web server is configured to run as:

User www
Group webgroup

and suexec is installed &tusr/local/apache2/sbin/sueXegou should run:

chgrp webgroup /usr/local/apache2/bin/suexec
chmod 4750 /usr/local/apache2/bin/suexec

This will ensure that only the group Apache runs as can even execute the SUEXEC wrapper.

Enabling & Disabling SUEXEC

Upon startup of Apache, it looks for the file suexec in the directory defined by-shandir option (default is
" Jusr/local/apache/sbhin/sueXgc If Apache finds a properly configured sUEXEC wrapper, it will print the following
message to the error log:

’[notice] SUEXEC mechanism enabled (wrapper: /path/to/suexec) ‘

If you don't see this message at server startup, the server is most likely not finding the wrapper program where it
expects it, or the executable is not instalgeduid root

If you want to enable the SUEXEC mechanism for the first time and an Apache server is already running you must kill
and restart Apache. Restarting it with a simple HUP or USR1 signal will not be enough.

If you want to disable SUEXEC you should kill and restart Apache after you have removed the suexec file.
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Using SUEXEC

Requests for CGI programs will call the sSUEXEC wrapper only if they are for a virtual host contair8og -
cUsERGRoUPdirective or if they are processed b\OD_USERDIR

Virtual Hosts:

One way to use the sSUEXEC wrapper is throughSbhexecUseRGRoOUPdiIrective inVIRTUAL HOST definitions. By

setting this directive to values different from the main server user ID, all requests for CGI resources will be executed
as theUserandGroupdefined for thatcVIRTUALHOST>. If this directive is not specified for & VIRTUALHOST>

then the main server userid is assumed.

User directories:

Requests that are processedNyD_USERDIR will call the SUEXEC wrapper to execute CGI programs under the
userid of the requested user directory. The only requirement needed for this feature to work is for CGI execution
to be enabled for the user and that the script must meet the scrutiny of the security checks above. See also the
--with-suexec-userdir compile time option.

Debugging SUEXEC

The suEXEC wrapper will write log information to the file defined with theith-suexec-logdfile option as
indicated above. If you feel you have configured and installed the wrapper properly, have a look at this log and the
errorlog for the server to see where you may have gone astray.

Beware the Jabberwock: Warnings & Examples

NOTE! This section may not be complete. For the latest revision of this section of the documentation, see the Apache
Group’s Online Documentatidhversion.

There are a few points of interest regarding the wrapper that can cause limitations on server setup. Please review these
before submitting anybugs regarding SUEXEC.

e SUEXEC Points Of Interest
e Hierarchy limitations

For security and efficiency reasons, all SUEXEC requests must remain within either a top-level document root
for virtual host requests, or one top-level personal document root for userdir requests. For example, if you have
four VirtualHosts configured, you would need to structure all of your VHosts’ document roots off of one main
Apache document hierarchy to take advantage of SUEXEC for VirtualHosts. (Example forthcoming.)

e SUEXEC'’s PATH environment variable

This can be a dangerous thing to change. Make certain every path you include in this defimasted
directory. You don’t want to open people up to having someone from across the world running a trojan horse on
them.

¢ Altering the SUEXEC code

Again, this can causBig Trouble if you try this without knowing what you are doing. Stay away from it if at
all possible.

21http://httpd.apache.org/docs/2.2/suexec.html
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2.20 Apache Performance Tuning

Apache 2.0 is a general-purpose webserver, designed to provide a balance of flexibility, portability, and performance.
Although it has not been designed specifically to set benchmark records, Apache 2.0 is capable of high performance
in many real-world situations.

Compared to Apache 1.3, release 2.0 contains many additional optimizations to increase throughput and scalability.
Most of these improvements are enabled by default. However, there are compile-time and run-time configuration

choices that can significantly affect performance. This document describes the options that a server administrator
can configure to tune the performance of an Apache 2.0 installation. Some of these configuration options enable the
httpd to better take advantage of the capabilities of the hardware and OS, while others allow the administrator to trade
functionality for speed.

Hardware and Operating System Issues

The single biggest hardware issue affecting webserver performance is RAM. A webserver should never ever have to
swap, as swapping increases the latency of each request beyond a point that users"dassileough. This causes

users to hit stop and reload, further increasing the load. You can, and should, conkia{Xt& IENTS setting so that

your server does not spawn so many children it starts swapping. This procedure for doing this is simple: determine
the size of your average Apache process, by looking at your process list via a tool goph, asd divide this into

your total available memory, leaving some room for other processes.

Beyond that the rest is mundane: get a fast enough CPU, a fast enough network card, and fast enough disks, where
" fast enough is something that needs to be determined by experimentation.

Operating system choice is largely a matter of local concerns. But some guidelines that have proven generally useful
are:

e Run the latest stable release and patchlevel of the operating system that you choose. Many OS suppliers have
introduced significant performance improvements to their TCP stacks and thread libraries in recent years.

e If your OS supports aendfile(2) system call, make sure you install the release and/or patches needed to
enable it. (With Linux, for example, this means using Linux 2.4 or later. For early releases of Solaris 8, you may
need to apply a patch.) On systems where it is availagledfile ~ enables Apache 2 to deliver static content
faster and with lower CPU utilization.

Run-Time Configuration Issues

Related Modules Related Directives
MOD_DIR ALLOWOVERRIDE
MPM_COMMON DIRECTORYINDEX
MOD_STATUS HOSTNAMEL OOKUPS
ENABLEMMAP

ENABLE SENDFILE
KEERPALIVETIMEOUT
MAX SPARESERVERS
MIN SPARESERVERS
OPTIONS
STARTSERVERS
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HostnameLookups and other DNS considerations

Prior to Apache 1.3HosTNAMEL 0OOokuPsdefaulted toOn. This adds latency to every request because it requires a
DNS lookup to complete before the request is finished. In Apache 1.3 this setting defadiits. tth you need to have
addresses in your log files resolved to hostnames, use the logresolve program that comes with Apache, on one of the
numerous log reporting packages which are available.

It is recommended that you do this sort of postprocessing of your log files on some machine other than the production
web server machine, in order that this activity not adversely affect server performance.

If you use anyALLow from domain or DENY from domain directives (i.e., using a hostname, or a domain

name, rather than an IP address) then you will pay for a double reverse DNS lookup (a reverse, followed by a forward
to make sure that the reverse is not being spoofed). For best performance, therefore, use IP addresses, rather than
names, when using these directives, if possible.

Note that it's possible to scope the directives, such as withih.acation /server-status > section. In this
case the DNS lookups are only performed on requests matching the criteria. Here’s an example which disables lookups
except for.html and.cgi files:

HostnameLookups off

<Files = " \.(html|cgi)$" >
HostnameLookups on

<[Files >

But even still, if you just need DNS names in some CGls you could consider doiggthestbyname call in the
specific CGls that need it.

FollowSymLinks and SymLinkslfOwnerMatch

Wherever in your URL-space you do not have @ptions FollowSymLinks , or you do have a©Options
SymLinkslfOwnerMatch ~ Apache will have to issue extra system calls to check up on symlinks. One extra call
per filename component. For example, if you had:

DocumentRoot /www/htdocs
<Directory />
Options SymLinksIfOwnerMatch

</Directory >

and a request is made for the URidex.html . Then Apache will perforntstat(2) on/www, /www/htdocs
and /www/htdocs/index.html . The results of theskstats  are never cached, so they will occur on every
single request. If you really desire the symlinks security checking you can do something like this:

DocumentRoot /www/htdocs
<Directory /| >

Options FollowSymLinks
</Directory >
<Directory /www/htdocs >

Options -FollowSymLinks +SymLinkslfOwnerMatch
</Directory >

This at least avoids the extra checks for hecuMENTROOT path. Note that you'll need to add similar sections
if you have anyALIAS or REWRITERULE paths outside of your document root. For highest performance, and no
symlink protection, seffollowSymLinks  everywhere, and never s8ymLinkslfOwnerMatch
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AllowOverride

Wherever in your URL-space you allow overrides (typicalhtaccess files) Apache will attempt to open
.htaccess for each flename component. For example,

DocumentRoot /www/htdocs
<Directory /| >
AllowOverride all

</Directory >

and a request is made for the URhdex.html . Then Apache will attempt to opehhtaccess ,
/www/.htaccess , and/iwww/htdocs/.htaccess . The solutions are similar to the previous cas®pfions
FollowSymLinks . For highest performance usdlowOverride None everywhere in your filesystem.

Negotiation

If at all possible, avoid content-negotiation if you're really interested in every last ounce of performance. In practice
the benefits of negotiation outweigh the performance penalties. There's one case where you can speed up the server.
Instead of using a wildcard such as:

’ Directorylndex index ‘

Use a complete list of options:

’Directorylndex index.cgi index.pl index.shtml index.html ‘

where you list the most common choice first.

Also note that explicitly creating type-map file provides better performance than usidgltiViews , as the
necessary information can be determined by reading this single file, rather than having to scan the directory for files.

If your site needs content negotiation consider usyme-map files, rather than th®©ptions MultiViews
directive to accomplish the negotiation. See the Content Negotiati@iYpdocumentation for a full discussion of the
methods of negotiation, and instructions for creatyyge-map files.

Memory-mapping

In situations where Apache 2.0 needs to look at the contents of a file being delivered—for example, when doing server-
side-include processing—it normally memory-maps the file if the OS supports some formayi(2) .

On some platforms, this memory-mapping improves performance. However, there are cases where memory-mapping
can hurt the performance or even the stability of the httpd:

e On some operating systenmamapdoes not scale as well asad(2) when the number of CPUs increases.
On multiprocessor Solaris servers, for example, Apache 2.0 sometimes delivers server-parsed files faster when
mmapis disabled.

¢ If you memory-map a file located on an NFS-mounted filesystem and a process on another NFS client machine
deletes or truncates the file, your process may get a bus error the next time it tries to access the mapped file
content.

For installations where either of these factors applies, you shoul@&EnagbleMMAP off to disable the memory-
mapping of delivered files. (Note: This directive can be overridden on a per-directory basis.)
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Sendfile

In situations where Apache 2.0 can ignore the contents of the file to be delivered — for example, when serving static
file content — it normally uses the kernel sendfile support the file if the OS supposrsritiéle(2) operation.

On most platforms, using sendfile improves performance by eliminating separate read and send mechanics. However,
there are cases where using sendfile can harm the stability of the httpd:

e Some platforms may have broken sendfile support that the build system did not detect, especially if the binaries
were built on another box and moved to such a machine with broken sendfile support.

e With an NFS-mounted files, the kernel may be unable to reliably serve the network file through it's own cache.

For installations where either of these factors applies, you shoul&nakleSendfile off to disable sendfile
delivery of file contents. (Note: This directive can be overridden on a per-directory basis.)

Process Creation

Prior to Apache 1.3 thé/INSPARESERVERS MAX SPARESERVERS and STARTSERVERS settings all had drastic
effects on benchmark results. In particular, Apache requirédamp-upy period in order to reach a number of
children sufficient to serve the load being applied. After the initial spawningraRTSERVERS children, only one

child per second would be created to satisfy MieN SPARESERVERS setting. So a server being accessed by 100
simultaneous clients, using the defagitARTSERVERS of 5 would take on the order 95 seconds to spawn enough
children to handle the load. This works fine in practice on real-life servers, because they aren'’t restarted frequently.
But does really poorly on benchmarks which might only run for ten minutes.

The one-per-second rule was implemented in an effort to avoid swamping the machine with the startup of new children.
If the machine is busy spawning children it can't service requests. But it has such a drastic effect on the perceived
performance of Apache that it had to be replaced. As of Apache 1.3, the code will relax the one-per-second rule. It
will spawn one, wait a second, then spawn two, wait a second, then spawn four, and it will continue exponentially
until it is spawning 32 children per second. It will stop whenever it satisfieMtheSPARESERVERSSetting.

This appears to be responsive enough that it's almost unnecessary to twidileMBEARESERVERS MAX SPARE-
SERVERSandSTARTSERVERSKnobs. When more than 4 children are spawned per second, a message will be emitted
to theERRORL OG. If you see a lot of these errors then consider tuning these settings. Ugeths TATUS output as

a guide.

Related to process creation is process death induced byl txeREQUESTIPERCHILD setting. By default this i§),

which means that there is no limit to the number of requests handled per child. If your configuration currently has this
set to some very low number, such2, you may want to bump this up significantly. If you are running SunOS or

an old version of Solaris, limit this tbO000 or so because of memory leaks.

When keep-alives are in use, children will be kept busy doing nothing waiting for more requests on the already open
connection. The defaukKEEPALIVE TIMEOUT of 5 seconds attempts to minimize this effect. The tradeoff here is
between network bandwidth and server resources. In no event should you raise this abo® alsmoinds, as most

of the benefits are lost

Compile-Time Configuration Issues
Choosing an MPM

Apache 2.x supports pluggable concurrency models, called Multi-Processing Modul&s ([dPMs). When build-
ing Apache, you must choose an MPM to use. There are platform-specific MPMs for some platfems:

22http:/lwww.research.digital.com/wrl/techreports/abstracts/95.4.html
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MPM_NETWARE, MPMT_0S2, andMPM_WINNT. For general Unix-type systems, there are several MPMs from which
to choose. The choice of MPM can affect the speed and scalability of the httpd:

e ThewoRKERMPM uses multiple child processes with many threads each. Each thread handles one connection
at a time. Worker generally is a good choice for high-traffic servers because it has a smaller memory footprint
than the prefork MPM.

e The PREFORKMPM uses multiple child processes with one thread each. Each process handles one connection
at a time. On many systems, prefork is comparable in speed to worker, but it uses more memory. Prefork’s
threadless design has advantages over worker in some situations: it can be used with non-thread-safe third-party
modules, and it is easier to debug on platforms with poor thread debugging support.

For more information on these and other MPMs, please see the MPM documenta#ah. (p.

Modules

Since memory usage is such an important consideration in performance, you should attempt to eliminate modules that
youare not actually using. If you have built the modules as DSOS8p, eliminating modules is a simple matter

of commenting out the associaté®ADMODULE directive for that module. This allows you to experiment with
removing modules, and seeing if your site still functions in their absense.

If, on the other hand, you have modules statically linked into your Apache binary, you will need to recompile Apache
in order to remove unwanted modules.

An associated question that arises here is, of course, what modules you need, and which ones you don’t. The answer
here will, of course, vary from one web site to another. Howeverptimémallist of modules which you can get by

with tends to includevob_MIME, MOD_DIR, andMOD_LOG_CONFIG. mod.log _config s, of course, optional, as

you can run a web site without log files. This is, however, not recommended.

Atomic Operations

Some modules, such aOb_CACHE and recent development builds of the worker MPM, use APR’s atomic API. This
API provides atomic operations that can be used for lightweight thread synchronization.

By default, APR implements these operations using the most efficient mechanism available on each target OS/CPU
platform. Many modern CPUs, for example, have an instruction that does an atomic compare-and-swap (CAS) opera-
tion in hardware. On some platforms, however, APR defaults to a slower, mutex-based implementation of the atomic
API in order to ensure compatibility with older CPU models that lack such instructions. If you are building Apache
for one of these platforms, and you plan to run only on newer CPUSs, you can select a faster atomic implementation at
build time by configuring Apache with theenable-nonportable-atomics option:

/buildconf
Jconfigure --with-mpm=worker --enable-nonportable-atomics=yes

The--enable-nonportable-atomics option is relevant for the following platforms:

e Solaris on SPARC
By default, APR uses mutex-based atomics on Solaris/fSPARC. If you configure with
--enable-nonportable-atomics , however, APR generates code that uses a SPARC v8plus
opcode for fast hardware compare-and-swap. If you configure Apache with this option, the atomic operations
will be more efficient (allowing for lower CPU utilization and higher concurrency), but the resulting executable
will run only on UltraSPARC chips.
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e Linux on x86
By default, APR uses mutex-based atomics on Linux. If you configure with
--enable-nonportable-atomics , however, APR generates code that uses a 486 opcode for
fast hardware compare-and-swap. This will result in more efficient atomic operations, but the resulting
executable will run only on 486 and later chips (and not on 386).

mod_status and ExtendedStatus On

If you includemoD_sTATUS and you also sdExtendedStatus On  when building and running Apache, then on

every request Apache will perform two calls gettimeofday(2) (ortimes(2) depending on your operating
system), and (pre-1.3) several extra callgitoe(2) . This is all done so that the status report contains timing
indications. For highest performance, EstendedStatus off (which is the default).

accept Serialization - multiple sockets

m Warning:

This section has not been fully updated to take into account changes made in the 2.0 version of
the Apache HTTP Server. Some of the information may still be relevant, but please use it with
care.

This discusses a shortcoming in the Unix socket APIl. Suppose your web server uses rhudtifl® statements

to listen on either multiple ports or multiple addresses. In order to test each socket to see if a connection is ready
Apache useselect(2) . select(2) indicates that a socket hasroor at least oneconnection waiting on it.
Apache’s model includes multiple children, and all the idle ones test for new connections at the same time. A naive
implementation looks something like this (these examples do not match the code, they're contrived for pedagogical
purposes):

for (:)) {
for () {
fd _set accept _fds;
FD_ZERO (&accept _fds);
for (i = first _socket; i <= last _socket; ++i) {
FD.SET (i, &accept _fds);

}
rc = select (last _socket+1, &accept  _fds, NULL, NULL, NULL);

if (rc < 1) continue;
new_connection = -1;
for (i = first _socket; i <= last _socket; ++i) {
if (FD _ISSET (i, &accept fds)) {
new_connection = accept (i, NULL, NULL);
if (new _connection != -1) break;

}
}

if (new _connection != -1) break;

}

process the new _connection;

But this naive implementation has a serious starvation problem. Recall that multiple children execute this loop at the
same time, and so multiple children will block s¢lect when they are in between requests. All those blocked
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children will awaken and return froselect when a single request appears on any socket (the number of children
which awaken varies depending on the operating system and timing issues). They will all then fall down into the loop
and try toaccept the connection. But only one will succeed (assuming there’s still only one connection ready), the
rest will beblockedin accept . This effectively locks those children into serving requests from that one socket and

no other sockets, and they’ll be stuck there until enough new requests appear on that socket to wake them all up. This
starvation problem was first documented in PR#46There are at least two solutions.

One solution is to make the sockets non-blocking. In this casadbept won't block the children, and they will

be allowed to continue immediately. But this wastes CPU time. Suppose you have ten idle chikkbstin , and

one connection arrives. Then nine of those children will wake up, tactept the connection, fail, and loop back

into select , accomplishing nothing. Meanwhile none of those children are servicing requests that occurred on other
sockets until they get back up to teelect again. Overall this solution does not seem very fruitful unless you have

as many idle CPUs (in a multiprocessor box) as you have idle children, not a very likely situation.

Another solution, the one used by Apache, is to serialize entry into the inner loop. The loop looks like this (differences
highlighted):

for (;;) {
accept _mutex _on ();
for (;;) {

fd _set accept _fds;

FD_ZERO (&accept _fds);
for (i = first _socket; i <= last _socket; ++i) {

FD.SET (i, &accept _fds);

}
rc = select (last _socket+1, &accept fds, NULL, NULL, NULL);
if (rc < 1) continue;
new_connection = -1;
for (i = first _socket; i <= last _socket; ++i) {
if (FD _ISSET (i, &accept fds)) {
new_connection = accept (i, NULL, NULL);
if (new _connection != -1) break;
}
}
if (new _connection != -1) break;

}

accept _mutex _off ();
process the new _connection;

The functionsaccept _mutex _on andaccept _mutex _off implement a mutual exclusion semaphore. Only one

child can have the mutex at any time. There are several choices for implementing these mutexes. The choice is defined
in src/conf.h (pre-1.3) orsrc/include/ap _config.h (1.3 or later). Some architectures do not have any
locking choice made, on these architectures it is unsafe to use multipten directives.

The directiveACCEPTMUTEX can be used to change the selected mutex implementation at run-time.
AcceptMutex flock This method uses théock(2)  system call to lock a lock file (located by thedckFILE
directive).

AcceptMutex fentl This method uses tHentl(2) system call to lock a lock file (located by theckFILE
directive).

23http://bugs.apache.org/index/full/467
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AcceptMutex sysvsem (1.3 or later) This method uses SysV-style semaphores to implement the mutex. Unfor-
tunately SysV-style semaphores have some bad side-effects. One is that it's possible Apache will die without
cleaning up the semaphore (see ipes(8) man page). The other is that the semaphore API allows for a
denial of service attack by any CGIs running under the same uid as the websetyvall CGls, unless you use
something like suexec agiwrapper ). For these reasons this method is not used on any architecture except
IRIX (where the previous two are prohibitively expensive on most IRIX boxes).

AcceptMutex pthread (1.3 or later) This method uses POSIX mutexes and should work on any architecture
implementing the full POSIX threads specification, however appears to only work on Solaris (2.5 or later), and
even then only in certain configurations. If you experiment with this you should watch out for your server
hanging and not responding. Static content only servers may work just fine.

AcceptMutex posixsem (2.0 or later) This method uses POSIX semaphores. The semaphore ownership is not
recovered if a thread in the process holding the mutex segfaults, resulting in a hang of the web server.

If your system has another method of serialization which isn’t in the above list then it may be worthwhile adding code
for it to APR.

Another solution that has been considered but never implemented is to partially serialize the loop — that is, let in a
certain number of processes. This would only be of interest on multiprocessor boxes where it's possible multiple
children could run simultaneously, and the serialization actually doesn’t take advantage of the full bandwidth. This is
a possible area of future investigation, but priority remains low because highly parallel web servers are not the norm.

Ideally you should run servers without multidlesTEN statements if you want the highest performance. But read on.

accept Serialization - single socket

The above is fine and dandy for multiple socket servers, but what about single socket servers? In theory they shouldn’t
experience any of these same problems because all children can just bdmtlept(2)  until a connection arrives,

and no starvation results. In practice this hides almost the $apiening behaviour discussed above in the non-
blocking solution. The way that most TCP stacks are implemented, the kernel actually wakes up all processes blocked
in accept when a single connection arrives. One of those processes gets the connection and returns to user-space,
the rest spin in the kernel and go back to sleep when they discover there’s no connection for them. This spinning is
hidden from the user-land code, but it's there nonetheless. This can result in the same load-spiking wasteful behaviour
that a non-blocking solution to the multiple sockets case can.

For this reason we have found that many architectures behave"maely" if we serialize even the single socket

case. So this is actually the default in almost all cases. Crude experiments under Linux (2.0.30 on a dual Pentium
pro 166 w/128Mb RAM) have shown that the serialization of the single socket case causes less than a 3% decrease in
requests per second over unserialized single-socket. But unserialized single-socket showed an extra 100ms latency on
each request. This latency is probably a wash on long haul lines, and only an issue on LANSs. If you want to override
the single socket serialization you can def8I&lGLE_LISTEN _UNSERIALIZED_ACCEPTand then single-socket

servers will not serialize at all.

Lingering Close

As discussed in draft-ietf-http-connection-00*fxsection 8, in order for an HTTP server igliably implement the
protocol it needs to shutdown each direction of the communication independently (recall that a TCP connection is
bi-directional, each half is independent of the other). This fact is often overlooked by other servers, but is correctly
implemented in Apache as of 1.2.

When this feature was added to Apache it caused a flurry of problems on various versions of Unix because of a
shortsightedness. The TCP specification does not state tHaNhBVAIT_2 state has a timeout, but it doesn’t prohibit

24nhttp://www.ics.uci.edu/publietf/http/draft-ietf-http-connection-00.txt
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it. On systems without the timeout, Apache 1.2 induces many sockets stuck foreveFINtIWAIT_2 state. In many

cases this can be avoided by simply upgrading to the latest TCP/IP patches supplied by the vendor. In cases where the
vendor has never released patchies, (SunOS4 — although folks with a source license can patch it themselves) we
have decided to disable this feature.

There are two ways of accomplishing this. One is the socket o@hINGER. But as fate would have it, this has
never been implemented properly in most TCP/IP stacks. Even on those stacks with a proper impleméeatation (
Linux 2.0.31) this method proves to be more expensive (cputime) than the next solution.

For the most part, Apache implements this in a function cditegering  _close (in http _main.c ). The func-
tion looks roughly like this:

void lingering _close (int s)

{
char junk _buffer[2048];
/ = shutdown the sending side */
shutdown (s, 1);
sighal (SIGALRM, lingering _death);
alarm (30);
for (3} {

select (s for reading, 2 second timeout);
if (error) break;

if (s is ready for reading) {
if (read (s, junk _buffer, sizeof (junk _buffer)) <= 0) {
break;
}
/* just toss away whatever is here */
}
}
close (s);

}

This naturally adds some expense at the end of a connection, but it is required for a reliable implementation. As
HTTP/1.1 becomes more prevalent, and all connections are persistent, this expense will be amortized over more
requests. If you want to play with fire and disable this feature you can defildNGCLOSE but this is not recom-
mended at all. In particular, as HTTP/1.1 pipelined persistent connections come iditagesing  _close is an

absolute necessity (and pipelined connections are fasseryou want to support them).

Scoreboard File

Apache’s parent and children communicate with each other through something called the scoreboard. Ideally this
should be implemented in shared memory. For those operating systems that we either have access to, or have been
given detailed ports for, it typically is implemented using shared memory. The rest default to using an on-disk file.
The on-disk file is not only slow, but it is unreliable (and less featured). Perusedimeain/conf.h file for your
architecture and look for eith&d SEMMAPSCOREBOAR®& USESHMGETSCOREBOARDEefining one of those

two (as well as their companiotAVEMMARNIHAVESHMGETespectively) enables the supplied shared memory

code. If your system has another type of shared memory, edit ttedilmain/http _main.c and add the hooks
necessary to use it in Apache. (Send us back a patch too please.)

:>Historical note: The Linux port of Apache didn’t start to use shared memory until version 1.2
of Apache. This oversight resulted in really poor and unreliable behaviour of earlier versions
of Apache on Linux.

25http://www.w3.org/Protocols/HTTP/Performance/Pipeline.html
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DYNAMIC _.MODULE _LIMIT
If you have no intention of using dynamically loaded modules (you probably don't if you're reading this and tun-

ing your server for every last ounce of performance) then you should R NAMICMODULEIMIT=0 when
building your server. This will save RAM that's allocated only for supporting dynamically loaded modules.

Appendix: Detailed Analysis of a Trace

Here is a system call trace of Apache 2.0.38 with the worker MPM on Solaris 8. This trace was collected using:

|truss -l -p httpd _child _pid.

The -l option tells truss to log the ID of the LWP (lightweight process—Solaris’s form of kernel-level thread) that
invokes each system call.

Other systems may have different system call tracing utilities suslrase , ktrace , orpar . They all produce
similar output.

In this trace, a client has requested a 10KB static file from the httpd. Traces of non-static requests or requests with
content negotiation look wildly different (and quite ugly in some cases).

167: accept(3, 0x00200BEC, 0x00200C0C, 1) (sleeping...)
/67: accept(3, 0x00200BEC, 0x00200CO0C, 1) =9

In this trace, the listener thread is running within LWP #67.

:’ Note the lack oficcept(2)  serialization. On this particular platform, the worker MPM uses
an unserialized accept by default unless it is listening on multiple ports.

/65: Iwp_park(0x00000000, 0)

0
167: Iwp_unpark(65, 1) 0

Upon accepting the connection, the listener thread wakes up a worker thread to do the request processing. In this trace,
the worker thread that handles the request is mapped to LWP #65.

/65: getsockname(9, 0x00200BA4, 0x00200BC4, 1) =0

In order to implement virtual hosts, Apache needs to know the local socket address used to accept the connection. It is
possible to eliminate this call in many situations (such as when there are no virtual hosts, drieher directives
are used which do not have wildcard addresses). But no effort has yet been made to do these optimizations.

/65:  brk(0x002170E8)
/65:  brk(0x002190E8)

1 n
o o

Thebrk(2) calls allocate memory from the heap. It is rare to see these in a system call trace, because the httpd
uses custom memory allocatoep( _pool andapr _bucket _alloc ) for most request processing. In this trace,

the httpd has just been started, so it mustgelloc(3)  to get the blocks of raw memory with which to create the
custom memory allocators.
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/65:  fentl(9, F_GETFL, 0x00000000) =2
/65:  fstat64(9, OXFAF7B818) =0
/65: getsockopt(9, 65535, 8192, OxFAF7B918, OXFAF7B910, 2190656) = 0O
/65:  fstat64(9, OXFAF7B818) =0
/65: getsockopt(9, 65535, 8192, OxFAF7B918, OXFAF7B914, 2190656) = 0

/65: setsockopt(9, 65535, 8192, OxFAF7B918, 4, 2190656)

=0
/65: fentl(9, F_SETFL, 0x00000082) =0
Next, the worker thread puts the connection to the client (file descriptor 9) in non-blocking mode. The
setsockopt(2) andgetsockopt(2) calls are a side-effect of how Solaris’s libc handierst!(2) on sock-

ets.

/65: read®, "GET /10Kk.htm"., 8000) = 97

The worker thread reads the request from the client.

/65: stat("/var/httpd/apache/httpd-8999/htdocs/10k.html", OxFAF7B978) = 0
/65: open(“/var/httpd/apache/httpd-8999/htdocs/10k.html", O_RDONLY) = 10

This httpd has been configured wifiptions FollowSymLinks andAllowOverride None . Thusitdoesn't
need tolstat(2) each directory in the path leading up to the requested file, nor checktmrcess files. It
simply callsstat(2)  to verify that the file: 1) exists, and 2) is a regular file, not a directory.

/65: sendfilev(0, 9, 0x00200F90, 2, OxFAF7B53C) = 10269

In this example, the httpd is able to send the HTTP response header and the requested file with a single
sendfilev(2) system call. Sendfile semantics vary among operating systems. On some other systems, it is neces-
sary to do awrite(2)  orwritev(2) call to send the headers before callsendfile(2)

/65: write(4, "1 27 .0.0.1 - ., 78) =78

Thiswrite(2)  call records the request in the access log. Note that one thing missing from this traicea&2a

call. Unlike Apache 1.3, Apache 2.0 usgsttimeofday(3) to look up the time. On some operating systems,
like Linux or Solaris,gettimeofday ~ has an optimized implementation that doesn’t require as much overhead as a
typical system call.

/65: shutdown(9, 1, 1) =0
165: poll(OXFAF7B980, 1, 2000) =1

/65: read(9, OxFAF7BC20, 512) =0
/65: close(9) =0

The worker thread does a lingering close of the connection.

/65: close(10) =0
/65: lwp_park(0x00000000, 0) (sleeping...)
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Finally the worker thread closes the file that it has just delivered and blocks until the listener assigns it another con-
nection.

167: accept(3, 0x001FEB74, Ox001FEB94, 1) (sleeping...)

Meanwhile, the listener thread is able to accept another connection as soon as it has dispatched this connection to
a worker thread (subject to some flow-control logic in the worker MPM that throttles the listener if all the available
workers are busy). Though it isn’'t apparent from this trace, the @aeoept(2) can (and usually does, under high

load conditions) occur in parallel with the worker thread’s handling of the just-accepted connection.
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2.21 URL Rewriting Guide
:Originally written by

Ralf S. Engelschalkrse@apache.org
December 1997

This document supplements tiveoD_REWRITE reference documentation (p59) . It describes how one can use
Apache’sMOD_REWRITE to solve typical URL-based problems with which webmasters are commonly confronted.
We give detailed descriptions on how to solve each problem by configuring URL rewriting rulesets.

Introduction to mod.rewrite

The Apache moduletob _REWRITEs a Killer one, i.e. it is a really sophisticated module which provides a powerful
way to do URL manipulations. With it you can do nearly all types of URL manipulations you ever dreamed about.
The price you have to pay is to accept complexity, because_REWRITES major drawback is that it is not easy to
understand and use for the beginner. And even Apache experts sometimes discover new aspaetstwkerRr I TE

can help.

In other words: Withvob_REWRITE you either shoot yourself in the foot the first time and never use it again or love
it for the rest of your life because of its power. This paper tries to give you a few initial success events to avoid the first
case by presenting already invented solutions to you.

Practical Solutions

Here come a lot of practical solutions I've either invented myself or collected from other people’s solutions in the past.
Feel free to learn the black magic of URL rewriting from these examples.

m ATTENTION: Depending on your server-configuration it can be necessary to slightly change
the examples for your situation, e.g. adding #l] flag when additionally using
MOD_ALIAS and MOD_USERDIR, etc. Or rewriting a ruleset to fit ithtaccess  context
instead of per-server context. Always try to understand what a particular ruleset really does
before you use it. It avoid problems.

URL Layout
Canonical URLs

Description: On some webservers there are more than one URL for a resource. Usually there are canonical URLs
(which should be actually used and distributed) and those which are just shortcuts, internal ones, etc. Indepen-
dent of which URL the user supplied with the request he should finally see the canonical one only.

Solution: We do an external HTTP redirect for all non-canonical URLSs to fix them in the location view of the Browser
and for all subsequent requests. In the example ruleset below we réplsee by the canonicalu/user
and fix a missing trailing slash féu/user

RewriteRule "/ (["+)/?(. *) u/$1/$2  [R]
RewriteRule  “/(fuge])/((N+H)$ /$1/$2/ [R]
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Canonical Hostnames

Description: ...

RewriteCond %{HTTP_HOST} "fully\.qualified\.domain\.name [NC]
RewriteCond %{HTTP_HOST} I'$
Solution: RewriteCond %{SERVER_PORT} !"80%
RewriteRule /(. *) http://fully.qualified.domain.name:%{SERVER_PORT}/$1 [L,R]
RewriteCond %{HTTP_HOST} "fully\.qualified\.domain\.name [NC]
RewriteCond %{HTTP_HOST} !I'$
RewriteRule /(. *) http://fully.qualified.domain.name/$1 [L,R]

Moved DocumentRoot

Description: Usually theDocUMENTROOT of the webserver directly relates to the URL . But often this data is
not really of top-level priority, it is perhaps just one entity of a lot of data pools. For instance at our Intranet sites
there arde/www/ (the homepage for WWW)je/sww/ (the homepage for the Intranet) etc. Now because
the data of th@ 0CUMENTROOT stays afe/www/ we had to make sure that all inlined images and other stuff
inside this data pool work for subsequent requests.

Solution: We redirect the URL to/e/www/ :

RewriteEngine on
RewriteRule  7/$ /e/lwww/ [R]

Note that this can also be handled using REDIRECTMATCH directive:

RedirectMatch “/$ http://example.com/e/www/

Trailing Slash Problem

Description: Every webmaster can sing a song about the problem of the trailing slash on URLSs referencing directo-
ries. If they are missing, the server dumps an error, because if ydlgsan/foo instead of"quux/foo/
then the server searches fdfila namedfoo . And because this file is a directory it complains. Actually it tries
to fix it itself in most of the cases, but sometimes this mechanism need to be emulated by you. For instance after
you have done a lot of complicated URL rewritings to CGlI scripts etc.

Solution: The solution to this subtle problem is to let the server add the trailing slash automatically. To do this
correctly we have to use an external redirect, so the browser correctly requests subsequent images etc. If we
only did a internal rewrite, this would only work for the directory page, but would go wrong when any images are
included into this page with relative URLS, because the browser would request an in-lined object. For instance,
a request foimage.gif  in /"quux/foo/index.html would becomé& quux/image.gif without
the external redirect!

So, to do this trick we write:

RewriteEngine on
RewriteBase mquux/
RewriteRule “foo$ foo/ [R]
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The crazy and lazy can even do the following in the top-lelviziccess  file of their homedir. But notice that
this creates some processing overhead.

RewriteEngine on

RewriteBase Fquux/
RewriteCond %{REQUEST_FILENAME} -d
RewriteRule (NS $1/ [R]

Webcluster through Homogeneous URL Layout

Description: We want to create a homogeneous and consistent URL layout over all WWW servers on a Intranet
webcluster, i.e. all URLs (per definition server local and thus server dependent!) become actuallynserver
dependent What we want is to give the WWW namespace a consistent server-independent layout: no URL
should have to include any physically correct target server. The cluster itself should drive us automatically to
the physical target host.

Solution: First, the knowledge of the target servers come from (distributed) external maps which contain information
where our users, groups and entities stay. The have the form

userl server_of userl
user2 server_of_user2

We put them into filegnap.xxx-to-host . Second we need to instruct all servers to redirect URLs of the
forms

/uluser/anypath
/g/group/anypath
/elentity/anypath

to

http://physical-host/u/user/anypath
http://physical-host/g/group/anypath
http://physical-host/e/entity/anypath

when the URL is not locally valid to a server. The following ruleset does this for us by the help of the map files
(assuming that server0 is a default server which will be used if a user has no entry in the map):
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RewriteEngine on

RewriteMap user-to-host  txt:/path/to/map.user-to-host

RewriteMap group-to-host  txt:/path/to/map.group-to-host

RewriteMap entity-to-host  txt:/path/to/map.entity-to-host

RewriteRule  “u/(["N+)/?(. *)  http://${user-to-host:$1|server0}/u/$1/$2
RewriteRule  “/g/(["/]+)/?(. =) http://${group-to-host:$1|server0}/g/$1/$2
RewriteRule  “/e/(["/]+)/?(. =) http://${entity-to-host:$1|server0}/e/$1/$2
RewriteRule  “/(fuge))/(['1+)/?$ 1$1/$2/ . www/

RewriteRule  “/([uge])/(NH/([.]++)  /$1/$2/. www/$3\

Move Homedirs to Different Webserver

Description: Many webmasters have asked for a solution to the following situation: They wanted to redirect just
all homedirs on a webserver to another webserver. They usually need such things when establishing a newer
webserver which will replace the old one over time.

Solution: The solution is trivial withvob_REWRITE. On the old webserver we just redirect Aliser/anypath
URLSs tohttp://newserver/"user/anypath

RewriteEngine on
RewriteRule  “/(.+) http://newserver/$1 [R,L]

Structured Homedirs

Description: Some sites with thousands of users usually use a structured homedir layout, i.e. each homedir is in
a subdirectory which begins for instance with the first character of the usernaméfosmnypath is
/home/ f /[foo/.www/anypath while /"bar/anypath is/home/ b/bar/.www/anypath

Solution: We use the following ruleset to expand the tilde URLSs into exactly the above layout.

RewriteEngine on
RewriteRule  “/(([a-z])[a-z0-9]+)(. *) /home/$2/$1/ www$3

Filesystem Reorganization

Description: This really is a hardcore example: a Kkiller application which heavily uses per-directory
RewriteRules  to get a smooth look and feel on the Web while its data structure is never touched or ad-
justed. Backgroundnet.swis my archive of freely available Unix software packages, which | started to collect
in 1992. Itis both my hobby and job to to this, because while I'm studying computer science | have also worked
for many years as a system and network administrator in my spare time. Every week | need some sort of software
so | created a deep hierarchy of directories where | stored the packages:
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drwxrwxr-x 2 netsw users 512 Aug 3 18:39 Audio/
drwxrwxr-x 2 netsw users 512 Jul 9 14:37 Benchmark/
drwxrwxr-x 12 netsw users 512 Jul 9 00:34 Crypto/
drwxrwxr-x 5 netsw users 512 Jul 9 00:41 Database/
drwxrwxr-x 4 netsw users 512 Jul 30 19:25 Dicts/
drwxrwxr-x 10 netsw users 512 Jul 9 01:54 Graphic/
drwxrwxr-x 5 netsw users 512 Jul 9 01:58 Hackers/
drwxrwxr-x 8 netsw users 512 Jul 9 03:19 InfoSys/
drwxrwxr-x 3 netsw users 512 Jul 9 03:21 Math/
drwxrwxr-x 3 netsw users 512 Jul 9 03:24 Misc/
drwxrwxr-x 9 netsw users 512 Aug 1 16:33 Network/
drwxrwxr-x 2 netsw users 512 Jul 9 05:53 Office/
drwxrwxr-x 7 netsw users 512 Jul 9 09:24 SoftEng/
drwxrwxr-x 7 netsw users 512 Jul 9 12:17 System/
drwxrwxr-x 12 netsw users 512 Aug 3 20:15 Typesetting/
drwxrwxr-x 10 netsw users 512 Jul 9 14:08 X11/

In July 1996 | decided to make this archive public to the world via a nice Web interfadiee’ means that |
wanted to offer an interface where you can browse directly through the archive hierarchy.nfed means

that | didn't wanted to change anything inside this hierarchy - not even by putting some CGl scripts at the top
of it. Why? Because the above structure should be later accessible via FTP as well, and | didn’t want any Web
or CGl stuff to be there.

Solution: The solution has two parts: The first is a set of CGI scripts which create all the pages at all directory levels
on-the-fly. | put them undee/netsw/.www/ as follows:

-rW-r--r-- 1 netsw users 1318 Aug 1 18:10 .wwwacl
drwxr-xr-x 18 netsw users 512 Aug 5 15:51 DATA/
-"W-TW-rw- 1 netsw users 372982 Aug 5 16:35 LOGFILE
-rW-r--r-- 1 netsw users 659 Aug 4 09:27 TODO

-rW-r--r-- 1 netsw users 5697 Aug 1 18:01 netsw-about.html
-PWXTr-Xr-X 1 netsw users 579 Aug 2 10:33 netsw-access.pl
-PWXT-Xr-X 1 netsw users 1532 Aug 1 17:35 netsw-changes.cgi
-PWXTF-Xr-X 1 netsw users 2866 Aug 5 14:49 netsw-home.cgi
drwxr-xr-x 2 netsw users 512 Jul 8 23:47 netsw-img/
-PWXF-Xr-X 1 netsw users 24050 Aug 5 15:49 netsw-Isdir.cgi
-PWXTr-Xr-X 1 netsw users 1589 Aug 3 18:43 netsw-search.cgi
-PWXTr-Xr-X 1 netsw users 1885 Aug 1 17:41 netsw-tree.cqi
-PW-r--r-- 1 netsw users 234 Jul 30 16:35 netsw-unlimit.Ist

The DATA/ subdirectory holds the above directory structure, i.e. themegswstuff and gets automatically
updated viadist  from time to time. The second part of the problem remains: how to link these two structures
together into one smooth-looking URL tree? We want to hidextA& A/ directory from the user while running

the appropriate CGI scripts for the various URLs. Here is the solution: first | put the following into the per-
directory configuration file in th®ocuMENTROOT of the server to rewrite the announced UREt.sw/  to

the internal patlie/netsw

RewriteRule “net.sw$ net.sw/ [R]
RewriteRule  "net.sw/(. *)$  e/netsw/$l
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The first rule is for requests which miss the trailing slash! The second rule does the real thing. And then comes
the killer configuration which stays in the per-directory config faetsw/.www/.wwwacl

Options ExecCGI FollowSymLinks Includes MultiViews
RewriteEngine on

# we are reached via /net.sw/ prefix
RewriteBase  /net.sw/

# first we rewrite the root dir to

# the handling cgi script

RewriteRule  "$ netsw-home.cgi [L]
RewriteRule  “index\.html$ netsw-home.cgi [L]

# strip out the subdirs when
# the browser requests us from perdir pages

RewriteRule  “.+/(netsw-[/]+/.+)$ $1 [L]

# and now break the rewriting for local files

RewriteRule  “netsw-home\.cgi. * - [L]
RewriteRule  “netsw-changes\.cgi. * - [L]
RewriteRule  "netsw-search\.cgi. * - [L]
RewriteRule  “netsw-tree\.cgi$ - [L]
RewriteRule  “netsw-about\.htmI$ - [L]
RewriteRule  “netsw-img/. *$ - [L]

# anything else is a subdir which gets handled

# by another cgi script

RewriteRule I"netsw-Isdir\.cgi. * - [C]
RewriteRule (. *) netsw-Isdir.cgi/$1

Some hints for interpretation:

1. Notice thel (last) flag and no substitution field-() in the forth part
2. Notice the! (not) character and theé (chain) flag at the first rule in the last part
3. Notice the catch-all pattern in the last rule

NCSA imagemap to Apachemod.imagemap

Description: When switching from the NCSA webserver to the more modern Apache webserver a lot of people want
a smooth transition. So they want pages which use their old Ni@@&8emap program to work under Apache
with the modernvob_IMAGEMAP. The problem is that there are a lot of hyperlinks around which reference
theimagemap program vialcgi-bin/imagemap/path/to/page.map . Under Apache this has to read
just/path/to/page.map

Solution: We use a global rule to remove the prefix on-the-fly for all requests:

RewriteEngine on
RewriteRule “Icgi-bin/imagemap(. *) $1 [PT]
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Search pages in more than one directory
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Description: Sometimes it is necessary to let the webserver search for pages in more than one directory. Here Multi-

Views or other techniques cannot help.

Solution: We program a explicit ruleset which searches for the files in the directories.

RewriteEngine on

#  first try to find it in custom/...

# ..and if found stop and be happy:

RewriteCond lyour/docroot/dirl/%{REQUEST_FILENAME} -f
RewriteRule °(.+) /your/docroot/dirl/$1 [L]

# second try to find it in pub/...

# ..and if found stop and be happy:

RewriteCond /your/docroot/dir2/%{REQUEST_FILENAME} -f
RewriteRule “(.+) /your/docroot/dir2/$1 [L]

# else go on for other Alias or ScriptAlias directives,

#  efc.
RewriteRule  “(.+) - [PT]

Set Environment Variables According To URL Parts

Description: Perhaps you want to keep status information between requests and use the URL to encode it. But you

don’t want to use a CGI wrapper for all pages just to strip out this information.

Solution: We use a rewrite rule to strip out the status information and remember it via an environment variable which
can be later dereferenced from within XSSI or CGI. This way a Ufieb/S=java/bar/ gets translated to

[foo/bar/ and the environment variable nam8@iATUSIs set to the valuéjavd'.

RewriteEngine on
RewriteRule (. IS=([N+H)N(. *) $1/$3 [E=STATUS:$2]

Virtual User Hosts

Description: Assume that you want to provideww.username .host.domain.com for the homepage of user-
name via just DNS A records to the same machine and without any virtualhosts on this machine.

Solution: For HTTP/1.0 requests there is no solution, but for HTTP/1.1 requests which contain a Host: HTTP header

we can use the following ruleset to rewrhép://www.username.host.com/anypath
/home/username/anypath

RewriteEngine on

RewriteCond  %{HTTP_HOST} “www\.[".]+\.host\.com$
RewriteRule  “(.+) %{HTTP_HOST}$1 [C]
RewriteRule  “www\.([".]+)\.host\.com(. *) /home/$1$2

internally to
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Redirect Homedirs For Foreigners

Description: We want to redirect homedir URLSs to another websewsw.somewhere.com when the requesting
user does not stay in the local domamrdomain.com . This is sometimes used in virtual host contexts.

Solution: Just a rewrite condition:

RewriteEngine on
RewriteCond %{REMOTE_HOST} !".+\.ourdomain\.com$
RewriteRule  “(/".+) http://www.somewhere.com/$1 [R,L]

Redirect Failing URLs To Other Webserver

Description: A typical FAQ about URL rewriting is how to redirect failing requests on webserver A to webserver
B. Usually this is done vi&ERRORDOCUMENT CGl-scripts in Perl, but there is alsavedbD_REWRITE solution.
But notice that this performs more poorly than usingE®RORDOCUMENT CGI-script!

Solution: The first solution has the best performance but less flexibility, and is less error safe:

RewriteEngine on
RewriteCond  /your/docroot/%{REQUEST_FILENAME} !-f
RewriteRule  “(.+) http://webserverB.dom/$1

The problem here is that this will only work for pages inside BecuUMENTROOT. While you can add more
Conditions (for instance to also handle homedirs, etc.) there is better variant:

RewriteEngine on
RewriteCond %{REQUEST_URI} !-U
RewriteRule  “(.+) http://webserverB.dom/$1

This uses the URL look-ahead featuremidD_REWRITE. The result is that this will work for all types of URLs

and is a safe way. But it does a performance impact on the webserver, because for every request there is one
more internal subrequest. So, if your webserver runs on a powerful CPU, use this one. If it is a slow machine,
use the first approach or betteEeRRORDOCUMENT CGI-script.

Extended Redirection

Description: Sometimes we need more control (concerning the character escaping mechanism) of URLs on redirects.
Usually the Apache kernels URL escape function also escapes anchors, i.e. URLsl#kachor" . 'You
cannot use this directly on redirects withDD_REWRITE because therri _escape() function of Apache
would also escape the hash character. How can we redirect to such a URL?

Solution: We have to use a kludge by the use of a NPH-CGI script which does the redirect itself. Because here no
escaping is done (NPH=non-parseable headers). First we introduce a new URL scbdimeet: by the
following per-server config-line (should be one of the last rewrite rules):
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RewriteRule “xredirect:(.+) /path/to/nph-xredirect.cgi/$1 \
[T=application/x-httpd-cgi,L]

This forces all URLSs prefixed witkredirect: to be piped through theph-xredirect.cgi program.
And this program just looks like:

#l/path/to/perl

##

## nph-xredirect.cgi -- NPH/CGI script for extended redirects
## Copyright (c) 1997 Ralf S. Engelschall, All Rights Reserved.
##

$ = 1,

$url = $ENV{PATH_INFO};

print "HTTP/1.0 302 Moved Temporarily\n";

print "Server: $ENV{'SERVER_SOFTWARE\n";

print "Location: $url\n";

print "Content-type: text/htmi\n";

print "\n";

print "<html>\n";

print "<head>\n";

print "<titte>302 Moved Temporarily (EXTENDED)</title>\n";
print "</head>\n";

print "<body>\n";

print "<hl1>Moved Temporarily (EXTENDED)</h1>\n";

print "The document has moved <a HREF=\"$url\">here</a>.<p>\n",
print "</body>\n";

print "</html>\n";

#HEOF##

This provides you with the functionality to do redirects to all URL schemes, i.e. including the one which are not
directly accepted bmoD_REWRITE. For instance you can now also redirechwvs:newsgroup via

RewriteRule “anyurl xredirect:news:newsgroup

i Notice: You have not to pyR] or[R,L] tothe above rule because tkedirect: need
to be expanded later by our specigipe through rule above.

Archive Access Multiplexer

Description: Do you know the great CPAN (Comprehensive Perl Archive Network) under
http://www.perl.com/CPAN? This does a redirect to one of several FTP servers around the world
which carry a CPAN mirror and is approximately near the location of the requesting client. Actually this can
be called an FTP access multiplexing service. While CPAN runs via CGI scripts, how can a similar approach
implemented viamOD_REWRITE?
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Solution: First we notice that from version 3.0MOD_REWRITE can also use thdtp:"  scheme on redirects. And
second, the location approximation can be done IRE&RITEMAP over the top-level domain of the client.
With a tricky chained ruleset we can use this top-level domain as a key to our multiplexing map.

RewriteEngine on

RewriteMap multiplex txt:/path/to/map.cxan

RewriteRule  “/CxAN/(. *) %{REMOTE_HOST}::$1 [C]
RewriteRule  ~.+\.([a-zA-Z]+)::(. *)$  ${multiplex:$1|ftp.default.dom}$2 [R,L]

##

## map.cxan -- Multiplexing Map for CxAN

##

de ftp://ftp.cxan.de/CxAN/

uk ftp://ftp.cxan.uk/CxAN/

com ftp://ftp.cxan.com/CxAN/

HHEOF##

Time-Dependent Rewriting

Description: When tricks like time-dependent content should happen a lot of webmasters still use CGI scripts which
do for instance redirects to specialized pages. How can it be domeonarREWRITE?

Solution: There are a lot of variables nama@dME _xxx for rewrite conditions. In conjunction with the special
lexicographic comparison patteraeSTRING, >STRINGand=STRINGwe can do time-dependent redirects:

RewriteEngine on

RewriteCond  %{TIME_HOUR}%({TIME_MIN} >0700
RewriteCond  %{TIME_HOUR}%{TIME_MIN} <1900
RewriteRule  “foo\.htmiI$ foo.day.html
RewriteRule “foo\.html$ foo.night.html

This provides the content dbo.day.html under the URLfoo.html ~ from 07:00-19:00 and at the
remaining time the contents @o.night.html . Just a nice feature for a homepage...

Backward Compatibility for YYYY to XXXX migration

Description: How can we make URLs backward compatible (still existing virtually) after migrating
document.YYYY todocument.XXXX , e.g. after translating a bunch ¢tml files to.phtml ?

Solution: We just rewrite the name to its basename and test for existence of the new extension. If it exists, we take
that name, else we rewrite the URL to its original state.
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#  backward compatibility ruleset for

#  rewriting document.html to document.phtml

# when and only when document.phtml exists

#  but no longer document.html

RewriteEngine on

RewriteBase  /"quux/

#  parse out basename, but remember the fact

RewriteRule (. *)\.htmI$ $1 [C,E=WasHTML:yes]
#  rewrite to document.phtml if exists

RewriteCond %{REQUEST_FILENAME}.phtml -f

RewriteRule  “(. *)$ $1.phtml [S=1]
#  else reverse the previous basename cutout
RewriteCond  %{ENV:WasHTML} “yes$

RewriteRule (. *)$ $1.html

Content Handling
From Old to New (intern)

Description: Assume we have recently renamed the pfogehtml  to bar.html  and now want to provide the
old URL for backward compatibility. Actually we want that users of the old URL even not recognize that the
pages was renamed.

Solution: We rewrite the old URL to the new one internally via the following rule:

RewriteEngine on
RewriteBase Fquux/
RewriteRule “foo\.htmiI$  bar.html

From Old to New (extern)

Description: Assume again that we have recently renamed the fagbétml to bar.html and now want to
provide the old URL for backward compatibility. But this time we want that the users of the old URL get hinted
to the new one, i.e. their browsers Location field should change, too.

Solution: We force a HTTP redirect to the new URL which leads to a change of the browsers and thus the users view:

RewriteEngine on
RewriteBase I"quux/
RewriteRule “foo\.htmI$ bar.html [R]

Browser Dependent Content

Description: At least for important top-level pages it is sometimes necessary to provide the optimum of browser
dependent content, i.e. one has to provide a maximum version for the latest Netscape variants, a minimum
version for the Lynx browsers and a average feature version for all others.
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Solution: We cannot use content negotiation because the browsers do not provide their type in that form. Instead
we have to act on the HTTP headedser-Agent. The following condig does the following: If the HTTP
header' User-Agent begins with" Mozilla/3" , the pagdoo.html is rewritten tofoo.NS.html  and and
the rewriting stops. If the browser’ldynx" or" Mozilla" of version 1 or 2 the URL becoméso.20.html
All other browsers receive padeo.32.html . This is done by the following ruleset:

RewriteCond %{HTTP_USER_AGENT} "Mozilla/3. *

RewriteRule “foo\.html$ foo.NS.html [L]
RewriteCond %{HTTP_USER_AGENT} “Lynx/. = [OR]
RewriteCond %{HTTP_USER_AGENT} “Mozilla/[12]. *
RewriteRule “foo\.html$ f00.20.html [L]
RewriteRule “foo\.html$ f00.32.html [L]

Dynamic Mirror

Description: Assume there are nice webpages on remote hosts we want to bring into our namespace. For FTP servers
we would use thenirror  program which actually maintains an explicit up-to-date copy of the remote data on
the local machine. For a webserver we could use the prograincopy which acts similar via HTTP. But both
techniques have one major drawback: The local copy is always just as up-to-date as often we run the program. It
would be much better if the mirror is not a static one we have to establish explicitly. Instead we want a dynamic
mirror with data which gets updated automatically when there is need (updated data on the remote host).

Solution: To provide this feature we map the remote webpage or even the complete remote webarea to our namespace
by the use of the Proxy Throughput feature (I ):

RewriteEngine on
RewriteBase mquux/
RewriteRule “hotsheet/(. *)$  http://www.tstimpreso.com/hotsheet/$1  [P]

RewriteEngine on
RewriteBase "quux/
RewriteRule “usa-news\.html$  http://www.quux-corp.com/news/index.html  [P]

Reverse Dynamic Mirror

Description: ...

Solution: RewriteEngine on
RewriteCond  /mirror/of/remotesite/$1 -U
RewriteRule  “http://www\.remotesite\.com/(. *)$ /mirror/of/remotesite/$1
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Retrieve Missing Data from Intranet

Description: This is a tricky way of virtually running a corporate (external) Internet webserver
(www.quux-corp.dom ), while actually keeping and maintaining its data on a (internal) Intranet
webserver Www2.quux-corp.dom ) which is protected by a firewall. The trick is that on the external
webserver we retrieve the requested data on-the-fly from the internal one.

Solution: First, we have to make sure that our firewall still protects the internal webserver and that only the external
webserver is allowed to retrieve data from it. For a packet-filtering firewall we could for instance configure a
firewall ruleset like the following:

ALLOW Host www.quux-corp.dom Port >1024 --> Host www2.quux-corp.dom Port 80
DENY Host * Port = --> Host www2.quux-corp.dom Port 80

Just adjust it to your actual configuration syntax. Now we can establishalbpeREwRITE rules which request
the missing data in the background through the proxy throughput feature:

RewriteRule “/"(["/]+)/?(. *) /home/$1/. www/$2

RewriteCond %{REQUEST_FILENAME} I-f

RewriteCond %{REQUEST_FILENAME} I-d

RewriteRule “/home/([/]+)/.www/?(. *)  http://www2.quux-corp.dom/"$1/pub/$2 [P]

Load Balancing

Description: Suppose we want to load balance the traffistow.foo.com overwww[0-5].foo.com (atotal of
6 servers). How can this be done?

Solution: There are a lot of possible solutions for this problem. We will discuss first a commonly known DNS-based
variant and then the special one witloD_REWRITE:

1. DNS Round-Robin

The simplest method for load-balancing is to use the DNS round-robin featBEN@f. Here you just
configurewww|[0-9].foo.com as usual in your DNS with A(address) records, e.g.

wwwO IN A 1.2.3.1
wwwl IN A 1.2.3.2
www?2 IN A 1.2.3.3
www3 IN A 1.2.34
www4 IN A 1.2.3.5
www5 IN A 1.2.3.6

Then you additionally add the following entry:

WWW IN CNAME wwwO0.foo.com.
IN  CNAME www1.foo.com.
IN CNAME www?2.foo.com.
IN CNAME www3.foo.com.
IN  CNAME www4.foo.com.
IN CNAME www5.foo.com.
IN CNAME www6.foo.com.
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Notice that this seems wrong, but is actually an intended featuBiNiD and can be used in this way.
However, now whemvww.foo.com gets resolvedBIND gives outwwwO-www6- but in a slightly per-
mutated/rotated order every time. This way the clients are spread over the various servers. But notice
that this not a perfect load balancing scheme, because DNS resolve information gets cached by the other
nameservers on the net, so once a client has reselwedfoo.com to a particulawwwN.foo.com , all
subsequent requests also go to this particular nammeN.foo.com . But the final result is ok, because

the total sum of the requests are really spread over the various webservers.

. DNS Load-Balancing

A sophisticated DNS-based method for load-balancing is to use the prélgmamed which can be found
at http://www.stanford.edu/"schemers/docs/Ibnamed/Ibnamed®hitris a Perl 5 program in conjunction
with auxilliary tools which provides a real load-balancing for DNS.

. Proxy Throughput Round-Robin

In this variant we us@oD_REWRITEand its proxy throughput feature. First we dedicaten0.foo.com
to be actuallywww.foo.com by using a single

WWwW IN CNAME wwwO.foo.com.

entry in the DNS. Then we convervwO0.foo.com to a proxy-only server, i.e. we configure this machine
so all arriving URLSs are just pushed through the internal proxy to one of the 5 other sevvard {www?5.
To accomplish this we first establish a ruleset which contacts a load balancindlsgiipt for all URLs.

RewriteEngine on
RewriteMap Ib prg:/path/to/lb.pl
RewriteRule  “/(.+)$ ${lb:$1} [P,L]

Then we writdb.pl

#l/path/to/perl

##

## Ib.pl -- load balancing script

##

$l = 1

$name = "www"; # the hostname base

$first = 1; # the first server (not 0 here, because 0 is myself)
$last = 5; # the last server in the round-robin

$domain = "foo.dom"; # the domainname

$cnt = 0;

while (<STDIN>) {
$cnt = (($cnt+l) % ($last+1-$first));
$server = sprintf("%s%d.%s", $name, $cnt+$first, $domain);
print "http://$server/$_";

}

H#HEOF##

:>A last notice: Why is this useful? Seems like/w0.foo.com still is overloaded? The answer
is yes, it is overloaded, but with plain proxy throughput requests, only! All SSI, CGl, ePerl,
etc. processing is completely done on the other machines. This is the essential point.

26http://www.stanford.edu/"schemers/docs/lonamed/Ibnamed.html
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4. Hardware/TCP Round-Robin
There is a hardware solution available, too. Cisco has a beast called LocalDirector which does a load
balancing at the TCP/IP level. Actually this is some sort of a circuit level gateway in front of a webcluster.
If you have enough money and really need a solution with high performance, use this one.

New MIME-type, New Service

Description: On the net there are a lot of nifty CGI programs. But their usage is usually boring, so a lot of webmaster
don't use them. Even Apache’s Action handler feature for MIME-types is only appropriate when the CGI
programs don't need special URLs (actuaATHINFO and QUERYSTRINGS as their input. First, let
us configure a new file type with extensiastgi (for secure CGI) which will be processed by the popular
cgiwrap program. The problem here is that for instance we use a Homogeneous URL Layout (see above) a

file inside the user homedirs has the URIluser/foo/bar.scgi . Butcgiwrap needs the URL in the
form "'user/foo/bar.scgi/ . The following rule solves the problem:
RewriteRule “/[ugel/(["N+)\.www/(.+)\.scgi(. *) L.

... linternal/cgi/user/cgiwrap/"$1/$2.scgi$3 [NS,T=application/x-http-cgi]

Or assume we have some more nifty programswlog (which displays theccess.log  for a URL subtree
andwwwidx (which runs Glimpse on a URL subtree). We have to provide the URL area to these programs so
they know on which area they have to act on. But usually this ugly, because they are all the times still requested
from that areas, i.e. typically we would run teewidx program from within/u/user/foo/ via hyperlink

to

/internal/cgi/user/swwidx?i=/u/user/foo/

which is ugly. Because we have to hard-cdmeh the location of the areand the location of the CGl inside
the hyperlink. When we have to reorganize the area, we spend a lot of time changing the various hyperlinks.

Solution: The solution here is to provide a special new URL format which automatically leads to the proper CGI
invocation. We configure the following:

RewriteRule  “/(Juge])/(["/]+)(/?. *)\ *  [internal/cgi/user/wwwidx?i=/$1/$2$3/

RewriteRule  “/([ugel)/(["1+)(/?. *):log /internal/cgi/user/wwwlog?f=/$1/$2$3
Now the hyperlink to search at/user/foo/ reads only

HREF="+"

which internally gets automatically transformed to

/internal/cgi/user/wwwidx?i=/u/user/foo/

The same approach leads to an invocation for the access log CGI program when the hylpgrlirdgets used.
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From Static to Dynamic

Description: How can we transform a static pafg.html  into a dynamic variantoo.cgi  in a seamless way,
i.e. without notice by the browser/user.

Solution: We just rewrite the URL to the CGl-script and force the correct MIME-type so it gets really run as a CGl-
script. This way a request foquux/foo.html internally leads to the invocation éiquux/foo.cgi

RewriteEngine on
RewriteBase rquux/
RewriteRule “foo\.html$ foo.cgi [T=application/x-httpd-cgi]

On-the-fly Content-Regeneration

Description: Here comes a really esoteric feature: Dynamically generated but statically served pages, i.e. pages
should be delivered as pure static pages (read from the filesystem and just passed through), but they have to
be generated dynamically by the webserver if missing. This way you can have CGl-generated pages which are
statically served unless one (or a cronjob) removes the static contents. Then the contents gets refreshed.

Solution: This is done via the following ruleset:

RewriteCond %{REQUEST_FILENAME} Is
RewriteRule “page\.html$ page.cgi [T=application/x-httpd-cgi,L]

Here a request tpage.html leads to a internal run of a correspondipage.cgi  if page.html is still
missing or has filesize null. The trick here is thmtge.cgi  is a usual CGI script which (additionally to
its STDOUT writes its output to the filgpage.html . Once it was run, the server sends out the data of
page.html . When the webmaster wants to force a refresh the contents, he just repageekstm|  (usually
done by a cronjob).

Document With Autorefresh

Description: Wouldn't it be nice while creating a complex webpage if the webbrowser would automatically refresh
the page every time we write a new version from within our editor? Impossible?

Solution: No! We just combine the MIME multipart feature, the webserver NPH feature and the URL manipulation
power ofMOD_REWRITE. First, we establish a new URL feature: Adding justiresh  to any URL causes
this to be refreshed every time it gets updated on the filesystem.

RewriteRule  “(/Juge]/[/]+/?. *):refresh  /internal/cgi/apache/nph-refresh?f=$1

Now when we reference the URL

/ulfoo/bar/page.html:refresh
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this leads to the internal invocation of the URL

/internal/cgi/apache/nph-refresh?f=/u/foo/bar/page.html

The only missing part is the NPH-CGI script. Although one would usually' $efy as an exercise to the reatier
;-) I will provide this, too.
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#!/swibin/perl

H#it

## nph-refresh -- NPH/CGI script for auto refreshing pages

## Copyright (c) 1997 Ralf S. Engelschall, All Rights Reserved.
H#it

$ = 1,

#  split the QUERY_STRING variable
@pairs = split(/&/, SENV{QUERY_STRINGY);
foreach $pair (@pairs) {
($name, $value) = split(/=/, $pair);
$name =" tr/A-Zla-z/;
$name = 'QS_’ . $name;
$value =" s/%([a-fA-FO-9][a-fA-F0-9])/pack("C", hex($1))/eg;
eval "\$$name = \"$value\"’;

}
$QS s = 1 if ($QS_s eq 7);
$QS_n = 3600 if ($QS_n eq ");
if (3QS_f eq ") {
print "HTTP/1.0 200 OK\n";
print "Content-type: text/htmi\n\n";
print "&It;b&gt;ERROR&It;/b&gt;: No file given\n®;

exit(0);
}
if (! -f $QS_1) {
print "HTTP/1.0 200 OK\n";
print "Content-type: text/htm\n\n";
print "&It;b&gt;ERROR&It;/b&gt;: File $QS_f not found\n";
exit(0);
}

sub print_http_headers_multipart_begin {
print "HTTP/1.0 200 OK\n";
$bound = "ThisRandomString12345";
print "Content-type: multipart/x-mixed-replace;boundary=$bound\n”;
&print_http_headers_multipart_next;

sub print_http_headers_multipart_next {
print "\n--$bound\n";

sub print_http_headers_multipart_end {
print "\n--$bound--\n";

sub displayhtml {
local($buffer) = @_;
$len = length($buffer);
print "Content-type: text/htmi\n";
print "Content-length: $len\n\n";
print $buffer;

sub readfile {
local($file) = @_;
local( *FP, $size, $buffer, $bytes);
(Bx, Bx, $x, $x, $x, $x, $x, $size) = stat($file);
$size = sprintf("%d", $size);
open(FP, "&lt;$file");
$bytes = sysread(FP, $buffer, $size);
close(FP);
return $buffer;
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Mass Virtual Hosting

Description: The <VIRTUALHOST> feature of Apache is nice and works great when you just have a few dozens
virtual hosts. But when you are an ISP and have hundreds of virtual hosts to provide this feature is not the best
choice.

Solution: To provide this feature we map the remote webpage or even the complete remote webarea to our namespace
by the use of the Proxy Throughput feature (flRg ):

#i#

## vhost.map

#t

www.vhostl.dom:80 /path/to/docroot/vhostl
www.vhost2.dom:80 /path/to/docroot/vhost2

www.vhostN.dom:80 /path/to/docroot/vhostN
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##
## httpd.conf
##

# use the canonical hosthame on redirects, etc.
UseCanonicalName on

# add the virtual host in front of the CLF-format
CustomLog /path/to/access_log "%{VHOST}e %h %l %u %t \"%rn\" %>s %b"

#  enable the rewriting engine in the main server
RewriteEngine on

#  define two maps: one for fixing the URL and one which defines
#  the available virtual hosts with their corresponding

# DocumentRoot.

RewriteMap lowercase int:tolower

RewriteMap vhost txt:/path/to/vhost.map

# Now do the actual virtual host mapping

# via a huge and complicated single rule:

#

# 1. make sure we don't map for common locations
RewriteCond %{REQUEST_URL} !"Jcommonurll/. *
RewriteCond %{REQUEST_URL} !"Jcommonurl2/. *

RewriteCond %{REQUEST_URL} !"/commonurIN/. *

#

# 2. make sure we have a Host header, because
# currently our approach only supports

# virtual hosting through this header
RewriteCond  %{HTTP_HOST} !I'$

#

# 3. lowercase the hostname
RewriteCond  ${lowercase:%{HTTP_HOST}INONE} “(.+)$

#

# 4. lookup this hostname in vhost.map and

# remember it only when it is a path

# (and not "NONE" from above)

RewriteCond  ${vhost:%1} (/. *)$

#

# 5. finally we can map the URL to its docroot location
# and remember the virtual host for logging puposes

RewriteRule  “/(. *)$  %1/$1 [E=VHOST:${lowercase:%{HTTP_HOST}}]

Access Restriction

Blocking of Robots

Description: How can we block a really annoying robot from retrieving pages of a specific webarea? A
/robots.txt file containing entries of th& Robot Exclusion Protocblis typically not enough to get rid
of such a robot.
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Solution: We use a ruleset which forbids the URLSs of the webdfgaux/foo/arc/ (perhaps a very deep direc-
tory indexed area where the robot traversal would create big server load). We have to make sure that we forbid
access only to the particular robot, i.e. just forbidding the host where the robot runs is not enough. This would
block users from this host, too. We accomplish this by also matching the User-Agent HTTP header information.

RewriteCond %{HTTP_USER_AGENT} “NameOfBadRobot. =*
RewriteCond %{REMOTE_ADDR} "123\.45\.67\.[8-9]$
RewriteRule “/"quux/foo/arc/.+ - [F]

Blocked Inline-Images

Description: Assume we have undéttp://www.quux-corp.de/"quux/ some pages with inlined GIF
graphics. These graphics are nice, so others directly incorporate them via hyperlinks to their pages. We don't
like this practice because it adds useless traffic to our server.

Solution: While we cannot 100% protect the images from inclusion, we can at least restrict the cases where the
browser sends a HTTP Referer header.

RewriteCond %{HTTP_REFERER} !'$

RewriteCond %{HTTP_REFERER} !"http://www.quux-corp.de/"quux/. *$ [NC]
RewriteRule . *\.gif$ - [F]
RewriteCond %{HTTP_REFERER} '$

RewriteCond %{HTTP_REFERER} 1. *[foo-with-gif\.htmI$

RewriteRule “inlined-in-foo\.gif$ - [F]

Host Deny

Description: How can we forbid a list of externally configured hosts from using our server?

Solution: For Apache>= 1.3b6:

RewriteEngine on

RewriteMap hosts-deny txt:/path/to/hosts.deny

RewriteCond ${hosts-deny:%{REMOTE_HOST}|NOT-FOUND} =NOT-FOUND [OR]
RewriteCond ${hosts-deny:%{REMOTE_ADDR}INOT-FOUND} !=NOT-FOUND
RewriteRule 7. * - [F]

For Apache<= 1.3b6:
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RewriteEngine on

RewriteMap hosts-deny  txt:/path/to/hosts.deny

RewriteRule /(. *)$ ${hosts-deny:%{REMOTE_HOST}|NOT-FOUND}/$1
RewriteRule I"NOT-FOUND/. * - [F]

RewriteRule  "NOT-FOUND/(.  *)$ ${hosts-deny:%{REMOTE_ADDR}|NOT-FOUND}/$1
RewriteRule I"NOT-FOUND!/. * - [F]
RewriteRule ~ "NOT-FOUND/(.  *)$ /$1

#t

## hosts.deny

Ht

## ATTENTION! This is a map, not a list, even when we treat it as such.
#Ht mod_rewrite parses it for key/value pairs, so at least a

## dummy value "-" must be present for each entry.
##

193.102.180.41 -
bsdtil.sdm.de -
192.76.162.40 -

Proxy Deny

Description: How can we forbid a certain host or even a user of a special host from using the Apache proxy?

Solution: We first have to make sureoD_REWRITE is below(!) MOD_PROXY in the Configuration file when com-
piling the Apache webserver. This way it gets caltedoremoD_PROXY. Then we configure the following for
a host-dependent deny...

RewriteCond %{REMOTE_HOST} “badhost\.mydomain\.com$
RewriteRule !"http://["/.]\.mydomain.com. * - [F]

...and this one for a user@host-dependent deny:

RewriteCond %{REMOTE_IDENT}@%{REMOTE_HOST} “badguy@badhost\.mydomain\.com$
RewriteRule !"http://[*/.]\.mydomain.com. * - [F]

Special Authentication Variant

Description: Sometimes a very special authentication is needed, for instance a authentication which checks for a set
of explicitly configured users. Only these should receive access and without explicit prompting (which would
occur when using the Basic Auth viesoD_AUTH_BASIC).

Solution: We use a list of rewrite conditions to exclude all except our friends:
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RewriteCond %{REMOTE_IDENT}@%{REMOTE_HOST} !"friendl@clientl.quux-corp\.com$
RewriteCond %{REMOTE_IDENT}@%{REMOTE_HOST} !"friend2@client2.quux-corp\.com$
RewriteCond %{REMOTE_IDENT}@%{REMOTE_HOST} !"friend3@client3.quux-corp\.com$
RewriteRule “/"quux/only-for-friends/ - [F]

Referer-based Deflector

Description: How can we program a flexible URL Deflector which acts on'tikeferef HTTP header and can be
configured with as many referring pages as we like?

Solution: Use the following really tricky ruleset...

RewriteMap deflector txt:/path/to/deflector.map

RewriteCond %{HTTP_REFERER} ="'
RewriteCond ${deflector:%{HTTP_REFERER}} "-$
RewriteRule *. = 9%{HTTP_REFERER} [R,L]

RewriteCond %{HTTP_REFERER} !=""
RewriteCond ${deflector:%{HTTP_REFERER}INOT-FOUND} !=NOT-FOUND
RewriteRule ~ * ${deflector:%{HTTP_REFERER}} [R,L]

... in conjunction with a corresponding rewrite map:

#Ht
## deflector.map
#it

http://www.badguys.com/bad/index.html -

http://www.badguys.com/bad/index2.html -
http://www.badguys.com/bad/index3.html http://somewhere.com/

This automatically redirects the request back to the referring page (Wheis used as the value in the map)
or to a specific URL (when an URL is specified in the map as the second argument).

Other

External Rewriting Engine

Description: A FAQ: How can we solve the FOO/BAR/QUUX/etc. problem? There seems no solution by the use of
MOD_REWRITE...

Solution: Use an externdREWRITEMAP, i.e. a program which acts likeREWRITEMAP. It is run once on startup
of Apache receives the requested URLsSSFDIN and has to put the resulting (usually rewritten) URL on
STDOUT(same order!).
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RewriteEngine on

RewriteMap quux-map prg:/path/to/map.quux.pl
RewriteRule  “/“quux/(. *)$  Mquux/${quux-map:$1}
#!/path/to/perl

#  disable buffered I/O which would lead
#  to deadloops for the Apache server
$ = 1

# read URLs one per line from stdin and
#  generate substitution URL on stdout
while (<>) {

s|*foo/|barl/|;

print $_;
}

This is a demonstration-only example and just rewrites all URdpsux/fool/... to /"quux/bar/...
Actually you can program whatever you like. But notice that while such maps casduialso by an average
user, only the system administrator adefineit.
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3.1 Apache Virtual Host documentation

The term Virtual Host refers to the practice of running more than one web site (swalnvasompanyl.com and
www.company2.com ) on a single machine. Virtual hosts can 'b-based (p132 ", meaning that you have a
different IP address for every web site,"arame-based (.29 ", meaning that you have multiple names running on
each IP address. The fact that they are running on the same physical server is not apparent to the end user.

Apache was one of the first servers to support IP-based virtual hosts right out of the box. Versions 1.1 and later of
Apache support both IP-based and name-based virtual hosts (vhosts). The latter variant of virtual hosts is sometimes
also callechost-basear non-IP virtual hosts

Below is a list of documentation pages which explain all details of virtual host support in Apache version 1.3 and later.
See also

e MOD_VHOST_ALIAS

e Name-based virtual hosts (p29)
e |IP-based virtual hosts (132
Virtual host examples (139

File descriptor limits (p152)
Mass virtual hosting (p134)
Details of host matching (1.47)

Virtual Host Support

e Name-based Virtual Hosts (129 (More than one web site per IP address)
IP-based Virtual Hosts (.32 (An IP address for each web site)

Virtual Host examples for common setups 189

File Descriptor Limits (p152) (or, Too many log files

Dynamically Configured Mass Virtual Hosting (p34)
In-Depth Discussion of Virtual Host Matching (p47)

Configuration directives

o <VIRTUALHOST>
e NAMEVIRTUALHOST
SERVERNAME

SERVERALIAS

e SERVERPATH

If you are trying to debug your virtual host configuration, you may find the ApaBheommand line switch useful.
That is, type the following command:

’/usr/local/apacheZ/bin/httpd -S

This command will dump out a description of how Apache parsed the configuration file. Careful examination of the
IP addresses and server names may help uncover configuration mistakes. (See the docs for the httpd program for other
command line options)
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3.2 Name-based Virtual Host Support

This document describes when and how to use name-based virtual hosts.

See also

e |IP-based Virtual Host Support (32

An In-Depth Discussion of Virtual Host Matching (p47)
Dynamically configured mass virtual hosting ({34
Virtual Host examples for common setups {39
ServerPath configuration example {39

Name-based vs. IP-based Virtual Hosts

IP-based virtual hosts use the IP address of the connection to determine the correct virtual host to serve. Therefore

you need to have a separate IP address for each host. With name-based virtual hosting, the server relies on the client
to report the hostname as part of the HTTP headers. Using this technique, many different hosts can share the same IP
address.

Name-based virtual hosting is usually simpler, since you need only configure your DNS server to map each hostname
to the correct IP address and then configure the Apache HTTP Server to recognize the different hostnames. Name-
based virtual hosting also eases the demand for scarce IP addresses. Therefore you should use name-based virtual
hosting unless there is a specific reason to choose IP-based virtual hosting. Some reasons why you might consider
using IP-based virtual hosting:

e Some ancient clients are not compatible with name-based virtual hosting. For name-based virtual hosting to
work, the client must send the HTTP Host header. This is required by HTTP/1.1, and is implemented by all
modern HTTP/1.0 browsers as an extension. If you need to support obsolete clients and still use name-based
virtual hosting, a possible technique is discussed at the end of this document.

e Name-based virtual hosting cannot be used with SSL secure servers because of the nature of the SSL protocol.

e Some operating systems and network equipment implement bandwidth management techniques that cannot
differentiate between hosts unless they are on separate IP addresses.

Using Name-based Virtual Hosts

Related Modules Related Directives

CORE DoCUMENTROOT
NAMEVIRTUALHOST
SERVERALIAS
SERVERNAME
SERVERPATH
<VIRTUALHOST>

To use name-based virtual hosting, you must designate the IP address (and possibly port) on the server that will be
accepting requests for the hosts. This is configured usindNtheeV IRTUALHOST directive. In the normal case

where any and all IP addresses on the server should be used, you eaasde argument tNAMEV IRTUALHOST.

If you're planning to use multiple ports (e.g. running SSL) you should add a Port to the argument, su8b as

Note that mentioning an IP address iNaMEVIRTUAL HOST directive does not automatically make the server listen

to that IP address. See Setting which addresses and ports Apache usgs@gpmore details. In addition, any IP
address specified here must be associated with a network interface on the server.
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The next step is to createadv IRTUAL HOST> block for each different host that you would like to serve. The argument
to the<VIRTUALHOST> directive should be the same as the argument tiNthiee VIRTUAL HOST directive (ie, an

IP address, or for all addresses). Inside eaefVIRTUAL HOST> block, you will need at minimum 8ERVERNAME
directive to designate which host is served anD@UMENTROOT directive to show where in the filesystem the
content for that host lives.

=———>Main host goes away

If you are adding virtual hosts to an existing web server, you must also creat@rr UAL -
HosT> block for the existing host. ThEERVERNAME and DOCUMENTROOT included in
this virtual host should be the same as the gl@mtvERNAME andDOCUMENTROOT. List
this virtual host first in the configuration file so that it will act as the default host.

For example, suppose that you are serving the domainv.domain.tld and you wish to add the virtual
host www.otherdomain.tld , which points at the same IP address. Then you simply add the following to
httpd.conf

NameVirtualHost *:80

<VirtualHost *:80 >

ServerName www.domain.tld
ServerAlias domain.tld * domain.tld
DocumentRoot /www/domain

</VirtualHost >
<VirtualHost *:80 >

ServerName www.otherdomain.tld
DocumentRoot /www/otherdomain

</VirtualHost >

You can alternatively specify an explicit IP address in place oftireboth theNAMEVIRTUALHOSTand<VIRTU-
ALHosST> directives. For example, you might want to do this in order to run some name-based virtual hosts on one
IP address, and either IP-based, or another set of name-based virtual hosts on another address.

Many servers want to be accessible by more than one name. This is possible VHRIIERA LIAS directive, placed
inside the<VIRTUALHOST> section. For example in the firstVIRTUALHOST> block above, théSERVERALIAS
directive indicates that the listed names are other names which people can use to see that same web site:

] ServerAlias domain.tld * . domain.tld \

then requests for all hosts in tdemain.tld  domain will be served by theww.domain.tld  virtual host. The
wildcard characters and? can be used to match names. Of course, you can'’t just make up names and place them in
SERVERNAME or ServerAlias . You must first have your DNS server properly configured to map those names to
an IP address associated with your server.

Finally, you can fine-tune the configuration of the virtual hosts by placing other directives insidevtima UAL -

HosT> containers. Most directives can be placed in these containers and will then change the configuration only of
the relevant virtual host. To find out if a particular directive is allowed, check the ConteX98pof the directive.
Configuration directives set in theain server contexputside any VIRTUALHOST> container) will be used only if

they are not overridden by the virtual host settings.

Now when a request arrives, the server will first check if it is using an IP address that matchizsvib® IRTUAL -

HosT. Ifitis, then it will look at each<VIRTUALHOST> section with a matching IP address and try to find one where
the SERVERNAME or ServerAlias  matches the requested hostname. If it finds one, then it uses the configuration
for that server. If no matching virtual host is found, thaae first listed virtual host that matches the IP address will

be used.
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As a consequence, the first listed virtual host isdb&aultvirtual host. TheDocuMENTROOT from themain server

will never be used when an IP address matchesNh&EV IRTUALHOST directive. If you would like to have a
special configuration for requests that do not match any particular virtual host, simply put that configuration in a
<VIRTUALHOST> container and list it first in the configuration file.

Compatibility with Older Browsers

As mentioned earlier, there are some clients who do not send the required data for the name-based virtual hosts to
work properly. These clients will always be sent the pages from the first virtual host listed for that IP address (the
primary name-based virtual host).

——> How much older?

Please note that when we say older, we really do mean older. You are very unlikely to encounter
one of these browsers in use today. All current versions of any browser seHdsheheader
as required for name-based virtual hosts.

There is a possible workaround with tBERVERPATH directive, albeit a slightly cumbersome one:

Example configuration:

NameVirtualHost 111.22.33.44
<VirtualHost 111.22.33.44 >

ServerName www.domain.tld
ServerPath /domain
DocumentRoot /web/domain

</VirtualHost >

What does this mean? It means that a request for any URI beginnintydatimain™  will be served from the virtual
hostwww.domain.tld . This means that the pages can be accessht@mswww.domain.tld/domain/
for all clients, although clients sendingHost: header can also access itratp://www.domain.tld/

In order to make this work, put a Ilink on vyour primary virtual host's page to

http://www.domain.tld/domain/ . Then, in the virtual host's pages, be sure to use either purely
relative links €.g, "file.html" or "../icons/image.gif" ) or links containing the prefacin@glomain/
(e.q, "http://www.domain.tld/domain/misc/file.html" or "/domain/misc/file.html" ).

This requires a bit of discipline, but adherence to these guidelines will, for the most part, ensure that your pages will
work with all browsers, new and old.
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3.3 Apache IP-based Virtual Host Support

See also

e Name-based Virtual Hosts Support {129

System requirements

As the term IP-based indicates, the semmrst have a different IP address for each IP-based virtual host This

can be achieved by the machine having several physical network connections, or by use of virtual interfaces which are
supported by most modern operating systems (see system documentation for details, these are frequehtly called
aliase$, and the' ifconfig" command is most commonly used to set them up).

How to set up Apache

There are two ways of configuring apache to support multiple hosts. Either by running a separate httpd daemon for
each hostname, or by running a single daemon which supports all the virtual hosts.

Use multiple daemons when:

e There are security partitioning issues, such as companyl does not want anyone at company?2 to be able to read
their data except via the web. In this case you would need two daemons, each running with diffeeent
GROUP, LISTEN, andSERVERROOT settings.

e You can afford the memory and file descriptor requirements of listening to every IP alias on the machine. It's
only possible td_I1STEN to the" wildcard' address, or to specific addresses. So if you have a need to listen to a
specific address for whatever reason, then you will need to listen to all specific addresses. (Although one httpd
could listen to N-1 of the addresses, and another could listen to the remaining address.)

Use a single daemon when:

e Sharing of the httpd configuration between virtual hosts is acceptable.

e The machine services a large number of requests, and so the performance loss in running separate daemons may
be significant.

Setting up multiple daemons

Create a separate httpd installation for each virtual host. For each installation, Wsethe directive in the config-
uration file to select which IP address (or virtual host) that daemon services. e.g.

] Listen www.smallco.com:80 \

It is recommended that you use an IP address instead of a hostname (see DNS cai/83t$. (p.

Setting up a single daemon with virtual hosts

For this case, a single httpd will service requests for the main server and all the virtual hostgiRTlbaL HOST
directive in the configuration file is used to set the valueSBRVERADMIN, SERVERNAME, DOCUMENTROOT,
ERRORLOG and TRANSFER.OG or CusTOML OG configuration directives to different values for each virtual host.

e.g.
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<VirtualHost www.smallco.com >
ServerAdmin webmaster@mail.smallco.com
DocumentRoot /groups/smallco/www
ServerName www.smallco.com

ErrorLog /groups/smallco/logs/error
TransferLog /groups/smallco/logs/access
</VirtualHost >

<VirtualHost www.baygroup.org >
ServerAdmin webmaster@mail.baygroup.org
DocumentRoot /groups/baygroup/www
ServerName www.baygroup.org

ErrorLog /groups/baygroup/logs/error
TransferLog /groups/baygroup/logs/access
</VirtualHost >

_log

_log

_log

_log

It is recommended that you use an IP address instead of a hostname (see DNS cai/83t3. (p.

133

Almostany configuration directive can be put in the VirtualHost directive, with the exception of directives that control
process creation and a few other directives. To find out if a directive can be used in the VirtualHost directive, check

the Context (p293) using the directive index (596) .

SuExXECUSERGROUPMay be used inside a VirtualHost directive if the SUEXEC wrappeB@pis used.

SECURITY:When specifying where to write log files, be aware of some security risks which are present if anyone
other than the user that starts Apache has write access to the directory where they are written. See the security tips (p.

54) document for details.
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3.4 Dynamically configured mass virtual hosting

This document describes how to efficiently serve an arbitrary number of virtual hosts with Apache.

Motivation

The techniques described here are of interest if yyod.conf contains many VirtualHost > sections that
are substantially the same, for example:

NameVirtualHost 111.22.33.44

<VirtualHost 111.22.33.44 >
ServerName www.customer-1.com
DocumentRoot /www/hosts/www.customer-1.com/docs
ScriptAlias /cgi-bin/ /www/hosts/www.customer-1.com/cgi-bin

</VirtualHost >
<VirtualHost 111.22.33.44 >
ServerName www.customer-2.com
DocumentRoot /www/hosts/www.customer-2.com/docs
ScriptAlias /cgi-bin/ /www/hosts/www.customer-2.com/cgi-bin
</VirtualHost >
# blah blah blah
<VirtualHost 111.22.33.44 >
ServerName www.customer-N.com
DocumentRoot /www/hosts/www.customer-N.com/docs
ScriptAlias /cgi-bin/ /www/hosts/www.customer-N.com/cgi-bin

</VirtualHost >

The basic idea is to replace all of the stati¥/irtualHost > configuration with a mechanism that works it out
dynamically. This has a number of advantages:

1. Your configuration file is smaller so Apache starts faster and uses less memory.

2. Adding virtual hosts is simply a matter of creating the appropriate directories in the filesystem and entries in the
DNS - you don’t need to reconfigure or restart Apache.

The main disadvantage is that you cannot have a different log file for each virtual host; however if you have very many
virtual hosts then doing this is dubious anyway because it eats file descriptors. It is better to log to a pipe or a fifo and
arrange for the process at the other end to distribute the logs to the customers (it can also accumulate statistics, etc.).

Overview

A virtual host is defined by two pieces of information: its IP address, and the contentstdbsite header in the

HTTP request. The dynamic mass virtual hosting technique is based on automatically inserting this information into
the pathname of the file that is used to satisfy the request. This is done most easilyasingiOST_ALIAS, but if

you are using a version of Apache up to 1.3.6 then you mustiase REWRITE. Both of these modules are disabled

by default; you must enable one of them when configuring and building Apache if you want to use this technique.

A couple of things need to be ‘faked’ to make the dynamic virtual host look like a normal one. The most impor-
tant is the server name which is used by Apache to generate self-referential URLS, etc. It is configured with the
ServerName directive, and it is available to CGls via tt8ERVERNAMEenvironment variable. The actual value

used at run time is controlled by thésECANONICAL NAME setting. WithUseCanonicalName Off the server
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name comes from the contents of tHest: header in the request. WithseCanonicalName DNS it comes from

a reverse DNS lookup of the virtual host’s IP address. The former setting is used for name-based dynamic virtual
hosting, and the latter is used for IP-based hosting. If Apache cannot work out the server name because there is no
Host: header or the DNS lookup fails then the value configured ®&h/erName is used instead.

The other thing to ‘fake’ is the document root (configured witbcumentRoot and available to CGls via the
DOCUMENROOTenvironment variable). In a normal configuration this setting is used by the core module when
mapping URIs to filenames, but when the server is configured to do dynamic virtual hosting that job is taken over
by another module (eithenod.vhost _alias or modrewrite ) which has a different way of doing the mapping.
Neither of these modules is responsible for settingdlBECUMENROOTenvironment variable so if any CGls or SSI
documents make use of it they will get a misleading value.

Simple dynamic virtual hosts

This extract fromhttpd.conf implements the virtual host arrangement outlined in the Motivation section above,
but in a generic fashion usirgod.vhost _alias

# get the server name from the Host: header
UseCanonicalName Off

# this log format can be split per-virtual-host based on the first

field
LogFormat "%V %h %l %u %t \"%r\" %s %b" vcommon
CustomLog logs/access  _log vcommon

# include the server name in the filenames used to satisfy requests
VirtualDocumentRoot /www/hosts/%0/docs
VirtualScriptAlias /www/hosts/%0/cgi-bin

This configuration can be changed into an IP-based virtual hosting solution by just tlte@t@anonicalName
Off into UseCanonicalName DNS . The server name that is inserted into the filename is then derived from the IP
address of the virtual host.

A virtually hosted homepages system

This is an adjustment of the above system tailored for an ISP’s homepages server. Using a slightly more compli-
cated configuration we can select substrings of the server name to use in the filename so that e.g. the documents for
www.user.isp.com  are found infhome/user/ . It uses a singlegi-bin  directory instead of one per virtual

host.

# all the preliminary stuff is the same as above, then

# include part of the server name in the filenames
VirtualDocumentRoot /www/hosts/%?2/docs

# single cgi-bin directory

ScriptAlias /cgi-bin/ /www/std-cgi/

There are examples of more complicadéidualDocumentRoot settings in thenOD_VHOST_ALIAS documen-
tation.

Using more than one virtual hosting system on the same server

With more complicated setups you can use Apache’s norMaitualHost > directives to control the scope of
the various virtual hosting configurations. For example, you could have one IP address for homepages customers
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and another for commercial customers with the following setup. This can of course be combined with conventional

<VirtualHost > configuration sections.

UseCanonicalName Off
LogFormat "%V %h %l %u %t \"%r\" %s %b" vcommon
<Directory /www/commercial >

Options FollowSymLinks
AllowOverride All

</Directory >
<Directory /www/homepages >

Options FollowSymLinks
AllowOverride None

</Directory >
<VirtualHost 111.22.33.44 >
ServerName www.commercial.isp.com
CustomLog logs/access  _log.commercial vcommon

VirtualDocumentRoot /www/commercial/%0/docs
VirtualScriptAlias /www/commercial/%0/cgi-bin

</VirtualHost >
<VirtualHost 111.22.33.45 >
ServerName www.homepages.isp.com
CustomLog logs/access _log.homepages vcommon

VirtualDocumentRoot /www/homepages/%0/docs
ScriptAlias /cgi-bin/ /www/std-cgi/

</VirtualHost >

More efficient IP-based virtual hosting

After the first example | noted that it is easy to turn it into an IP-based virtual hosting setup. Unfortunately that
configuration is not very efficient because it requires a DNS lookup for every request. This can be avoided by laying
out the filesystem according to the IP addresses themselves rather than the corresponding hames and changing the
logging similarly. Apache will then usually not need to work out the server name and so incur a DNS lookup.

# get the server name from the reverse DNS of the IP address
UseCanonicalName DNS

# include the IP address in the logs so they may be split
LogFormat "%A %h %l %u %t \"%r\" %s %b" vcommon
CustomLog logs/access _log vcommon

# include the IP address in the filenames

VirtualDocumentRootIP /www/hosts/%0/docs

VirtualScriptAliasIP /www/hosts/%0/cgi-bin

Using older versions of Apache

The examples above rely anod.vhost _alias which appeared after version 1.3.6. If you are using a version
of Apache withoutmod.vhost _alias then you can implement this technique wittod_rewrite

below, but only for Host:-header-based virtual hosts.

as illustrated
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In addition there are some things to beware of with logging. Apache 1.3.6 is the first version to incl4delte
format directive; in versions 1.3.0 - 1.3.3 thevoption did whaeVdoes; version 1.3.4 has no equivalent. In all these
versions of Apache thdseCanonicalName directive can appear ititaccess  files which means that customers
can cause the wrong thing to be logged. Therefore the best thing to do is WgHbst }i directive which logs the
Host: header directly; note that this may inclug®rt on the end which is not the case iV

Simple dynamic virtual hosts usingmod_rewrite

This extract fromhttpd.conf does the same thing as the first example. The first half is very similar to the corre-
sponding part above but with some changes for backward compatibility and to makethewrite  part work
properly; the second half configured rewrite  to do the actual work.

There are a couple of especially tricky bits: By defamlgd rewrite  runs before the other URI translation modules
(modalias etc.) so if they are used thenod.rewrite  must be configured to accommodate them. Also, some
magic must be performed to do a per-dynamic-virtual-host equivaleédtiptAlias

# get the server name from the Host: header
UseCanonicalName Off

# splittable logs
LogFormat "% {Host }i %h %l %u %t \"%r\" %s %b" vcommon
CustomLog logs/access _log vcommon
<Directory /www/hosts >
# ExecCGl is needed here because we can't force
# CGI execution in the way that ScriptAlias does
Options FollowSymLinks ExecCGl
</Directory >
# now for the hard bit
RewriteEngine On

# a ServerName derived from a Host: header may be any case at all
RewriteMap lowercase int:tolower

## deal with normal documents first:

# allow Alias f/icons/ to work - repeat for other aliases

RewriteCond % {REQUESIURI} !"ficons/

# allow CGls to work

RewriteCond % {REQUESIURI} !“/cgi-bin/

# do the magic

RewriteRule /(. *)$ /www/hosts/$  {lowercase:% {SERVERNAME }/docs/$1

## and now deal with CGls - we have to force a MIME type

RewriteCond % {REQUESIURI} “/cgi-bin/

RewriteRule /(. *)$ /www/hosts/$  {lowercase:% {SERVERNAME }/cgi-bin/$1
[T=application/x-httpd-cgi]

# that's it!

A homepages system usingod rewrite

This does the same thing as the second example.
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RewriteEngine on
RewriteMap lowercase int:tolower

# allow CGls to work

RewriteCond % {REQUESIURI} !“/cgi-bin/

# check the hostname is right so that the RewriteRule works
RewriteCond $ {lowercase:% {SERVERNAME} “www\.[a-z-]+ \.isp \.com$
# concatenate the virtual host name onto the start of the URI
# the [C] means do the next rewrite on the result of this one
RewriteRule “(.+) $ {lowercase:% {SERVERNAME}$1 [C]

# now create the real file name

RewriteRule "www \.([a-z-]+) \.isp \.com/(. *) /home/$1/$2
# define the global CGI directory

ScriptAlias /cgi-bin/ /www/std-cgi/

Using a separate virtual host configuration file

This arrangement uses more advanoeati rewrite  features to get the translation from virtual host to document
root from a separate configuration file. This provides more flexibility but requires more complicated configuration.

Thevhost.map file contains something like this:

www.customer-1.com /www/customers/1
www.customer-2.com /www/customers/2
# ..

www.customer-N.com /www/customers/N

Thehttp.conf  contains this:

RewriteEngine on
RewriteMap lowercase int:tolower

# define the map file
RewriteMap vhost txt:/www/conf/vhost.map

# deal with aliases as above

RewriteCond % {REQUESIURI} !“/icons/

RewriteCond % {REQUESIURI} !"/cgi-bin/
RewriteCond $ {lowercase:% {SERVERNAME} “(.+)$
# this does the file-based remap

RewriteCond $ {vhost:%1 } (/. *)$

RewriteRule /(. *)$ %1/docs/$1

RewriteCond % {REQUESIURI} “/cgi-bin/
RewriteCond $ {lowercase:% {SERVERNAME} “(.+)$
RewriteCond $ {vhost:%1 } (/. *)$

RewriteRule /(. *)$ %1/cgi-bin/$1
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3.5 VirtualHost Examples

This document attempts to answer the commonly-asked questions about setting up virtual hosts. These scenarios are
those involving multiple web sites running on a single server, via name-baséddpor IP-based (p132) virtual
hosts.

Running several name-based web sites on a single IP address.

Your server has a single IP address, and multiple aliases (CNAMES) point to this machine in DNS. You want to run a
web server fowww.example.com andwww.example.org on this machine.

——>Note

Creating virtual host configurations on your Apache server does not magically cause DNS
entries to be created for those host names. rfasthave the names in DNS, resolving to your

IP address, or nobody else will be able to see your web site. You can put entries hogtair

file for local testing, but that will work only from the machine with those hosts entries.

Server configuration
# Ensure that Apache listens on port 80
Listen 80

# Listen for virtual host requests on all IP addresses
NameVirtualHost *:80

<VirtualHost *:80 >

DocumentRoot /www/examplel
ServerName www.example.com

# Other directives here
</VirtualHost >
<VirtualHost *:80 >

DocumentRoot /www/example2
ServerName www.example.org

# Other directives here

</VirtualHost >

The asterisks match all addresses, so the main server serves no requests. Due to theviset. éhample.com is

first in the configuration file, it has the highest priority and can be seen as the default or primary server. That means
that if a request is received that does not match one of the speSdimgrName directives, it will be served by this

first VirtualHost

——>Note

You can, if you wish, replace with the actual IP address of the system. In that case, the
argument tovirtualHost mustmatch the argument tdameVirtualHost

NameVirtualHost 172.20.30.40

<VirtualHost 172.20.30.40 >
# etc ..

However, it is additionally useful to useon systems where the IP address is not predictable

- for example if you have a dynamic IP address with your ISP, and you are using some variety
of dynamic DNS solution. Since matches any IP address, this configuration would work
without changes whenever your IP address changes.
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The above configuration is what you will want to use in almost all name-based virtual hosting situations. The only
thing that this configuration will not work for, in fact, is when you are serving different content based on differing IP
addresses or ports.

Name-based hosts on more than one IP address.

:’ Note

Any of the techniques discussed here can be extended to any number of IP addresses.

The server has two I[P addresses. On o0rg2(20.30.40 ), we will serve the "main' server,
server.domain.com and on the otherl(72.20.30.50 ), we will serve two or more virtual hosts.

Server configuration
Listen 80

# This is the "main" server running on 172.20.30.40
ServerName server.domain.com
DocumentRoot /www/mainserver

# This is the other address
NameVirtualHost 172.20.30.50

<VirtualHost 172.20.30.50 >

DocumentRoot /www/examplel
ServerName www.example.com

# Other directives here ...
</VirtualHost >
<VirtualHost 172.20.30.50 >

DocumentRoot /www/example2
ServerName www.example.org

# Other directives here ...

</VirtualHost >

Any request to an address other thai2.20.30.50  will be served from the main server. A request to
172.20.30.50  with an unknown hostname, or tost: header, will be served fromww.example.com .

Serving the same content on different IP addresses (such as an internal and external address).

The server machine has two IP addressE®(168.1.1  and 172.20.30.40 ). The machine is sitting be-
tween an internal (intranet) network and an external (internet) network. Outside of the network, the name
server.example.com resolves to the external addred¥2.20.30.40 ), but inside the network, that same
name resolves to the internal addrek82.168.1.1 ).

The server can be made to respond to internal and external requests with the same content, with just one
VirtualHost section.

Server configuration

NameVirtualHost 192.168.1.1

NameVirtualHost 172.20.30.40

<VirtualHost 192.168.1.1 172.20.30.40 >
DocumentRoot /www/serverl
ServerName server.example.com
ServerAlias server

</VirtualHost >
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Now requests from both networks will be served from the s¥imteialHost

:>Note:

On the internal network, one can just use the naerger rather than the fully qualified host
nameserver.example.com

Note also that, in the above example, you can replace the list of IP addresses witich
will cause the server to respond the same on all addresses.

Running different sites on different ports.

You have multiple domains going to the same IP and also want to serve multiple ports. By defining the ports in
the " NameVirtualHost tag, you can allow this to work. If you try usingVirtualHost name:port without the
NameVirtualHost name:port or you try to use the Listen directive, your configuration will not work.

Server configuration
Listen 80
Listen 8080

NameVirtualHost 172.20.30.40:80
NameVirtualHost 172.20.30.40:8080
<VirtualHost 172.20.30.40:80 >

ServerName www.example.com
DocumentRoot /www/domain-80

</VirtualHost >
<VirtualHost 172.20.30.40:8080 >

ServerName www.example.com
DocumentRoot /www/domain-8080

</VirtualHost >
<VirtualHost 172.20.30.40:80 >

ServerName www.example.org
DocumentRoot /www/otherdomain-80

</VirtualHost >
<VirtualHost 172.20.30.40:8080 >

ServerName www.example.org
DocumentRoot /www/otherdomain-8080

</VirtualHost >

IP-based virtual hosting

The server has two IP addresses74.20.30.40 and 172.20.30.50 ) which resolve to the names
www.example.com andwww.example.org respectively.
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Server configuration
Listen 80

<VirtualHost 172.20.30.40 >

DocumentRoot /www/examplel
ServerName www.example.com

</VirtualHost >
<VirtualHost 172.20.30.50 >

DocumentRoot /www/example2
ServerName www.example.org

</VirtualHost >

Requests for any address not specified in one oft¥igtualHost > directives (such dscalhost , for example)
will go to the main server, if there is one.

Mixed port-based and ip-based virtual hosts

The server machine has two IP addressE®(20.30.40 and172.20.30.50 ) which resolve to the names
www.example.com andwww.example.org respectively. In each case, we want to run hosts on ports 80 and
8080.

Server configuration

Listen 172.20.30.40:80

Listen 172.20.30.40:8080

Listen 172.20.30.50:80

Listen 172.20.30.50:8080
<VirtualHost 172.20.30.40:80 >

DocumentRoot /www/examplel-80
ServerName www.example.com

</VirtualHost >
<VirtualHost 172.20.30.40:8080 >

DocumentRoot /www/example1-8080
ServerName www.example.com

</VirtualHost >
<VirtualHost 172.20.30.50:80 >

DocumentRoot /www/example2-80
ServerName www.example.org

</VirtualHost >
<VirtualHost 172.20.30.50:8080 >

DocumentRoot /www/example2-8080
ServerName www.example.org

</VirtualHost >

Mixed name-based and IP-based vhosts

On some of my addresses, | want to do hame-based virtual hosts, and on others, IP-based hosts.
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Server configuration
Listen 80

NameVirtualHost 172.20.30.40
<VirtualHost 172.20.30.40 >

DocumentRoot /www/examplel
ServerName www.example.com

</VirtualHost >
<VirtualHost 172.20.30.40 >

DocumentRoot /www/example2
ServerName www.example.org

</VirtualHost >
<VirtualHost 172.20.30.40 >

DocumentRoot /www/example3
ServerName www.example3.net

</VirtualHost >

# IP-based
<VirtualHost 172.20.30.50 >

DocumentRoot /www/example4
ServerName www.example4.edu

</VirtualHost >
<VirtualHost 172.20.30.60 >

DocumentRoot /www/example5
ServerName www.example5.gov

</VirtualHost >

UsingVirtual _host and mod_proxy together

The following example allows a front-end machine to proxy a virtual host through to a server running on another
machine. In the example, a virtual host of the same name is configured on a mach@#®148.111.2 . The
PrROXYPRESERVEHOST ON directive is used so that the desired hostname is passed through, in case we are proxying
multiple hostnames to a single machine.

<VirtualHost *x >
ProxyPreserveHost On

ProxyPass / http://192.168.111.2
ProxyPassReverse / http://192.168.111.2/
ServerName hostname.example.com
</VirtualHost >

Using default _vhosts
_default _vhosts for all ports

Catchingeveryrequest to any unspecified IP address and perf,an address/port combination that is not used for
any other virtual host.
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Server configuration
<VirtualHost _default _:*>

DocumentRoot /www/default
</VirtualHost >

Using such a default vhost with a wildcard port effectively prevents any request going to the main server.

A default vhost never serves a request that was sent to an address/port that is used for name-based vhosts. If the request
contained an unknown or rtdost: header it is always served from the primary name-based vhost (the vhost for that
address/port appearing first in the configuration file).

You can USALIASMATCH or REWRITERULE to rewrite any request to a single information page (or script).

_default _vhosts for different ports

Same as setup 1, but the server listens on several ports and we want to use adefeatd _ vhost for port 80.

Server configuration

<VirtualHost _default _:80 >
DocumentRoot /www/default80
# ...

</VirtualHost >

<VirtualHost _default _:*>
DocumentRoot /www/default
# ..

</VirtualHost >

The default vhost for port 80 (whicimustappear before any default vhost with a wildcard port) catches all requests
that were sent to an unspecified IP address. The main server is never used to serve a request.

_default _vhosts for one port

We want to have a default vhost for port 80, but no other default vhosts.

Server configuration
<VirtualHost _default _:80 >
DocumentRoot /www/default

</VirtualHost >

A request to an unspecified address on port 80 is served from the default vhost. Any other request to an unspecified
address and port is served from the main server.

Migrating a name-based vhost to an IP-based vhost

The name-based vhost with the hosthamvev.example.org  (from our name-based example, setup 2) should get
its own IP address. To avoid problems with name servers or proxies who cached the old IP address for the name-based
vhost we want to provide both variants during a migration phase.

The solution is easy, because we can simply add the new IP addif@s2(.30.50 ) to theVirtualHost direc-
tive.
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Server configuration

Listen 80

ServerName www.example.com
DocumentRoot /www/examplel

NameVirtualHost 172.20.30.40
<VirtualHost 172.20.30.40 172.20.30.50 >

DocumentRoot /www/example2
ServerName www.example.org

# ...
</VirtualHost >
<VirtualHost 172.20.30.40 >

DocumentRoot /www/example3
ServerName www.example.net
ServerAlias * .example.net
# ..

</VirtualHost >

The vhost can now be accessed through the new address (as an IP-based vhost) and through the old address (as a
name-based vhost).

Using theServerPath  directive

We have a server with two name-based vhosts. In order to match the correct virtual host a client must send the correct
Host: header. Old HTTP/1.0 clients do not send such a header and Apache has no clue what vhost the client tried
to reach (and serves the request from the primary vhost). To provide as much backward compatibility as possible
we create a primary vhost which returns a single page containing links with an URL prefix to the name-based virtual
hosts.

Server configuration
NameVirtualHost 172.20.30.40

<VirtualHost 172.20.30.40 >
# primary vhost
DocumentRoot /www/subdomain

RewriteEngine On
RewriteRule 7/. *  /www/subdomain/index.html

# ..
</VirtualHost >
<VirtualHost 172.20.30.40 >

DocumentRoot /www/subdomain/subl

ServerName www.subl.domain.tld
ServerPath /subl/
RewriteEngine On

RewriteRule “(/subl/. *) /www/subdomain$1
# ..

</VirtualHost >

<VirtualHost 172.20.30.40 >

DocumentRoot /www/subdomain/sub2
ServerName www.sub2.domain.tld

ServerPath /sub2/

RewriteEngine On

RewriteRule “(/sub2/. *) /www/subdomain$l
# ..

</VirtualHost >
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Due to theSERVERPATH directive a request to the URhttp://www.subl.domain.tld/subl/ is always
served from the subl-vhost.
A request to the URIhttp://www.subl.domain.tld/ is only served from the subl1-vhost if the client sent a

correctHost: header. If ndHost: header is sent the client gets the information page from the primary host.

Please note that there is one oddity: A requestttp://www.sub2.domain.tld/subl/ is also served from
the subl-vhost if the client sent mtost: header.

The REWRITERULE directives are used to make sure that a client which sent a cétostt header can use both
URL variants,.e., with or without URL prefix.
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3.6 An In-Depth Discussion of Virtual Host Matching

The virtual host code was completely rewritterNipache 1.3 This document attempts to explain exactly what Apache
does when deciding what virtual host to serve a hit from. With the help of theNvewe VIRTUAL HOST directive
virtual host configuration should be a lot easier and safer than with versions prior to 1.3.

If you just want to make it work without understanding how, here are some exampl&9(p.

Config File Parsing

There is anainserverwhich consists of all the definitions appearing outsidecdirtualHost > sections. There
are virtual servers, callechosts which are defined by:VIRTUALHOST> sections.

The directived. ISTEN, SERVERNAME, SERVERPATH, andSERVERALIAS can appear anywhere within the definition
of a server. However, each appearance overrides the previous appearance (within that server).

The default value of théisten field for mainserver is 80. The maiserver has no defauerverPath , or
ServerAlias . The defauliServerName is deduced from the server’s IP address.

The mainserver Listen directive has two functions. One function is to determine the default network port Apache will
bind to. The second function is to specify the port number which is used in absolute URIs during redirects.

Unlike the mainserver, vhost portdo notaffect what ports Apache listens for connections on.

Each address appearing in tietualHost directive can have an optional port. If the port is unspecified it defaults
to the value of the maiserver's most recertisten statement. The special pertindicates a wildcard that matches
any port. Collectively the entire set of addresses (including mulfyglecord results from DNS lookups) are called
the vhost'saddress set

Unless aNAMEVIRTUALHOST directive is used for a specific IP address the first vhost with that address is treated as
an IP-based vhost. The IP address can also be the wildcard

If name-based vhosts should be usédeaneVirtualHost  directivemustappear with the IP address set to be used
for the name-based vhosts. In other words, you must specify the IP address that holds the hostname aliases (CNAMES)
for your name-based vhosts vidNameVirtualHost  directive in your configuration file.

Multiple NameVirtualHost  directives can be used each with a seMatualHost directives but only one
NameVirtualHost  directive should be used for each specific IP:port pair.

The ordering ofNameVirtualHost ~ andVirtualHost directives is not important which makes the following
two examples identical (only the order of thi@tualHost directives foroneaddress set is important, see below):
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NameVirtualHost 111.22.33.44 <VirtualHost 111.22.33.44 >
<VirtualHost 111.22.33.44 > # server A

# server A </VirtualHost >

<VirtualHost 111.22.33.55 >
</VirtualHost > # server C

<VirtualHost 111.22.33.44 >

# server B </VirtualHost >

<VirtualHost 111.22.33.44 >
</VirtualHost > # server B

NameVirtualHost 111.22.33.55 S

<VirtualHost 111.22.33.55 > <NirtualHost >

# server C <VirtualHost 111.22.33.55 >
# server D

</VirtualHost > e

<VirtualHost 111.22.33.55 > </VirtualHost >

# server D NameVirtualHost 111.22.33.44
NameVirtualHost 111.22.33.55
</VirtualHost >

(To aid the readability of your configuration you should prefer the left variant.)

After parsing theVirtualHost directive, the vhost server is given a defdLiiten equal to the port assigned to
the first name in it¥irtualHost directive.

The complete list of names in thértualHost directive are treated just like @erverAlias  (but are not over-
ridden by anyServerAlias  statement) if all names resolve to the same address set. Note that subséstaant
statements for this vhost will not affect the ports assigned in the address set.

During initialization a list for each IP address is generated and inserted into an hash table. If the IP address is used in a
NameVirtualHost  directive the list contains all name-based vhosts for the given IP address. If there are no vhosts
defined for that address tiNameVirtualHost  directive is ignored and an error is logged. For an IP-based vhost

the list in the hash table is empty.

Due to a fast hashing function the overhead of hashing an IP address during a request is minimal and almost not
existent. Additionally the table is optimized for IP addresses which vary in the last octet.

For every vhost various default values are set. In particular:

1. If a vhost has NnBBERVERADMIN, RESOURCECONFIG, ACCESSCONFIG, TIMEOUT, KEERALIVE TIMEOUT,
KEERALIVE, MAXKEERALIVE REQUESTS RECEIVEBUFFERSIZE, or SENDBUFFERSIZE directive then the
respective value is inherited from the maarver. (That is, inherited from whatever the final setting of that
value is in the mairserver.)

2. The " lookup default$ that define the default directory permissions for a vhost are merged with those of the
main.server. This includes any per-directory configuration information for any module.

3. The per-server configs for each module from the ns@nver are merged into the vhost server.

Essentially, the maiserver is treated dsdefaults or a" basé& on which to build each vhost. But the positioning
of these mairserver definitions in the config file is largely irrelevant — the entire config of the seiver has been
parsed when this final merging occurs. So even if a nsaitver definition appears after a vhost definition it might
affect the vhost definition.

If the mainserver has n&erverName at this point, then the hostname of the machine that httpd is running on is used
instead. We will call themain.server address s¢hose IP addresses returned by a DNS lookup orstrgerName
of the mainserver.
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For any undefine@erverName fields, a name-based vhost defaults to the address given first\firthalHost
statement defining the vhost.

Any vhost that includes the magidefault _wildcard is given the sam8erverName as the mairserver.

Virtual Host Matching

The server determines which vhost to use for a request as follows:

Hash table lookup

When the connection is first made by a client, the IP address to which the client connected is looked up in the internal
IP hash table.

If the lookup fails (the IP address wasn't found) the request is served fromdétiault _ vhost if there is such a
vhost for the port to which the client sent the request. If there is no matctiefgult _ vhost the request is served
from the mainserver.

If the IP address is not found in the hash table then the match against the port number may also result in an entry
corresponding to &lameVirtualHost *  which is subsequently handled like other name-based vhosts.

If the lookup succeeded (a corresponding list for the IP address was found) the next step is to decide if we have to deal
with an IP-based or a name-base vhost.

IP-based vhost

If the entry we found has an empty name list then we have found an IP-based vhost, no further actions are performed
and the request is served from that vhost.

Name-based vhost

If the entry corresponds to a name-based vhost the name list contains one or more vhost structures. This list contains
the vhosts in the same order as YHgualHost directives appear in the config file.

The first vhost on this list (the first vhost in the config file with the specified IP address) has the highest priority and
catches any request to an unknown server name or a request witHost:a header field.

If the client provided &lost:  header field the list is searched for a matching vhost and the first hisenv@rName
orServerAlias  istaken and the requestis served from that vhosio8t: header field can contain a port number,
but Apache always matches against the real port to which the client sent the request.

If the client submitted a HTTP/1.0 request withdiist: header field we don’t know to what server the client tried
to connect and any existirfgerverPath  is matched against the URI from the request. The first matching path on
the list is used and the request is served from that vhost.

If no matching vhost could be found the request is served from the first vhost with a matching port number that is on
the list for the IP to which the client connected (as already mentioned before).

Persistent connections

The IP lookup described above is only damecefor a particular TCP/IP session while the name lookup is done on
everyrequest during a KeepAlive/persistent connection. In other words a client may request pages from different
name-based vhosts during a single persistent connection.
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Absolute URI

If the URI from the request is an absolute URI, and its hostname and port match the main server or one of the configured
virtual hostsand match the address and port to which the client sent the request, then the scheme/hostname/port prefix
is stripped off and the remaining relative URI is served by the corresponding main server or virtual host. If it does not
match, then the URI remains untouched and the request is taken to be a proxy request.

Observations

e A name-based vhost can never interfere with an IP-base vhost and vice versa. IP-based vhosts can only be
reached through an IP address of its own address set and never through any other address. The same applies
to name-based vhosts, they can only be reached through an IP address of the corresponding address set which
must be defined with BlameVirtualHost  directive.

e ServerAlias  andServerPath checks are never performed for an IP-based vhost.

e The order of name-/IP-based, thiefault _ vhost and théNameVirtualHost  directive within the config
file is not important. Only the ordering of name-based vhosts for a specific address set is significant. The one
name-based vhosts that comes first in the configuration file has the highest priority for its corresponding address
set.

e For security reasons the port number given Hast: header field is never used during the matching process.
Apache always uses the real port to which the client sent the request.

e If a ServerPath  directive exists which is a prefix of anothBerverPath directive that appears later in
the configuration file, then the former will always be matched and the latter will never be matched. (That is
assuming that nblost: header field was available to disambiguate the two.)

¢ Iftwo IP-based vhosts have an address in common, the vhost appearing first in the config file is always matched.
Such a thing might happen inadvertently. The server will give a warning in the error logfile when it detects this.

e A _default _vhost catches a request only if there is no other vhost with a matching IP addikasnatch-
ing port number for the request. The request is only caught if the port number to which the client sent the
request matches the port number of yodefault _ vhost which is your standardisten by default. A
wildcard port can be specifiedd., .default _: *) to catch requests to any available port. This also applies to
NameVirtualHost * vhosts.

e The mainserver is only used to serve a request if the IP address and port number to which the client connected is
unspecified and does not match any other vhost (includidigfault _vhost). In other words the maiserver
only catches a request for an unspecified address/port combination (unless thetefesii  _ vhost which
matches that port).

e A _default _vhost or the mairserver isnevermatched for a request with an unknown or misskhgst:
header field if the client connected to an address (and port) which is used for name-basedevipoBisa
NameVirtualHost  directive.

e You should never specify DNS names\irtualHost directives because it will force your server to rely on
DNS to boot. Furthermore it poses a security threat if you do not control the DNS for all the domains listed.
There’s more information ([53) available on this and the next two topics.

e ServerName should always be set for each vhost. Otherwise A DNS lookup is required for each vhost.
Tips
In addition to the tips on the DNS Issues {153 page, here are some further tips:

e Place all mainserver definitions before anyirtualHost definitions. (This is to aid the readability of the
configuration — the post-config merging process makes it non-obvious that definitions mixed in around virtual
hosts might affect all virtual hosts.)
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e Group correspondinlameVirtualHost  and VirtualHost definitions in your configuration to ensure
better readability.
e Avoid ServerPaths  which are prefixes of othe3erverPaths . If you cannot avoid this then you have to

ensure that the longer (more specific) prefix vhost appears earlier in the configuration file than the shorter (less
specific) prefix i.e., " ServerPath /aticshould appear afterServerPath /abc/def.
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3.7 File Descriptor Limits

When using a large number of Virtual Hosts, Apache may run out of available file descriptors (sometimes called file
handles) if each Virtual Host specifies different log files. The total number of file descriptors used by Apache is
one for each distinct error log file, one for every other log file directive, plus 10-20 for internal use. Unix operating
systems limit the number of file descriptors that may be used by a process; the limit is typically 64, and may usually
be increased up to a large hard-limit.

Although Apache attempts to increase the limit as required, this may not work if:

1. Your system does not provide tketrlimit() system call.

2. Thesetrlimit(RLIMIT _NOFILE) call does not function on your system (such as Solaris 2.3)

3. The number of file descriptors required exceeds the hard limit.

4. Your system imposes other limits on file descriptors, such as a limit on stdio streams only using file descriptors
below 256. (Solaris 2)

In the event of problems you can:

¢ Reduce the number of log files; don’t specify log files in th¥ IRTUALHOST> sections, but only log to the
main log files. (See Splitting up your log files, below, for more information on doing this.)

¢ If you system falls into 1 or 2 (above), then increase the file descriptor limit before starting Apache, using a
script like

#!/bin/sh
ulimit -S -n 100
exec httpd

Splitting up your log files
If you want to log multiple virtual hosts to the same log file, you may want to split up the log files afterwards in order
to run statistical analysis of the various virtual hosts. This can be accomplished in the following manner.

First, you will need to add the virtual host information to the log entries. This can be done usihgdf@RMAT
directive, and th@bvvariable. Add this to the beginning of your log format string:

LogFormat "%v %h %l %u %t \"%r\" %>s %b" vhost
CustomLog logs/multiple _vhost _log vhost

This will create a log file in the common log format, but with the canonical virtual host (whatever appears in the
SERVERNAME directive) prepended to each line. (S8@sToM LoG FORMATS for more about customizing your log
files.)

When you wish to split your log file into its component parts (one file per virtual host) you can use the program
split-logfile (p. 286) to accomplish this. You'll find this program in treupport directory of the
Apache distribution.

Run this program with the command:

split-logfile < llogs/multiple _vhost _log

This program, when run with the name of your vhost log file, will generate one file for each virtual host that appears
in your log file. Each file will be callettiostname.log
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3.8 Issues Regarding DNS and Apache

This page could be summarized with the statement: don’t configure Apache in such a way that it relies on DNS
resolution for parsing of the configuration files. If Apache requires DNS resolution to parse the configuration files
then your server may be subject to reliability problems (ie. it might not boot), or denial and theft of service attacks
(including users able to steal hits from other users).

A Simple Example

<VirtualHost www.abc.dom >
ServerAdmin webgirl@abc.dom
DocumentRoot /www/abc
</VirtualHost >

In order for Apache to function properly, it absolutely needs to have two pieces of information about each virtual host:
the SERVERNAME and at least one IP address that the server will bind and respond to. The above example does not
include the IP address, so Apache must use DNS to find the addressxfabc.dom . If for some reason DNS is

not available at the time your server is parsing its config file, then this virtuaWibbstot be configured. It won’t be

able to respond to any hits to this virtual host (prior to Apache version 1.2 the server would not even boot).

Suppose thawww.abc.dom has address 10.0.0.1. Then consider this configuration snippet:

<VirtualHost 10.0.0.1 >
ServerAdmin webgirl@abc.dom
DocumentRoot /www/abc

</VirtualHost >

This time Apache needs to use reverse DNS to findS#swerName for this virtualhost. If that reverse lookup fails

then it will partially disable the virtualhost (prior to Apache version 1.2 the server would not even boot). If the virtual
host is name-based then it will effectively be totally disabled, but if it is IP-based then it will mostly work. However,
if Apache should ever have to generate a full URL for the server which includes the server name, then it will fail to
generate a valid URL.

Here is a snippet that avoids both of these problems:

<VirtualHost 10.0.0.1 >
ServerName www.abc.dom
ServerAdmin webgirl@abc.dom
DocumentRoot /www/abc
</VirtualHost >

Denial of Service

There are (at least) two forms that denial of service can come in. If you are running a version of Apache prior to
version 1.2 then your server will not even boot if one of the two DNS lookups mentioned above fails for any of your
virtual hosts. In some cases this DNS lookup may not even be under your control; for exarapteddm is one of

your customers and they control their own DNS, they can force your (pre-1.2) server to fail while booting simply by
deleting thewww.abc.dom record.

Another form is far more insidious. Consider this configuration snippet:
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<VirtualHost www.abc.dom >
ServerAdmin wehgirl@abc.dom
DocumentRoot /www/abc
</VirtualHost >

<VirtualHost www.def.dom >
ServerAdmin webguy@def.dom
DocumentRoot /www/def
</VirtualHost >

Suppose that you've assigned 10.0.0.&vtow.abc.dom and 10.0.0.2 tevww.def.dom . Furthermore, suppose that
def.dom has control of their own DNS. With this config you have gef.dom into a position where they can steal
all traffic destined tabc.dom . To do so, all they have to do is setvw.def.dom to 10.0.0.1. Since they control
their own DNS you can'’t stop them from pointing thevw.def.dom record wherever they wish.

Requests coming in to 10.0.0.1 (including all those where users typed in URLs of the form
http://www.abc.dom/whatever ) will all be served by thedef.dom virtual host. To better under-

stand why this happens requires a more in-depth discussion of how Apache matches up incoming requests with the
virtual host that will serve it. A rough document describing this is availablé4g). .

The " main server' Address

The addition of name-based virtual host supportl@®) in Apache 1.1 requires Apache to know the IP address(es) of
the host that httpd is running on. To get this address it uses either the §okRakRNAME (if present) or calls the

C functiongethostname (which should return the same as typihlgostnameé at the command prompt). Then it
performs a DNS lookup on this address. At present there is no way to avoid this lookup.

If you fear that this lookup might fail because your DNS server is down then you can insert the hosthame in
/etc/hosts (where you probably already have it so that the machine can boot properly). Then ensure that your
machine is configured to ugetc/hosts in the event that DNS fails. Depending on what OS you are using this
might be accomplished by editirigtc/resolv.conf , or maybeetc/nsswitch.conf

If your server doesn't have to perform DNS for any other reason then you might be able to get away with running
Apache with theHOSTRESORDESRwironment variable set tblocal'. This all depends on what OS and resolver
libraries you are using. It also affects CGls unless youmse _ENV to control the environment. It's best to consult

the man pages or FAQs for your OS.

Tips to Avoid These Problems

use |IP addresses IRTUALHOST

use IP addresses INSTEN

ensure all virtual hosts have an expliSRVERNAME

create a<VirtualHost _default _: » > server that has no pages to serve

Appendix: Future Directions

The situation regarding DNS is highly undesirable. For Apache 1.2 we've attempted to make the server at least
continue booting in the event of failed DNS, but it might not be the best we can do. In any event, requiring the use of
explicit IP addresses in configuration files is highly undesirable in today’s Internet where renumbering is a necessity.

A possible work around to the theft of service attack described above would be to perform a reverse DNS lookup on
the IP address returned by the forward lookup and compare the two names — in the event of a mismatch, the virtualhost
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would be disabled. This would require reverse DNS to be configured properly (which is something that most admins
are familiar with because of the common usé dbuble-reverse DNS lookups by FTP servers and TCP wrappers).

In any event, it doesn’'t seem possible to reliably boot a virtual-hosted web server when DNS has failed unless IP
addresses are used. Partial solutions such as disabling portions of the configuration might be worse than not booting
at all depending on what the webserver is supposed to accomplish.

As HTTP/1.1 is deployed and browsers and proxies start issuingldlseé header it will become possible to avoid

the use of IP-based virtual hosts entirely. In this case, a webserver has no requirement to do DNS lookups during
configuration. But as of March 1997 these features have not been deployed widely enough to be put into use on
critical webservers.
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4.1 Frequently Asked Questions

The latest version of this FAQ is always available from the main Apache web site, at
<http://httpd.apache.org/docs/2.2/fag/ In addition, you can view this FAQ all in one page (B?) for
easy searching and printing.

If you don'’t find the answer to your question in the below sections, please also consult the Apache 1t8 FAQIf

your question is answered there.

Ihttp://httpd.apache.org/docs/misc/FAQ.html
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4.2 Background - Frequently Asked Questions

Background

e What is Apache?

e What is the Apache HTTP Server?

e How thoroughly tested is Apache?

e May | use the Apache logo on my product or Web site?

What is Apache?

The Apache Software Foundation (ASF) is a 501(c)3 non-profit organization providing support for the Apache com-
munity of open-sourced software projects. For more details, please see the Apache Software Foundation FAQ

The Apache HTTP Server — sometimes called Apache httpd — is a project of the Apache Software foundation aimed at
creating a robust, commercial-grade, featureful, and freely-available source code implementation of an HTTP (Web)
server. For more information, please see the About Apaphge.

What is the Apache HTTP Server?

e is a powerful, flexible, HTTP/1.1 compliant web server

e implements the latest protocols, including HTTP/1.1 (RFC2616)

e is highly configurable and extensible with third-party modules

e can be customised by writing 'modules’ using the Apache module API
e provides full source code and comes with an unrestrictive lidense

e runs on Windows 2003/XP/2000/NT/9x, Netware 5.x and above, OS/2, and most versions of Unix, as well as
several other operating systems

e is actively being developed
e encourages user feedback through new ideas, bug reports and patches

How thoroughly tested is Apache?
Apache is run on millions of Internet servers. It has been tested thoroughly by both developers and users. The Apache
HTTP Server Project maintains rigorous standards before releasing new versions of our server, and our server runs

without a hitch on over 70% of all WWW servers available on the Internet. When bugs do show up, we release patches
and new versions as soon as they are available.

>May | use the Apache logo on my product or Web site?

You mayNOT use any original artwork from the Apache Software Foundation, nor make or use modified versions of
such artwork, except under the following conditions:

e You may use the 'Powered by Apache’ graphin a Web site that is being served by the Apache HTTP server
software.

2http://www.apache.org/foundation/fag.html
Shttp://httpd.apache.org/ABOURPACHE.html
4http://www.apache.org/licenses/LICENSE-2.0
Shttp://httpd.apache.org/docs/apagitegif
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e You may use the aforementioned 'Powered by Apache’ grégiithe Apache Software Foundation Idga
product description and promotional matetfabnd ONLY IFsuch use can in no way be interpreted as anything
other than an attribution. Using the Apache name and artwork in a manner that implies endorsement of a product
or service is strictly forbidden. (.58
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4.3 Support - Frequently Asked Questions

Support

e "Why can'tl...? Why won't ... work? What to do in case of problems
e Whom do | contact for support?

"Why can't|...? Why won't ... work? " What to do in case of problems

If you are having trouble with your Apache server software, you should take the following steps:

Check the ErrorLog! Apache tries to be helpful when it encounters a problem. In many cases, it will provide some
details by writing one or more messages to the server error log. Sometimes this is enough for you to diag-
nose & fix the problem yourself (such as file permissions or the like). The default location of the error log is
lusr/local/apache2/logs/error _log , but see th&eRRORL OG directive in your config files for the
location on your server.

Check the ErrorLog again! Nearly all problems can be solved by reading the error log.

Check the FAQ®! The latest version of the Apache Frequently-Asked Questions list can always be found at the main
Apache web site.

Check the Apache bug databaseViost problems that get reported to The Apache Group are recorded in the bug
databasg Pleasecheck the existing reports, opand closed, before adding one. If you find that your issue has
already been reported, pleaden’'t add a" me, tod report. If the original report isn’t closed yet, we suggest
that you check it periodically. You might also consider contacting the original submitter, because there may be
an email exchange going on about the issue that isn't getting recorded in the database.

Ask in a user support forum Apache has an active community of users who are willing to share their knowledge.
Participating in this community is usually the best and fastest way to get answers to your questions and problems.
Users mailing list®
#apache (p??) on Freenode IRE is also available for user support issues.

Please use the bug database for bugdf you've gone through those steps above that are appropriate and have ob-
tained no relief, then pleasi® let the httpd developers know about the problem by logging a bug féport

If your problem involves the server crashing and generating a core dump, please include a badktpmssi-
ble).

Whom do | contact for support?

With millions of users and fewer than sixty volunteer developers, we cannot provide personal support for Apache. For
free support, we suggest participating in a user forum.

Professional, commercial support for Apache is available from a number of comianies

9http://httpd.apache.org/bugport.html
1Ohttp://httpd.apache.org/userslist.html
Uhttp://freenode.net
L2http://httpd.apache.org/bugport.html
B3http://httpd.apache.org/dev/debugging.html
Lhttp://www.apache.org/info/support.cgi
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4.4 Error Messages - Frequently Asked Questions

Error Messages

¢ Invalid argument: cor@utputfilter: writing data to the network
e AcceptEx failed

e Premature end of script headers

e Permission denied

Invalid argument: core _output_filter: writing data to the network

Apache uses theendfile  syscall on platforms where it is available in order to speed sending of responses. Un-
fortunately, on some systems, Apache will detect the presereenadlfile  at compile-time, even when it does not
work properly. This happens most frequently when using network or other non-standard file-system.

Symptoms of this problem include the above message in the error log and zero-length responses to non-zero-sized files.
The problem generally occurs only for static files, since dynamic content usually does not makeersfites

To fix this problem, simply use thENABLE SENDFILE directive to disablesendfile  for all or part of your server.
Also see th&ENABLEMMAP, which can help with similar problems.

AcceptEx Failed

If you get error messages related to fhkereptEx syscall on win32, see th&/IN32DISABLEACCEPTEX directive.

Premature end of script headers

Most problems with CGI scripts result in this message written in the error log together witkeanal Server
Error delivered to the browser. A guide to helping debug this type of problem is available in the CGI tutorial (p.
204 .

Permission denied

A Permission denied error in theerror _log , accompanied by Borbidden message to the client usually
indicates a problem with your filesystem permissions, rather than a problem in the Apache HTTP Server configuration
files. Check to make sure that thisseEr and GROUP running the child processes has adequate permission to access
the files in question. Also check that the directory and all parent directories are at least searchable for that user and
group (i.e.chmod +x).

Recent releases of Fedora Core and other Linux distributions using SELinux have additional access restrictions beyond
those used by the basic filesystem. Violations of these restrictions will also resuPémngission denied
message. See the Fedora SELinux FAGnd Apache SELinux Policy Documéfit

Bhitp://fedora.redhat.com/docs/selinux-fag-fc3/
18http://fedora.redhat.com/docs/selinux-apache-fc3/
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5.1 Apache SSL/TLS Encryption

The Apache HTTP Server modweD_ssLprovides an interface to the OpenS3ibrary, which provides Strong En-
cryption using the Secure Sockets Layer and Transport Layer Security protocols. The module and this documentation
are based on Ralf S. Engelschall’s mssl project.

Documentation

Introduction (p.165

Compatibility (p.174)

How-To (p.1798

Frequently Asked Questions (b33
Glossary (p689

mod_ssl

Extensive documentation on the directives and environment variables provided by this module is provided in the
mod ssl reference documentation §84) .

http://www.openssl.org/
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5.2 SSL/TLS Strong Encryption: An Introduction

The nice thing about standards is that there are so many to choose from. And if you really don't like
all the standards you just have to wait another year until the one arises you are looking for.
— A. Tanenbaun, Introduction to Computer Networks

As an introduction this chapter is aimed at readers who are familiar with the Web, HTTP, and Apache, but are not
security experts. It is not intended to be a definitive guide to the SSL protocol, nor does it discuss specific techniques
for managing certificates in an organization, or the important legal issues of patents and import and export restrictions.
Rather, it is intended to provide a common backgrounditb_ssL users by pulling together various concepts,
definitions, and examples as a starting point for further exploration.

The presented content is mainly derived, with the author’s permission, from the article Introducing SSL and Certificates
using SSLead/by Frederick J. Hirsch of The Open Group Research Institute, which was published in Web Security:

A Matter of Trust, World Wide Web Journal, Volume 2, Issue 3, Summer 1997. Please send any positive feedback to
Frederick Hirsch (the original article author) and all negative feedback to Ralf S. Engel§¢tradiMop_ssL author).

Cryptographic Techniques

Understanding SSL requires an understanding of cryptographic algorithms, message digest functions (aka. one-way
or hash functions), and digital signatures. These techniques are the subject of entire books (see for instance [AC96])
and provide the basis for privacy, integrity, and authentication.

Cryptographic Algorithms

Suppose Alice wants to send a message to her bank to transfer some money. Alice would like the message to be
private, since it will include information such as her account number and transfer amount. One solution is to use a
cryptographic algorithm, a technique that would transform her message into an encrypted form, unreadable until it is
decrypted. Once in this form, the message can only be decrypted by using a secret key. Without the key the message is
useless: good cryptographic algorithms make it so difficult for intruders to decode the original text that it isn’t worth
their effort.

There are two categories of cryptographic algorithms: conventional and public key.

Conventional cryptography also known as symmetric cryptography, requires the sender and receiver to share a key:
a secret piece of information that may be used to encrypt or decrypt a message. As long as this key is kept
secret, nobody other than the sender or recipient can read the message. If Alice and the bank know a secret key,
then they can send each other private messages. The task of sharing a key between sender and recipient before
communicating, while also keeping it secret from others, can be problematic.

Public key cryptography also known as asymmetric cryptography, solves the key exchange problem by defining an
algorithm which uses two keys, each of which may be used to encrypt a message. If one key is used to encrypt a
message then the other must be used to decrypt it. This makes it possible to receive secure messages by simply
publishing one key (the public key) and keeping the other secret (the private key).

Anyone can encrypt a message using the public key, but only the owner of the private key will be able to read it. In
this way, Alice can send private messages to the owner of a key-pair (the bank), by encrypting it using their public key.
Only the bank will be able to decrypt it.

2http://home.comcast.net/fjhirsch/Papers/wwwj/
Shttp://home.comcast.net/ fjhirsch/
4http://www.ora.com/catalog/wjsum97/
Smailto:hirsch@fjhirsch.com
Smailto:rse@engelschall.com
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Message Digests

Although Alice may encrypt her message to make it private, there is still a concern that someone might modify her
original message or substitute it with a different one, in order to transfer the money to themselves, for instance. One
way of guaranteeing the integrity of Alice’s message is for her to create a concise summary of her message and send
this to the bank as well. Upon receipt of the message, the bank creates its own summary and compares it with the one
Alice sent. If the summaries are the same then the message has been received intact.

A summary such as this is called a message digest;way functioror hash function Message digests are used

to create a short, fixed-length representation of a longer, variable-length message. Digest algorithms are designed to
produce a unique digests for each message. Message digests are designed to make it impractically difficult to determine
the message from the digest, and (in theory) impossible to find two different messages which create the same digest —
thus eliminating the possibility of substituting one message for another while maintaining the same digest.

Another challenge that Alice faces is finding a way to send the digest to the bank securely; if the digest is not sent
securely, its integrity may be compromised, and with it, the possibility for the bank to determine the integrity of the
original message. Only if the digest is sent securely can the integrity of the associated message be determined.

One way to send the digest securely is to include it in a digital signature.

Digital Signatures

When Alice sends a message to the bank, the bank needs to ensure that the message is really from her, so an in-
truder cannot request a transaction involving her accoumtighal signature created by Alice and included with the
message, serves this purpose.

Digital signatures are created by encrypting a digest of the message, and other information (such as a sequence number)
with the sender’s private key. Though anyone dacryptthe signature using the public key, only the sender knows

the private key. This means that only they can have signed it. Including the digest in the signature means the signature
is only good for that message; it also ensures the integrity of the message since no one can change the digest and still
sign it.

To guard against interception and reuse of the signature by an intruder at a later date, the signature contains a unique
seqguence number. This protects the bank from a fraudulent claim from Alice that she did not send the message — only
she could have signed it (hon-repudiation).

Certificates

Although Alice could have sent a private message to the bank, signed it, and ensured the integrity of the message, she
still needs to be sure that she is really communicating with the bank. This means that she needs to be sure that the
public key she is using is part of the bank’s key-pair, and not an intruder’s. Similarly, the bank needs to verify that the
message signature really was signed by the private key that belongs to Alice.

If each party has a certificate which validates the other’s identity, confirms the public key, and is signed by a trusted
agency, then both can be assured that they are communicating with whom they think they are. Such a trusted agency
is called aCertificate Authorityand certificates are used for authentication.

Certificate Contents

A certificate associates a public key with the real identity of an individual, server, or other entity, known as the subject.
As shown in Table 1, information about the subject includes identifying information (the distinguished name), and the
public key. It also includes the identification and signature of the Certificate Authority that issued the certificate, and
the period of time during which the certificate is valid. It may have additional information (or extensions) as well as
administrative information for the Certificate Authority’s use, such as a serial number.
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Table 1: Certificate Information

Subject Distinguished Name, Public Key
Issuer Distinguished Name, Signature

Period of Validity Not Before Date, Not After Date
Administrative Information Version, Serial Number

Extended Information Basic Constraints, Netscape Flags, etc.

A distinguished name is used to provide an identity in a specific context — for instance, an individual might have a
personal certificate as well as one for their identity as an employee. Distinguished names are defined by the X.509
standard [X509], which defines the fields, field names, and abbreviations used to refer to the fields (see Table 2).

Table 2: Distinguished Name Information

DN Field Abbrev. Description Example

Common Name CN Name being certified CN=Joe Average

Organization or Company (0] Name is associated with this O=Snake Oil, Ltd.
organization

Organizational Unit ou Name is associated with this OU=Research Institute
organization unit, such as a department

City/Locality L Name is located in this City L=Snake City

State/Province ST Name is located in this State/Province ST=Desert

Country C Name is located in this Country (ISQ C=XZ
code)

A Certificate Authority may define a policy specifying which distinguished field names are optional, and which are
required. It may also place requirements upon the field contents, as may users of certificates. For example, a Netscape
browser requires that the Common Name for a certificate representing a server matches a wildcard pattern for the
domain name of that server, suchxasnakeoil.com

The binary format of a certificate is defined using the ASN.1 notation [X208] [PKCS]. This notation defines how
to specify the contents, and encoding rules define how this information is translated into binary form. The binary
encoding of the certificate is defined using Distinguished Encoding Rules (DER), which are based on the more general
Basic Encoding Rules (BER). For those transmissions which cannot handle binary, the binary form may be translated
into an ASCII form by using Base64 encoding [MIME]. When placed between begin and end delimiter lines (as
below), this encoded version is called a PEMP(ivacy Enhanced M4il) encoded certificate.

Example of a PEM-encoded certificate (snakeoil.crt)

MIIC7jCCAlegAwIBAgIBATANBgkghkiGOWOBAQQFADCBGTELMAKkGA1IUEBhMCWFkx
FTATBgNVBAgTDFNuYWHIIERIc2VYydDETMBEGA1UEBXMKU25ha2UgVG93bjEXMBUG
A1UEChMOU25ha2UgT2IsLCBMdGQxH]JAcBgNVBASTFUNIcnRpZmIjYXRIIEF1dGhv
cmlOeTEVMBMGALUEAXMMU25ha2UgT2ISIENBMR4wWHAY JKoZIhveNAQKBFg9jYUBz
bmFrzW9pbC5kb20wHhcNOTgxMDIXMDg1ODM2WhcNOTkxMDIXMDg1ODM2WjCBpzEL
MAKGALIUEBhMCWFkxFTATBgNVBAgTDFNuYWHIIERIc2VydDETMBEGALUEBXMKU25h
a2UgVG93bjEXMBUGALUEChMOU25ha2UgT2IsLCBMdGQxFzAVBgNVBASTDIdIYnNI
cnZIciBUZWFtMRkwFwYDVQQDEXxB3d3cuc25ha2VvaWwuZGOtMR8wWHQY JKoZlhveN
AQkBFhB3d3dAc25ha2VvaWwuZGItMIGIMAOGCSgGSIh3aDQEBAQUAA4GNADCBIQKB
gQDH9Ge/s2zcH+da+rPTx/DPRp3xGjHZ4GG6pCmvADIEtBtKBFAcZ64n+Dy7Np8b
vKR+yy5DGQIiijsH1D/j8HIGE+q4TZ80Fk7BNBFazHxFbYI4OKMiCxdKzdiflyfaa
IWoANFIAzISdbxeGVHoTOK+gT5w3UxwZKv2DLbCTzLZyPwWIDAQABoyYwWJIDAPBgNV
HRMECDAGAQH/AgEAMBEGCWCGSAGG+EIBAQQEAWIAQDANBgkghkiGOWOBAQQFAAOB
gQAZUIHAL4D090E6LV2k56Gp380BDulLvwLglviKL8MQR+KFjghCrtpgaztZqcDt
292QoyulCgSzHbEGmIOEsdkPfgémpOpenssiFePYNI+/8u9HT4LuKMJIX15hxBam7
dUHzICxBVC1InHyYGjDuAMhe3961YANn8bCld1/LANMGBCQ==
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Certificate Authorities

By verifying the information in a certificate request before granting the certificate, the Certificate Authority assures
itself of the identity of the private key owner of a key-pair. For instance, if Alice requests a personal certificate, the
Certificate Authority must first make sure that Alice really is the person the certificate claims she is.

Certificate Chains

A Certificate Authority may also issue a certificate for another Certificate Authority. When examining a certificate,
Alice may need to examine the certificate of the issuer, for each parent Certificate Authority, until reaching one which
she has confidence in. She may decide to trust only certificates with a limited chain of issuers, to reduce her risk of a
"bad' certificate in the chain.

Creating a Root-Level CA

As noted earlier, each certificate requires an issuer to assert the validity of the identity of the certificate subject, up to
the top-level Certificate Authority (CA). This presents a problem: who can vouch for the certificate of the top-level
authority, which has no issuer? In this unique case, the certificdteel-signedl, so the issuer of the certificate

is the same as the subject. Browsers are preconfigured to trust well-known certificate authorities, but it is important
to exercise extra care in trusting a self-signed certificate. The wide publication of a public key by the root authority
reduces the risk in trusting this key — it would be obvious if someone else publicized a key claiming to be the authority.

A number of companies, such as Thafed VeriSigh have established themselves as Certificate Authorities. These
companies provide the following services:

¢ Verifying certificate requests
e Processing certificate requests
e Issuing and managing certificates

It is also possible to create your own Certificate Authority. Although risky in the Internet environment, it may be
useful within an Intranet where the organization can easily verify the identities of individuals and servers.

Certificate Management

Establishing a Certificate Authority is a responsibility which requires a solid administrative, technical, and manage-
ment framework. Certificate Authorities not only issue certificates, they also manage them — that is, they determine
for how long certificates remain valid, they renew them, and they keep lists of certificates that were issued in the past
but are no longer valid (Certificate Revocation Lists, or CRLS).

For example, if Alice is entitled to a certificate as an employee of a company, but has now left that company, her
certificate may need to be revoked. Because certificates are only issued after the subject’s identity has been verified,
and can then be passed around to all those with whom the subject may communicate, it is impossible to tell from the
certificate alone that it has been revoked. When examining certificates for validity, therefore, it is necessary to contact
the issuing Certificate Authority to check CRLs — this is usually not an automated part of the process.

:> Note

If you use a Certificate Authority that browsers are not configured to trust by default, it is
necessary to load the Certificate Authority certificate into the browser, enabling the browser to
validate server certificates signed by that Certificate Authority. Doing so may be dangerous,
since once loaded, the browser will accept all certificates signed by that Certificate Authority.

“http://www.thawte.com/
8http://www.verisign.com/
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Secure Sockets Layer (SSL)

The Secure Sockets Layer protocol is a protocol layer which may be placed between a reliable connection-oriented
network layer protocol (e.g. TCP/IP) and the application protocol layer (e.g. HTTP). SSL provides for secure com-
munication between client and server by allowing mutual authentication, the use of digital signatures for integrity, and
encryption for privacy.

The protocol is designed to support a range of choices for specific algorithms used for cryptography, digests, and
signatures. This allows algorithm selection for specific servers to be made based on legal, export or other concerns,
and also enables the protocol to take advantage of new algorithms. Choices are negotiated between client and server
at the start of establishing a protocol session.

Table 4: Versions of the SSL protocol

Version Source Description Browser Support
SSLv2.0 Vendor Standard (from] First SSL protocol for which imple{ - NS Navigator 1.x/2.x
Netscape Corp.) [SSL2] | mentations exists -MS IE 3.x
- Lynx/2.8+OpenSSL
SSLv3.0 Expired Internet Draft| Revisions to prevent specific security- NS Navigator 2.x/3.x/4.x
(from Netscape Corp.) attacks, add non-RSA ciphers, and sup- MS IE 3.x/4.x
[SSL3] port for certificate chains - Lynx/2.8+OpenSSL
TLS V1.0 Proposed Internet Star]- Revision of SSL 3.0 to update the MAC - Lynx/2.8+OpenSSL
dard (from IETF) [TLS1] | layer to HMAC, add block padding fo
block ciphers, message order standalrd-
ization and more alert messages.

There are a number of versions of the SSL protocol, as shown in Table 4. As noted there, one of the benefits in SSL
3.0 is that it adds support of certificate chain loading. This feature allows a server to pass a server certificate along
with issuer certificates to the browser. Chain loading also permits the browser to validate the server certificate, even if
Certificate Authority certificates are not installed for the intermediate issuers, since they are included in the certificate
chain. SSL 3.0 is the basis for the Transport Layer Security [TLS] protocol standard, currently in development by the
Internet Engineering Task Force (IETF).

Establishing a Session

The SSL session is established by following a handshake sequence between client and server, as shown in Figure 1.
This sequence may vary, depending on whether the server is configured to provide a server certificate or request a client
certificate. Although cases exist where additional handshake steps are required for management of cipher information,
this article summarizes one common scenario. See the SSL specification for the full range of possibilities.

——>Note

Once an SSL session has been established, it may be reused. This avoids the performance
penalty of repeating the many steps needed to start a session. To do this, the server assigns
each SSL session a unique session identifier which is cached in the server and which the client
can use in future connections to reduce the handshake time (until the session identifer expires
from the cache of the server).
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ClhentHello -l Estahlish protocal version, session id,
. Hells cipher suite, compression method
- EIVEITE Exchange random values
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. Cptionall send senier certificate
- el et and request client cerificate
ServerHelloDong
Eow Joui Send client cerdificate response if
Certificate Verify reguested
=
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- Finished
Client SETVEr

Figure 1: Simplified SSL Handshake Sequence

The elements of the handshake sequence, as used by the client and server, are listed below:

1. Negotiate the Cipher Suite to be used during data transfer
2. Establish and share a session key between client and server
3. Optionally authenticate the server to the client

4. Optionally authenticate the client to the server

The first step, Cipher Suite Negotiation, allows the client and server to choose a Cipher Suite supported by both
of them. The SSL3.0 protocol specification defines 31 Cipher Suites. A Cipher Suite is defined by the following
components:

e Key Exchange Method
e Cipher for Data Transfer
e Message Digest for creating the Message Authentication Code (MAC)

These three elements are described in the sections that follow.

Key Exchange Method

The key exchange method defines how the shared secret symmetric cryptography key used for application data transfer
will be agreed upon by client and server. SSL 2.0 uses RSA key exchange only, while SSL 3.0 supports a choice of
key exchange algorithms including RSA key exchange (when certificates are used), and Diffie-Hellman key exchange
(for exchanging keys without certificates, or without prior communication between client and server).

One variable in the choice of key exchange methods is digital signatures — whether or not to use them, and if so, what
kind of signatures to use. Signing with a private key provides protection against a man-in-the-middle-attack during
the information exchange used to generating the shared key [AC96, p516].
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Cipher for Data Transfer

SSL uses conventional symmetric cryptography, as described earlier, for encrypting messages in a session. There are
nine choices of how to encrypt, including the option not to encrypt:

e No encryption

e Stream Ciphers

— RC4 with 40-bit keys
— RC4 with 128-bit keys

e CBC Block Ciphers

— RC2 with 40 bit key

— DES with 40 bit key

— DES with 56 bit key

— Triple-DES with 168 bit key
— ldea (128 bit key)

— Fortezza (96 bit key)

" CBC" refers to Cipher Block Chaining, which means that a portion of the previously encrypted cipher text is used in
the encryption of the current blockDES' refers to the Data Encryption Standard [AC96, ch12], which has a number
of variants (including DES40 and 3DEHSDE). " Ided' is currently one of the best and cryptographically strongest
algorithms available, antiRC2' is a proprietary algorithm from RSA DSI [AC96, ch13].

Digest Function

The choice of digest function determines how a digest is created from a record unit. SSL supports the following:

e No digest (Null choice)
e MD5, a 128-bit hash
e Secure Hash Algorithm (SHA-1), a 160-bit hash

The message digest is used to create a Message Authentication Code (MAC) which is encrypted with the message to
verify integrity and to protect against replay attacks.

Handshake Sequence Protocol

The handshake sequence uses three protocols:

e The SSL Handshake Protocol for performing the client and server SSL session establishment.
e The SSL Change Cipher Spec Protocol for actually establishing agreement on the Cipher Suite for the session.
e The SSL Alert Protocol for conveying SSL error messages between client and server.

These protocols, as well as application protocol data, are encapsulated in the SSL Record Protocol, as shown in Figure
2. An encapsulated protocol is transferred as data by the lower layer protocol, which does not examine the data. The
encapsulated protocol has no knowledge of the underlying protocol.
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Figure 2: SSL Protocol Stack

The encapsulation of SSL control protocols by the record protocol means that if an active session is renegotiated the
control protocols will be transmitted securely. If there was no previous session, the Null cipher suite is used, which
means there will be no encryption and messages will have no integrity digests, until the session has been established.

Data Transfer

The SSL Record Protocol, shown in Figure 3, is used to transfer application and SSL Control data between the client
and server, where necessary fragmenting this data into smaller units, or combining multiple higher level protocol data
messages into single units. It may compress, attach digest signatures, and encrypt these units before transmitting them
using the underlying reliable transport protocol (Note: currently, no major SSL implementations include support for
compression).
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Fragment/Combine
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Encrypted A A
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Figure 3: SSL Record Protocol
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Securing HTTP Communication

One common use of SSL is to secure Web HTTP communication between a browser and a webserver. This does not
preclude the use of non-secured HTTP - the secure version (called HTTPS) is the same as plain HTTP over SSL, but
uses the URL schentdtps rather tharhttp , and a different server port (by default, port 443). This functionality

is a large part of whattob_ssL provides for the Apache webserver.
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5.3 SSL/TLS Strong Encryption: Compatibility

All PCs are compatible. But some of them are more compatible than others.
— Unknown

This page covers backwards compatibility between residand other SSL solutions. madl is not the only SSL
solution for Apache; four additional products are (or were) also available: Ben Laurie’s freely available Apaéhe-SSL
(from where modss| were originally derived in 1998), Red Hat's commercial Secure Web S&(wich was based

on modssl), Covalent's commercial Raven SSL Moddléalso based on massl) and finally C2Net's (now Red
Hat's) commercial product Stronghdfdbased on a different evolution branch named Sioux up to Stronghold 2.x and
based on mogsl since Stronghold 3.x).

mod_ssl mostly provides a superset of the functionality of all the other solutions, so it's simple to migrate from one
of the older modules to masisl. The configuration directives and environment variable names used by the older SSL
solutions vary from those used in msdl; mapping tables are included here to give the equivalents used hgshod

Configuration Directives
The mapping between configuration directives used by Apache-SSL 1.x andsh®d.x is given in Table 1. The

mapping from Sioux 1.x and Stronghold 2.x is only partial because of special functionality in these interfaces which
mod ssl doesn't provide.

Table 1: Configuration Directive Mapping

Old Directive mod_ssl Directive Comment
Apache-SSL 1.x & modssl 2.0.x
compatibility:
SSLEnable SSLEngine on compactified
SSLDisable SSLEngine off compactified
SSLLogFile file SSlLLog file compactified
SSLRequiredCiphers  spec SSLCipherSuite  spec renamed
SSLRequireCipher  cl... SSLRequire % {SSL.CIPHER} in generalized
"cl', ..
SSLBanCipher cl... SSLRequire }not generalized
(%{SSL.CIPHER} in {"cl",
SSLFakeBasicAuth SSLogt)ions +FakeBasicAuth merged
SSLCacheServerPath  dir - functionality removed
SSLCacheServerPort  integer - functionality removed
Apache-SSL 1.x compatibility:
SSLExportClientCertificates SSLOptions +ExportCertData merged
SSLCacheServerRunDir  dir - functionality not supported
Sioux 1.x compatibility:
SSL CertFile  file SSLCertificateFile file renamed
SSL KeyFile file SSLCertificateKeyFile file renamed
SSL CipherSuite  arg SSLCipherSuite  arg renamed
SSL _X509VerifyDir arg SSLCACertificatePath arg renamed
SSL Log file SSLLogFile file renamed

Shttp://www.apache-ssl.org/
LOhttp:/www.redhat.com/products/product-details.phtml?id=rhsa
Uhttp:/iwww.covalent.net/
L2http:/www.redhat.com/explore/stronghold/
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SSL Connect flag

SSL ClientAuth  arg
SSL_X509VerifyDepth  arg
SSL FetchKeyPhraseFrom arg

SSL_SessionDir  dir

SSL_Require expr

SSL CertFileType  arg

SSL KeyFileType arg

SSL X509VerifyPolicy arg
SSL LogX509Attributes arg
Stronghold 2.x compatibility:
StrongholdAccelerator engine
StrongholdKey  dir
StrongholdLicenseFile dir
SSLFlag flag
SSLSessionLockFile file
SSLCipherList  spec
RequireSSL

SSLErrorFile  file

SSLRoot dir

SSL CertificateLogDir dir
AuthCertDir  dir

SSL Group name
SSLProxyMachineCertPath dir

SSLProxyMachineCertFile file

SSLProxyCipherList spec

SSLEngine flag
SSLVerifyClient arg
SSLVerifyDepth  arg

SSLCryptoDevice engine
SSLEngine flag
SSLMutex file
SSLCipherSuite  spec

SSLRequireSSL

SSLProxyMachineCertificatePath
dir
SSLProxyMachineCertificateFile
file

SSLProxyCipherSpec  spec
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renamed

renamed

renamed

not directly mappable; use
SSLPassPhraseDialog

not directly mappable; use SSLSessig

Cache
not directly mappable; use SSLRequire

functionality not supported
functionality not supported
functionality not supported
functionality not supported

renamed

functionality not needed
functionality not needed
renamed

renamed

renamed

renamed

functionality not supported
functionality not supported
functionality not supported
functionality not supported
functionality not supported
renamed

renamed

renamed

Environment Variables

The mapping between environment variable names used by the older SSL solutions and the names usesltig mod

given in Table 2.

Table 2: Environment Variable Derivation

Old Variable
SSLPROTOCQNERSION
SSLEAY.VERSION
HTTPSSECRETKEYSIZE
HTTPSKEYSIZE
HTTPSCIPHER
HTTPSEXPORT
SSL_SERVERKEY_SIZE
SSL_ SERVERCERTIFICATE
SSL SERVERCERTSTART
SSL.SERVERCERTEND
SSL_SERVERCERTSERIAL

SSL_ SERVERSIGNATUREALGORITHM

SSL_.SERVERDN
SSL.SERVERCN

mod _ssl Variable
SSLPROTOCOL
SSLVERSIONLIBRARY
SSICIPHER.USEKEYSIZE
SSL_CIPHERALGKEYSIZE
SSLCIPHER
SSICIPHER EXPORT
SSL_CIPHERALGKEYSIZE
SSL_SERVERCERT
SSLSERVERV_START
SSLSERVERV_END
SSL_SERVERMSERIAL
SSISERVERA_SIG
SSLSERVERS_DN
SSLSERVERS_.DNCN

Comment
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
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SSL.SERVEREMAIL
SSL.SERVERO
SSL.SERVEROU
SSL.SERVERC

SSL_ SERVERSP
SSL.SERVERL
SSL_.SERVERIDN
SSL_.SERVERICN

SSL_ SERVERIEMAIL
SSL.SERVERIO
SSL.SERVERIOU
SSL.SERVERIC
SSL_SERVERISP
SSL.SERVERIL
SSL.CLIENT_CERTIFICATE
SSL CLIENT_CERTSTART
SSL CLIENT_CERTEND
SSL CLIENT_CERTSERIAL
SSL CLIENT_SIGNATUREALGORITHM
SSL CLIENT_DN

SSL CLIENT_CN

SSL CLIENT_EMAIL
SSLCLIENT_.O

SSL CLIENT_OU
SSLCLIENT.C

SSL CLIENT_SP

SSL CLIENT_L

SSL CLIENT.IDN

SSL CLIENT.ICN

SSL CLIENT_IEMAIL
SSL.CLIENT_IO
SSL.CLIENT_IOU
SSLCLIENT.IC

SSL CLIENT.ISP

SSL CLIENT_IL
SSLEXPORT
SSLKEYSIZE
SSL.SECKEYSIZE
SSL.SSLEAY.VERSION
SSL.STRONGCRYPTO
SSL.SERVERKEY.EXP
SSL_.SERVERKEY.ALGORITHM
SSL_.SERVERKEY_SIZE
SSL_SERVERSESSIONDIR
SSL_ SERVERCERTIFICATELOGDIR
SSL_SERVERCERTFILE
SSL.SERVERKEYFILE
SSL.SERVERKEYFILETYPE
SSL CLIENT_KEY.EXP

SSL CLIENT_KEY.ALGORITHM
SSL CLIENT_KEY.SIZE
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SSL_SERVERS_DNEmail
SSLSERVERS.DN.O
SSLSERVERS_.DNOU
SSLSERVERS.DNC
SSLSERVERS_.DNSP
SSL_-SERVERS_DNL
SSL_SERVER _DN
SSL_SERVER _.DNCN
SSL _SERVERI _DNEmail
SSL_SERVERI .DNO
SSL_SERVER _-DN.OU
SSL_SERVERI .DNC
SSL_SERVERI .DNSP
SSL _SERVERI DNL
SSL_CLIENT_CERT
SSLCLIENT_V_START
SSLCLIENT_V_END
SSL_CLIENT_MSERIAL
SSICLIENT_A_SIG
SSLCLIENT_S_.DN
SSLCLIENT_S_.DNCN
SSL_CLIENT_S_.DNEmail
SSLCLIENT_S.DN.O
SSLCLIENT_S_.DNOU
SSLCLIENT_S.DNC
SSLCLIENT_S_.DNSP
SSL_CLIENT_S.DNL
SSL_CLIENT.l .DN
SSL_CLIENT.lI .DNCN
SSL _CLIENT_| _-DNEmail
SSL_CLIENT.I .DNO
SSL_CLIENT_I .DNOU
SSL_CLIENT.I .DNC
SSL_CLIENT.lI _.DNSP
SSL _CLIENT.I .DNL
SSICIPHER EXPORT
SSL CIPHERALGKEYSIZE
SSLCIPHERUSEKEYSIZE
SSLVERSIONLIBRARY

renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
renamed
Not supported by madsl
Not supported by madsl
Not supported by madsl|
Not supported by madgsl
Not supported by magsl
Not supported by magsl
Not supported by madsl|
Not supported by madsl|
Not supported by madsl|
Not supported by madsl
Not supported by magsl
Not supported by madsl
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Custom Log Functions

When modssl is enabled, additional functions exist for the Custom Log Format9f. of MOD_LOG_CONFIG as
documented in the Reference Chapter. Beside ¥{@&rnaméx” eXtension format function which can be used to
expand any variables provided by any module, an additional Cryptogré&f{mainegc” cryptography format function
exists for backward compatibility. The currently implemented function calls are listed in Table 3.

Table 3: Custom Log Cryptography Function

%...
%...
%...
%...
%...
%...

Function Call
{version }c

{cipher }c
{subjectdn
{issuerdn }c

{errcode }c

{errstr

}c

}c

Description

SSL protocol version

SSL cipher

Client Certificate Subject Distinguished Name
Client Certificate Issuer Distinguished Name
Certificate Verification Error (numerical)
Certificate Verification Error (string)
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5.4 SSL/TLS Strong Encryption: How-To

The solution of this problem is trivial and is left as an exercise for the reader.
— Standard textbook cookie

How to solve particular security constraints for an SSL-aware webserver is not always obvious because of the coher-
ences between SSL, HTTP and Apache’s way of processing requests. This chapter gives instructions on how to solve
such typical situations. Treat it as a first step to find out the final solution, but always try to understand the stuff before
you use it. Nothing is worse than using a security solution without knowing its restrictions and coherences.

Cipher Suites and Enforced Strong Security

e SSLv2 only server

e strong encryption only server

e server gated cryptography

e stronger per-directory requirements

How can | create a real SSLv2-only server?

The following creates an SSL server which speaks only the SSLv2 protocol and its ciphers.

httpd.conf
SSLProtocol -all +SSLv2
SSLCipherSuite SSLv2:+HIGH:+MEDIUM:+LOW:+EXP

How can | create an SSL server which accepts strong encryption only?

The following enables only the seven strongest ciphers:

httpd.conf
SSLProtocol all
SSLCipherSuite HIGH:MEDIUM

How can | create an SSL server which accepts strong encryption only, but allows export browsers to upgrade
to stronger encryption?

This facility is called Server Gated Cryptography (SGC) and details you can find REB®ME.GloballD doc-

ument in the modssl! distribution. In short: The server has a Global ID server certificate, signed by a special CA
certificate from Verisign which enables strong encryption in export browsers. This works as following: The browser
connects with an export cipher, the server sends its Global ID certificate, the browser verifies it and subsequently
upgrades the cipher suite before any HTTP communication takes place. The question now is: How can we allow
this upgrade, but enforce strong encryption. Or in other words: Browser either have to initially connect with strong
encryption or have to upgrade to strong encryption, but are not allowed to keep the export ciphers. The following does
the trick:
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httpd.conf

# allow all ciphers for the initial handshake,

# so export browsers can upgrade via SGC facility

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL

<Directory /usr/local/apache2/htdocs >

# but finally deny all browsers which haven't upgraded
SSLRequire % {SSL CIPHERUSEKEYSIZE >= 128
</Directory >

How can | create an SSL server which accepts all types of ciphers in general, but requires a strong ciphers for
access to a particular URL?

Obviously you cannot just use a server-wlIEL QPHERSUITE which restricts the ciphers to the strong variants. But
mod ssl allows you to reconfigure the cipher suite in per-directory context and automatically forces a renegotiation of
the SSL parameters to meet the new configuration. So, the solution is:

# be liberal in general

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL
<Location /strong/area >

# but https://hostname/strong/area/ and below

# requires strong ciphers

SSLCipherSuite HIGH:MEDIUM

</Location >

Client Authentication and Access Control

e simple certificate-based client authentication

selective certificate-based client authentication

particular certificate-based client authentication

intranet vs. internet authentication

How can | authenticate clients based on certificates when | know all my clients?

When you know your user community (i.e. a closed user group situation), as it's the case for instance in an Intranet,
you can use plain certificate authentication. All you have to do is to create client certificates signed by your own CA
certificateca.crt  and then verify the clients against this certificate.

httpd.conf

# require a client certificate which has to be directly
# signed by our CA certificate in ca.crt
SSLVerifyClient require

SSLVerifyDepth 1

SSLCACertificateFile conf/ssl.crt/ca.crt
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How can | authenticate my clients for a particular URL based on certificates but still allow arbitrary clients to
access the remaining parts of the server?

For this we again use the per-directory reconfiguration featureoaf_ssL:

httpd.conf
SSLVerifyClient none
SSLCACertificateFile conf/ssl.crt/ca.crt

<Location /secure/area >
SSLVerifyClient require
SSLVerifyDepth 1

</Location >

How can | authenticate only particular clients for a some URLs based on certificates but still allow arbitrary
clients to access the remaining parts of the server?

The key is to check for various ingredients of the client certificate. Usually this means to check the whole or part of
the Distinguished Name (DN) of the Subject. For this two methods existsMbimeAUTH _BASIC based variant and

the SSLREQUIRE variant. The first method is good when the clients are of totally different type, i.e. when their DNs
have no common fields (usually the organisation, etc.). In this case you've to establish a password database containing
all clients. The second method is better when your clients are all part of a common hierarchy which is encoded into
the DN. Then you can match them more easily.

The first method:
httpd.conf
SSLVerifyClient none
<Directory /usr/local/apache2/htdocs/secure/area>
SSLVerifyClient require
SSLVerifyDepth 5

SSLCACertificateFile conf/ssl.crt/ca.crt
SSLCACertificatePath conf/ssl.crt

SSLOptions +FakeBasicAuth

SSLRequireSSL

AuthName "Snake Oil Authentication"
AuthType Basic

AuthBasicProvider file

AuthUserFile lusr/local/apache2/conf/httpd.passwd
require valid-user

</Directory>

httpd.passwd

/C=DE/L=Munich/O=Snake Oil, Ltd./OU=Staff/CN=F00:xxj31ZMTZzkVA
/C=US/L=S.F./O=Snake Oil, Ltd./OU=CA/CN=Bar:xxj31ZMTZzkVA
/C=US/L=L.A./O=Snake Oil, Ltd./OU=Dev/CN=Quux:xxj31ZMTZzkVA

The second method:
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httpd.conf

SSLVerifyClient none

<Directory /usr/local/apache2/htdocs/secure/area>
SSLVerifyClient require
SSLVerifyDepth 5

SSLCACertificateFile conf/ssl.crt/ca.crt
SSLCACertificatePath conf/ssl.crt

SSLOptions +FakeBasicAuth
SSLRequireSSL
SSLRequire %{SSL_CLIENT_S_DN_O} eq "Snake Oil, Ltd." \

and %{SSL_CLIENT_S_DN_OU} in {"Staff", "CA", "Dev"}
</Directory>

How can | require HTTPS with strong ciphers and either basic authentication or client certificates for access
to a subarea on the Intranet website for clients coming from the Internet but still allow plain HTTP access for
clients on the Intranet?

Let us assume the Intranet can be distinguished through the IP network 192.160.1.0/24 and the subarea on the Intranet
website has the URIsubarea . Then configure the following outside your HTTPS virtual host (so it applies to both
HTTPS and HTTP):
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httpd.conf

SSLCACertificateFile conf/ssl.crt/company-ca.crt

<Directory /usr/local/apache2/htdocs>
#  Outside the subarea only Intranet access is granted

Order deny,allow
Deny from all
Allow from 192.168.1.0/24

</Directory>

<Directory /usr/local/apache2/htdocs/subarea>

# Inside the subarea any Intranet access is allowed

#  but from the Internet only HTTPS + Strong-Cipher + Password
#  or the alternative HTTPS + Strong-Cipher + Client-Certificate

# If HTTPS is used, make sure a strong cipher is used.
#  Additionally allow client certs as alternative to basic auth.

SSLVerifyClient optional

SSLVerifyDepth 1

SSLOptions +FakeBasicAuth +StrictRequire
SSLRequire %{SSL_CIPHER_USEKEYSIZE} >= 128
#  Force clients from the Internet to use HTTPS
RewriteEngine on

RewriteCond %{REMOTE_ADDRY} 1"192\.168\.1\.[0-9]+$
RewriteCond %{HTTPS} !=on

RewriteRule .* - [F]

# Allow Network Access and/or Basic Auth

Satisfy any

# Network Access Control

Order deny,allow
Deny from all
Allow 192.168.1.0/24

# HTTP Basic Authentication

AuthType basic

AuthName "Protected Intranet Area"
AuthBasicProvider file

AuthUserFile conf/protected.passwd
Require valid-user

</Directory>
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5.5 SSL/TLS Strong Encryption: FAQ

The wise man doesn't give the right answers, he poses the right questions.
— Claude Levi-Strauss

This chapter is a collection of frequently asked questions (FAQ) and corresponding answers
following the popular USENET tradition. Most of these questions occurred on the News-
group comp.infosystems.www.servers.unix 3 or the modssl Support Mailing List
modssl-users@modssl.org 14 They are collected at this place to avoid answering the same ques-
tions over and over.

Please read this chapter at least once when installingsabar at least search for your problem here before submitting
a problem report to the author.

About The Module

e What is the history of mogs|?
e modssl and Year 2000?

e modssl and Wassenaar Arrangement?

What is the history of mod_ss|?

The modssl v1 package was initially created in April 1998 by Ralf S. Engelsthah porting Ben Lauri€’’s Apache-

SSLY 1.17 source patches for Apache 1.2.6 to Apache 1.3b6. Because of conflicts with Ben Laurie’s development
cycle it then was re-assembled from scratch for Apache 1.3.0 by merging the oldshba with the newer Apache-

SSL 1.18. From this point on massl lived its own life as magsl v2. The first publicly released version was nesdl

2.0.0 from August 10th, 1998.

After US export restrictions on cryptographic software were looseme_ssL became part of the Apache HTTP
Server with the release of Apache httpd 2.

Is mod_ssl affected by the Wassenaar Arrangement?

First, let us explain what Wassenaar and its Arrangement on Export Controls for Conventional Arms and Dual-Use
Goods and Technologies is: This is a international regime, established in 1995, to control trade in conventional arms
and dual-use goods and technology. It replaced the previous CoCom regime. Further details on both the Arrangement
and its signatories are available at http://www.wassenaar.org/.

In short, the aim of the Wassenaar Arrangement is to prevent the build up of military capabilities that threaten regional
and international security and stability. The Wassenaar Arrangement controls the export of cryptography as a dual-use
good, that is, something that has both military and civilian applications. However, the Wassenaar Arrangement also
provides an exemption from export controls for mass-market software and free software.

In the current Wassenaar List of Dual Use Goods and Technologies And Munitions, under GENERAL SOFTWARE
NOTE (GSN) it says The Lists do not controsoftwaré which is either: 1. [...] 2."in the public domaih. And

under DEFINITIONS OF TERMS USED IN THESE LISTS we find In the public domain definédteshnology

or " softwaré which has been made available without restrictions upon its further dissemination. Note: Copyright
restrictions do not removetechnology or " softwaré from being" in the public domaih.

B3news:comp.infosystems.www.servers.unix
“mailto:modssl-users@modssl.org
Bmailto:rse@engelschall.com
18mailto:ben@algroup.co.uk
http://www.apache-ssl.org/
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So, both modssl and OpenSSL are in the public domain for the purposes of the Wassenaar Arrangement and its List
of Dual Use Goods and Technologies And Munitions List, and thus not affected by its provisions.

Installation

e Why do | get permission errors related to SSLMutex when | start Apache?

e Why does modssl| stop with the errot Failed to generate temporary 512 bit RSA private"keyhen | start
Apache?

Why do | get permission errors related to SSLMutex when | start Apache?

Errors such as rhodssl: Child could not open SSLMutex lockfile
/opt/apache/logs/ssl _mutex.18332 (System error follows) [...] System:
Permission denied (errno: 13) " are usually caused by overly restrictive permissions on gheent

directories. Make sure that all parent directories (Hept , /opt/apache  and/opt/apache/logs ) have the
x-bit set for, at minimum, the UID under which Apache’s children are running (sed sz directive).

Why does modssl stop with the error " Failed to generate temporary 512 bit RSA private key, when | start
Apache?

Cryptographic software needs a source of unpredictable data to work correctly. Many open source operating sys-
tems provide & randomness devitethat serves this purpose (usually nanidelv/random ). On other systems,
applications have to seed the OpenSSL Pseudo Random Number Generator (PRNG) manually with appropriate data
before generating keys or performing public key encryption. As of version 0.9.5, the OpenSSL functions that need
randomness report an error if the PRNG has not been seeded with at least 128 bits of randomness.

To prevent this erromoD_ssL has to provide enough entropy to the PRNG to allow it to work correctly. This can be
done via thesSLRANDOM SEED directives.

Configuration

e Is it possible to provide HTTP and HTTPS from the same server?
Which port does HTTPS use?
How do | speak HTTPS manually for testing purposes?

Why does the connection hang when | connect to my SSL-aware Apache server

Why do | get “Connection Refused” errors, when trying to access my newly installed Apachessineerver
via HTTPS?

Why are theSSL_XXXvariables not available to my CGI & SSI scripts?
How can | switch between HTTP and HTTPS in relative hyperlinks?

Is it possible to provide HTTP and HTTPS from the same server?

Yes. HTTP and HTTPS use different server ports (HTTP binds to port 80, HTTPS to port 443), so there is no direct
conflict between them. You can either run two separate server instances bound to these ports, or use Apache’s elegant
virtual hosting facility to create two virtual servers over one instance of Apache - one responding to requests on port
80 and speaking HTTP and the other responding to requests on port 443 speaking HTTPS.
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Which port does HTTPS use?
You can run HTTPS on any port, but the standards specify port 443, which is where any HTTPS compliant browser

will look by default. You can force your browser to look on a different port by specifying it in the URL like this (for
port 666):https://secure.server.dom:666/

How do | speak HTTPS manually for testing purposes?

While you usually just use

$ telnet localhost 80
GET / HTTP/1.0

for simple testing of Apache via HTTP, it's not so easy for HTTPS because of the SSL protocol between TCP and
HTTP. With the help of OpenSSLs_client  command, however, you can do a similar check for HTTPS:

$ openssl s _client -connect localhost:443 -state -debug
GET / HTTP/1.0

Before the actual HTTP response you will receive detailed information about the SSL handshake. For a more general
command line client which directly understands both HTTP and HTTPS, can perform GET and POST operations, can
use a proxy, supports byte ranges, etc. you should have a look at the nifty"gtdRL Using this, you can check that
Apache is responding correctly on ports 80 and 443 as follows:

$ curl http://localhost/
$ curl https://localhost/

Why does the connection hang when | connect to my SSL-aware Apache server?

Because you connected with HTTP to the HTTPS port, i.e. you used an URL of the lfdtp/* " instead of
“https:// . This also happens the other way round when you connect via HTTPS to a HTTP port, i.e. when you
try to use ‘https:// " on a server that doesn’t support SSL (on this port). Make sure you are connecting to a virtual
server that supports SSL, which is probably the IP associated with your hostname, not localhost (127.0.0.1).

Why do | get “Connection Refused” messages, when trying to access my newly installed Apache+msxsl server
via HTTPS?

This can happen for various reasons. The most common mistakes include starting Apache \sipiaghstctl
start  (or httpd) instead opachectl startssl (or httpd -DSSL ). Your configuration may also be incor-

rect. Please make sure that yausTEN directives match yout VIRTUALHOST> directives. If all else fails, please
start afresh, using the default configuration providedimp_ssL.

Why are the SSL_XXXvariables not available to my CGI & SSI scripts?

Please make sure you hav@SLOptions +StdEnvVars " enabled for the context of your CGI/SSI requests.

8http://curl.haxx.se/
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How can | switch between HTTP and HTTPS in relative hyperlinks?

Usually, to switch between HTTP and HTTPS, you have to use fully-qualified hyperlinks (because you have to change
the URL scheme). UsingoD_REWRITE however, you can manipulate relative hyperlinks, to achieve the same effect.

RewriteEngine on
RewriteRule /(. *):SSL$ https://% {SERVERNAME/$1 [R,L]
RewriteRule /(. *):NOSSL$ http://%  {SERVERNAME/$1 [R,L]

This rewrite ruleset lets you use hyperlinks of the forma href="document.html:SSL" >, to switch to
HTTPS in a relative link.

Certificates

e What are RSA Private Keys, CSRs and Certificates?

¢ Is there a difference on startup between the original Apache and an SSL-aware Apache?
e How do | create a self-signed SSL Certificate for testing purposes?

e How do | create a real SSL Certificate?

e How do | create and use my own Certificate Authority (CA)?

e How can | change the pass-phrase on my private key file?

e How can | get rid of the pass-phrase dialog at Apache startup time?

e How do | verify that a private key matches its Certificate?

e Why do connections fail with ahalert bad certificate error?

e Why does my 2048-bit private key not work?

e Why is client authentication broken after upgrading from SSLeay version 0.8 to 0.9?
e How can | convert a certificate from PEM to DER format?

e Why can't | find thegetca or getverisign programs mentioned by Verisign, for installing my Verisign
certificate?

e Can | use the Server Gated Cryptography (SGC) facility (aka Verisign Global ID) withgsiéd

e Why do browsers complain that they cannot verify my Verisign Global ID server certificate?

What are RSA Private Keys, CSRs and Certificates?

An RSA private key file is a digital file that you can use to decrypt messages sent to you. It has a public component
which you distribute (via your Certificate file) which allows people to encrypt those messages to you.

A Certificate Signing Request (CSR) is a digital file which contains your public key and your name. You send the
CSR to a Certifying Authority (CA), who will convert it into a real Certificate, by signing it.

A Certificate contains your RSA public key, your name, the name of the CA, and is digitally signed by the CA.
Browsers that know the CA can verify the signature on that Certificate, thereby obtaining your RSA public key. That
enables them to send messages which only you can decrypt.

See the Introduction (165 chapter for a general description of the SSL protocol.
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Is there a difference on startup between the original Apache and an SSL-aware Apache?

Yes. In general, starting Apache withoD_ssL built-in is just like starting Apache without it. However, if you have a
passphrase on your SSL private key file, a startup dialog will pop up which asks you to enter the pass phrase.

Having to manually enter the passphrase when starting the server can be problematic - for example, when starting the
server from the system boot scripts. In this case, you can follow the steps below to remove the passphrase from your
private key.

How do | create a self-signed SSL Certificate for testing purposes?

1. Make sure OpenSSL is installed and in y®&TH

2. Run the following command, to creaderver.key  andserver.crt files:
$ openssl req -new -x509 -nodes -out server.crt -keyout server.key
These can be used as follows in ydiipd.conf  file:

SSL CertificateFile /path/to/this/server.crt
SSL CertificateKeyFile /path/to/this/server.key

3. Itis important that you are aware that tsisrver.key  doesnot have any passphrase. To add a passphrase to
the key, you should run the following command, and enter & verify the passphrase as requested.
$ openssl rsa -des3 -in server.key -out server.key.new
$ mv server.key.new server.key

Please backup theerver.key file, and the passphrase you entered, in a secure location.

How do | create a real SSL Certificate?

Here is a step-by-step description:

1. Make sure OpenSSL is installed and in y®U&TH

2. Create a RSA private key for your Apache server (will be Triple-DES encrypted and PEM formatted):
$ openssl genrsa -des3 -out server.key 1024

Please backup thiserver.key file and the pass-phrase you entered in a secure location. You can see the
details of this RSA private key by using the command:

$ openssl rsa -noout -text -in server.key
If necessary, you can also create a decrypted PEM version (not recommended) of this RSA private key with:

$ openssl rsa -in server.key -out server.key.unsecure

3. Create a Certificate Signing Request (CSR) with the server RSA private key (output will be PEM formatted):
$ openssl req -new -key server.key -out server.csr

Make sure you enter the FQDN Fully Qualified Domain Namie) of the server when OpenSSL prompts

you for the" CommonNamkg, i.e. when you generate a CSR for a website which will be later accessed via
https://www.foo.dom/ , enter" www.foo.doni' here. You can see the details of this CSR by using
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$ openssl req -noout -text -in server.csr

4. You now have to send this Certificate Signing Request (CSR) to a Certifying Authority (CA) to be signed. Once
the CSR has been signed, you will have a real Certificate, which can be used by Apache. You can have a CSR
signed by a commercial CA, or you can create your own CA to sign it.

Commercial CAs usually ask you to post the CSR into a web form, pay for the signing, and then send a signed
Certificate, which you can store in a server.crt file. For more information about commercial CAs see the follow-
ing locations:

(a) Verisign

http://digitalid.verisign.com/server/apacheNotice.Rtm

(b) Thawte
http://www.thawte.com/

(c) CertiSign Certificadora Digital Ltda.

http://www.certisign.com.bf’
(d) IKS GmbH

http://www.iks-jena.de/leistungen/c&/

(e) Uptime Commerce Ltd.

http://www.uptimecommerce.cofd
() BelSign NV/SA

http://www.belsign.bé&?

For details on how to create your own CA, and use this to sign a CSR, see below.

Once your CSR has been signed, you can see the details of the Certificate as follows:
$ openssl x509 -noout -text -in server.crt

5. You should now have two filesserver.key  andserver.crt . These can be used as follows in your
httpd.conf  file:

SSL CertificateFile /path/to/this/server.crt
SSL CertificateKeyFile /path/to/this/server.key

Theserver.csr file is no longer needed.

Lhttp://digitalid.verisign.com/server/apacheNotice.htm
20http://www.certisign.com.br
2lhttp:/Ivww.iks-jena.de/leistungen/ca/
22htp://www.uptimecommerce.com
23http://www.belsign.be
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How do | create and use my own Certificate Authority (CA)?

The short answer is to use t&A.sh or CA.pl script provided by OpenSSL. Unless you have a good reason not to,
you should use these for preference. If you cannot, you can create a self-signed Certificate as follows:

1. Create a RSA private key for your server (will be Triple-DES encrypted and PEM formatted):
$ openssl genrsa -des3 -out server.key 1024

Please backup thisost.key file and the pass-phrase you entered in a secure location. You can see the details

of this RSA private key by using the command:
$ openssl rsa -noout -text -in server.key
If necessary, you can also create a decrypted PEM version (not recommended) of this RSA private key with:

$ openssl rsa -in server.key -out server.key.unsecure

2. Create a self-signed Certificate (X509 structure) with the RSA key you just created (output will be PEM

formatted):
$ openssl req -new -x509 -nodes -shal -days 365 -key server.key -out

server.crt
This signs the server CSR and results seaver.crt file.

You can see the details of this Certificate using:
$ openssl x509 -noout -text -in server.crt

How can | change the pass-phrase on my private key file?

You simply have to read it with the old pass-phrase and write it again, specifying the new pass-phrase. You can
accomplish this with the following commands:

$ openssl rsa -des3 -in server.key -out server.key.new
$ mv server.key.new server.key

The first time you're asked for a PEM pass-phrase, you should enter the old pass-phrase. After that, you'll be asked
again to enter a pass-phrase - this time, use the new pass-phrase. If you are asked to verify the pass-phrase, you'll need
to enter the new pass-phrase a second time.

How can | get rid of the pass-phrase dialog at Apache startup time?

The reason this dialog pops up at startup and every re-start is that the RSA private key inside your server.key file is
stored in encrypted format for security reasons. The pass-phrase is needed decrypt this file, so it can be read and
parsed. Removing the pass-phrase removes a layer of security from your server - proceed with caution!

1. Remove the encryption from the RSA private key (while keeping a backup copy of the original file):
$ cp server.key server.key.org

$ openssl rsa -in server.key.org -out server.key

2. Make sure the server.key file is only readable by root:
$ chmod 400 server.key
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Now server.key  contains an unencrypted copy of the key. If you point your server at this file, it will not prompt
you for a pass-phrase. HOWEVER, if anyone gets this key they will be able to impersonate you on the net. PLEASE
make sure that the permissions on this file are such that only root or the web server user can read it (preferably get
your web server to start as root but run as another user, and have the key readable only by root).

As an alternative approach you can use tB&EPassPhraseDialog exec:/path/to/program " facility.
Bear in mind that this is neither more nor less secure, of course.

How do | verify that a private key matches its Certificate?

A private key contains a series of numbers. Two of these numbers fortptitgic key' , the others are part of the
" private key . The" public key' bits are included when you generate a CSR, and subsequently form part of the
associated Certificate.

To check that the public key in your Certificate matches the public portion of your private key, you simply need to
compare these numbers. To view the Certificate and the key run the commands:

$ openssl x509 -noout -text -in server.crt
$ openssl rsa -noout -text -in server.key

The ‘modulus’ and the ‘public exponent’ portions in the key and the Certificate must match. As the public exponent
is usually 65537 and it’s difficult to visually check that the long modulus numbers are the same, you can use the
following approach:

$ openssl x509 -noout -modulus -in server.crt | openssl md5
$ openssl rsa -noout -modulus -in server.key | openssl md5

This leaves you with two rather shorter numbers to compare. lItis, in theory, possible that these numbers may be the
same, without the modulus numbers being the same, but the chances of this are overwhelmingly remote.

Should you wish to check to which key or certificate a particular CSR belongs you can perform the same calculation
on the CSR as follows:

$ openssl req -noout -modulus -in server.csr | openssl md5

Why do connections fail with an" alert bad certificate" error?

Errors such asOpenSSL: error;:14094412: SSL routines:SSL3 _READBYTES:sslv3 alert

bad certificate in the SSL lodfile, are usually caused a browser which is unable to handle the server
certificate/private-key. For example, Netscape Navigator 3.x is unable to handle RSA key lengths not equal to 1024
bits.

Why does my 2048-bit private key not work?

The private key sizes for SSL must be either 512 or 1024 bits, for compatibility with certain web browsers. A keysize
of 1024 bits is recommended because keys larger than 1024 bits are incompatible with some versions of Netscape
Navigator and Microsoft Internet Explorer, and with other browsers that use RSA's BSAFE cryptography toolkit.

Why is client authentication broken after upgrading from SSLeay version 0.8 to 0.9?

The CA certificates under the path you configured V@@L CACertificatePath are found by SSLeay through

hash symlinks. These hash values are generated byppleassl x509 -noout -hash " command. However,

the algorithm used to calculate the hash for a certificate changed between SSLeay 0.8 and 0.9. You will need to remove
all old hash symlinks and create new ones after upgrading. Udddkefile  provided bymoD_ssL
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How can | convert a certificate from PEM to DER format?

The default certificate format for SSLeay/OpenSSL is PEM, which is simply Base64 encoded DER, with header and
footer lines. For some applications (e.g. Microsoft Internet Explorer) you need the certificate in plain DER format.
You can convert a PEM fileert.pem into the corresponding DER fileert.der  using the following command:

$ openssl x509 -in cert.pem -out cert.der -outform DER

Why can't | find the getca or getverisign programs mentioned by Verisign, for installing my Verisign
certificate?

Verisign has never provided specific instructions for Apache+sgd The instructions provided are for C2Net’s
Stronghold (a commercial Apache based server with SSL support).

To install your certificate, all you need to do is to save the certificate to a file, and give the name of that file to the
SSLCeRTIFICATEFILE directive. You will also need to give it the key file. For more information, seeStB& Cer-
TIFICATEKEYFILE directive.

Can | use the Server Gated Cryptography (SGC) facility (aka Verisign Global ID) with mod.ssl|?

Yes. MoD_ssL has included support for the SGC facility since version 2.1. No special configuration is required - just
use the Global ID as your server certificate. Hbep upof the clients is then automatically handled gD _ssL at
run-time.

Why do browsers complain that they cannot verify my Verisign Global ID server certificate?

Verisign uses an intermediate CA certificate between the root CA certificate (which is installed in the browsers) and
the server certificate (which you installed on the server). You should have received this additional CA certificate from
Verisign. If not, complain to them. Then, configure this certificate with$i$d CERTIFICATECHAIN FILE directive.
This ensures that the intermediate CA certificate is sent to the browser, filling the gap in the certificate chain.

The SSL Protocol

e Why do | get lots of random SSL protocol errors under heavy server load?

e Why does my webserver have a higher load, now that it serves SSL encrypted traffic?

e Why do HTTPS connections to my server sometimes take up to 30 seconds to establish a connection?
e What SSL Ciphers are supported by mesl?

e Why do | get “no shared cipher” errors, when trying to use Anonymous Diffie-Hellman (ADH) ciphers?
e Why do | get a 'no shared ciphers’ error when connecting to my newly installed server?

e Why can't | use SSL with name-based/non-1P-based virtual hosts?

e Why is it not possible to use Name-Based Virtual Hosting to identify different SSL virtual hosts?

e How do | get SSL compression working?

e When | use Basic Authentication over HTTPS the lock icon in Netscape browsers stays unlocked when the
dialog pops up. Does this mean the username/password is being sent unencrypted?

e Why do | get I/O errors when connecting via HTTPS to an Apache+ssbderver with Microsoft Internet
Explorer (MSIE)?

e Why do | get I/O errors, or the messagietscape has encountered bad data from the Senwdnen connecting
via HTTPS to an Apache+mass| server with Netscape Navigator?
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Why do | get lots of random SSL protocol errors under heavy server load?

There can be a number of reasons for this, but the main one is problems with the SSL session Cache specified by the
SSLSESSIONCACHE directive. The DBM session cache is the most likely source of the problem, so using the SHM
session cache (or no cache at all) may help.

Why does my webserver have a higher load, now that it serves SSL encrypted traffic?

SSL uses strong cryptographic encryption, which necessitates a lot of number crunching. When you request a webpage
via HTTPS, everything (even the images) is encrypted before it is transferred. So increased HTTPS traffic leads to
load increases.

Why do HTTPS connections to my server sometimes take up to 30 seconds to establish a connection?

This is usually caused by/dev/random device forSSLRaNDOM SEED which blocks the read(2) call until enough
entropy is available to service the request. More information is available in the reference manualS&i_tRen -
DOMSEED directive.

What SSL Ciphers are supported by modssI?

Usually, any SSL ciphers supported by the version of OpenSSL in use, are also supposten BgL. Which ciphers
are available can depend on the way you built OpenSSL. Typically, at least the following ciphers are supported:

1. RC4 with MD5
2. RC4 with MD5 (export version restricted to 40-bit key)
3. RC2 with MD5
4. RC2 with MD5 (export version restricted to 40-bit key)
5. IDEA with MD5
6. DES with MD5

7. Triple-DES with MD5

To determine the actual list of ciphers available, you should run the following:

$ openssl ciphers -v ‘

Why do | get “no shared cipher” errors, when trying to use Anonymous Diffie-Hellman (ADH) ciphers?

By default, OpenSSL doewot allow ADH ciphers, for security reasons. Please be sure you are aware of the potential
side-effects if you choose to enable these ciphers.

In order to use Anonymous Diffie-Hellman (ADH) ciphers, you must build OpenSSL widl$SL_ALLOWADH,
and then addADH into your SSLOPHERSUITE.



5.5. SSL/TLS STRONG ENCRYPTION: FAQ 193

Why do | get a 'no shared ciphers’ error when connecting to my newly installed server?

Either you have made a mistake with ydgs8L QPHERSUITE directive (compare it with the pre-configured example

in httpd.conf-dist ) or you chose to use DSA/DH algorithms instead of RSA when you generated your private
key and ignored or overlooked the warnings. If you have chosen DSA/DH, then your server cannot communicate using
RSA-based SSL ciphers (at least until you configure an additional RSA-based certificate/key pair). Modern browsers
like NS or IE can only communicate over SSL using RSA ciphers. The result fstbishared ciphetserror. To fix

this, regenerate your server certificate/key pair, using the RSA algorithm.

Why can't | use SSL with name-based/non-IP-based virtual hosts?

The reason is very technical, and a somewhdticken and edy problem. The SSL protocol layer stays below the

HTTP protocol layer and encapsulates HTTP. When an SSL connection (HTTPS) is established Apaskehasd

to negotiate the SSL protocol parameters with the client. For this, $sbllas to consult the configuration of the

virtual server (for instance it has to look for the cipher suite, the server certificate, etc.). But in order to go to the
correct virtual server Apache has to know thest HTTP header field. To do this, the HTTP request header has to

be read. This cannot be done before the SSL handshake is finished, but the information is needed in order to complete
the SSL handshake phase. Bingo!

Why is it not possible to use Name-Based Virtual Hosting to identify different SSL virtual hosts?

Name-Based Virtual Hosting is a very popular method of identifying different virtual hosts. It allows you to use the
same IP address and the same port number for many different sites. When people move on to SSL, it seems natural to
assume that the same method can be used to have lots of different SSL virtual hosts on the same server.

It comes as rather a shock to learn that it is impossible.

The reason is that the SSL protocol is a separate layer which encapsulates the HTTP protocol. So the SSL session is
a separate transaction, that takes place before the HTTP session has begun. The server receives an SSL request on IP
address X and port Y (usually 443). Since the SSL request does not contain any Host: field, the server has no way
to decide which SSL virtual host to use. Usually, it will just use the first one it finds, which matches the port and IP
address specified.

You can, of course, use Name-Based Virtual Hosting to identify many non-SSL virtual hosts (all on port 80, for
example) and then have a single SSL virtual host (on port 443). But if you do this, you must make sure to put the
non-SSL port number on the NameVirtualHost directive, e.g.

[ NameVirtualHost 192.168.1.1:80 \

Other workaround solutions include:

Using separate IP addresses for different SSL hosts. Using different port numbers for different SSL hosts.

How do | get SSL compression working?

Although SSL compression negotiation was defined in the specification of SSLv2 and TLS, it took until May 2004 for
RFC 3749 to define DEFLATE as a negotiable standard compression method.

OpenSSL 0.9.8 started to support this by default when compiled witlzlithe option. If both the client and the

server support compression, it will be used. However, most clients still try to initially connect with an SSLv2 Hello.
As SSLv2 did not include an array of prefered compression algorithms in its handshake, compression cannot be
negotiated with these clients. If the client disables support for SSLv2, either an SSLv3 or TLS Hello may be sent,
depending on which SSL library is used, and compression may be set up. You can verify whether clients make use of
SSL compression by logging tB{ SSL COMPRESSIETHORX variable.
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When | use Basic Authentication over HTTPS the lock icon in Netscape browsers stays unlocked when the
dialog pops up. Does this mean the username/password is being sent unencrypted?

No, the username/password is transmitted encrypted. The icon in Netscape browsers is not actually synchronized with
the SSL/TLS layer. It only toggles to the locked state when the first part of the actual webpage data is transferred, which
may confuse people. The Basic Authentication facility is part of the HTTP layer, which is above the SSL/TLS layer

in HTTPS. Before any HTTP data communication takes place in HTTPS, the SSL/TLS layer has already completed
its handshake phase, and switched to encrypted communication. So don't be confused by this icon.

Why do | get I/O errors when connecting via HTTPS to an Apache+modssl| server with Microsoft Internet
Explorer (MSIE)?

The first reason is that the SSL implementation in some MSIE versions has some subtle bugs related to the HTTP
keep-alive facility and the SSL close notify alerts on socket connection close. Additionally the interaction between
SSL and HTTP/1.1 features are problematic in some MSIE versions. You can work around these problems by forcing
Apache not to use HTTP/1.1, keep-alive connections or send the SSL close notify messages to MSIE clients. This can
be done by using the following directive in your SSL-aware virtual host section:

SetEnvif User-Agent ". *MSIE. "\
nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0

Further, some MSIE versions have problems with particular ciphers. Unfortunately, it is not possible to implement a
MSIE-specific workaround for this, because the ciphers are needed as early as the SSL handshake phase. So a MSIE-
specificSETENVIF won't solve these problems. Instead, you will have to make more drastic adjustments to the global
parameters. Before you decide to do this, make sure your clients really have problems. If not, do not make these
changes - they will affedll your clients, MSIE or otherwise.

The next problem is that 56bit export versions of MSIE 5.x browsers have a broken SSLv3 implementation, which
interacts badly with OpenSSL versions greater than 0.9.4. You can accept this and require your clients to upgrade
their browsers, you can downgrade to OpenSSL 0.9.4 (not advised), or you can work around this, accepting that your
workaround will affect other browsers too:

| SSLProtocol all -SSLv3 \

will completely disables the SSLv3 protocol and allow those browsers to work. A better workaround is to disable only
those ciphers which cause trouble.

SSLCipherSuite
ALL:!ADH: 'EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

This also allows the broken MSIE versions to work, but only removes the newer 56bit TLS ciphers.

Another problem with MSIE 5. clients is that they refuse to connect to URLs of the form
https://12.34.56.78/ (where IP-addresses are used instead of the hostname), if the server is using
the Server Gated Cryptography (SGC) facility. This can only be avoided by using the fully qualified domain
name (FQDN) of the website in hyperlinks instead, because MSIE 5.x has an error in the way it handles the SGC
negotiation.

And finally there are versions of MSIE which seem to require that an SSL session can be reused (a totally non standard-
conforming behaviour, of course). Connecting with those MSIE versions only work if a SSL session cache is used.
So, as a work-around, make sure you are using a session cache (S&LtBessSIONCACHE directive).
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Why do | get I/O errors, or the message' Netscape has encountered bad data from the serveywhen connecting
via HTTPS to an Apache+modssl server with Netscape Navigator?

This usually occurs when you have created a new server certificate for a given domain, but had previously told your

browser to always accept the old server certificate. Once you clear the entry for the old certificate from your browser,

everything should be fine. Netscape’s SSL implementation is correct, so when you encounter I/O errors with Netscape
Navigator it is usually caused by the configured certificates.

mod_ssl| Support

e What information resources are available in case of s&groblems?
What support contacts are available in case of meslproblems?

e What information should | provide when writing a bug report?

e | had a core dump, can you help me?

How do | get a backtrace, to help find the reason for my core dump?

What information resources are available in case of modss| problems?

The following information resources are available. In case of problems you should search here first.

Answers in the User Manual’'s F.A.Q. List (this) http://httpd.apache.org/docs/2.2/sslfe&].htmP*
First check the F.A.Q. (this text). If your problem is a common one, it may have been answered several times
before, and been included in this doc.

Postings from the modssl-users Support Mailing List http://www.modssl.org/support/Search for your problem
in the archives of the modssl-users mailing list. You're probably not the first person to have had this problem!

What support contacts are available in case of mogsl| problems?

The following lists all support possibilities for maskl, in order of preference. Please go through these possihitities
this order- don't just pick the one you like the look of.

1. Send a Problem Report to the modssl-users Support Mailing List

modssl-users@modssl.étg

This is the preferred way of submitting your problem report, because this way, others can see the problem, and
learn from any answers. You must subscribe to the list first, but you can then easily discuss your problem with
both the author and the whole madl user community.

2. Send a Problem Report to the Apache httpd Users Support Mailing List

users@httpd.apache.éfg
This is the second way of submitting your problem report. Again, you must subscribe to the list first, but you
can then easily discuss your problem with the whole Apache httpd user community.

3. Write a Problem Report in the Bug Database

http://httpd.apache.org/bugport.htmt’

24http://httpd.apache.org/docs/2.2/sslfss.html
25mailto:modssl-users@modssl.org
26mailto:users@httpd.apache.org
27http://httpd.apache.org/bugport.html
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This is the last way of submitting your problem report. You should only do this if you've already posted to the
mailing lists, and had no success. Please follow the instructions on the aboveapaiydy.

What information should | provide when writing a bug report?

You should always provide at least the following information:

Apache and OpenSSL version information The Apache version can be determined by runrittgd -v . The
OpenSSL version can be determined by runripgnssl version . Alternatively, if you have Lynx in-
stalled, you can run the commahghx -mime _header http://localhost/ | grep Server to
gather this information in a single step.

The details on how you built and installed Apache+modssl+OpenSSL For this you can provide a logfile of your
terminal session which shows the configuration and install steps. If this is not possible, you should at least
provide the configure command line you used.

In case of core dumps please include a Backtrac# your Apache+modssl+OpenSSL dumps its core, please attach
a stack-frame “backtrace” (see below for information on how to get this). Without this information, the reason
for your core dump cannot be found

A detailed description of your problem Don't laugh, we really mean it! Many problem reports don’t include a
description of what the actual problem is. Without this, it’s very difficult for anyone to help you. So, it's in your
own interest (you want the problem be solved, don't you?) to include as much detail as possible, please. Of
course, you should still include all the essentials above too.

| had a core dump, can you help me?

In general no, at least not unless you provide more details about the code location where Apache dumped core. What
is usually always required in order to help you is a backtrace (see next question). Without this information it is mostly
impossible to find the problem and help you in fixing it.

How do | get a backtrace, to help find the reason for my core dump?

Following are the steps you will need to complete, to get a backtrace:

1. Make sure you have debugging symbols available, at least in Apache. On platforms where you use GCC/GDB,
you will have to build Apache+madsl with “OPTIM="-g -ggdb3" " to get this. On other platforms at least
“OPTIM="-g" " is needed.

2. Start the server and try to reproduce the core-dump. For this you may want to use a directive like
“CoreDumpDirectory /tmp ” to make sure that the core-dump file can be written. This should result
in a/tmp/core  or /tmp/httpd.core file. If you don’t get one of these, try running your server under a
non-root UID. Many modern kernels do not allow a process to dump core after it has dened{)  (unless
it does arexec() ) for security reasons (there can be privileged information left over in memory). If necessary,
you can run'path/to/httpd -X manually to force Apache to not fork.

3. Analyze the core-dump. For this, rgab /path/to/httpd /tmp/httpd.core or a similar command.
In GDB, all you have to do then is to entler , and voila, you get the backtrace. For other debuggers consult
your local debugger manual.
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6.1 How-To / Tutorials

How-To / Tutorials

Authentication Authentication is any process by which you verify that someone is who they claim they are. Autho-
rization is any process by which someone is allowed to be where they want to go, or to have information that
they want to have.

See: Authentication, Authorization, and Access ControlLg®)

Dynamic Content with CGI The CGI (Common Gateway Interface) defines a way for a web server to interact with
external content-generating programs, which are often referred to as CGI programs or CGlI scripts. Itis the sim-
plest, and most common, way to put dynamic content on your web site. This document will be an introduction
to setting up CGI on your Apache web server, and getting started writing CGI programs.

See: CGIl: Dynamic Content (R04)

.htaccess files .htaccess files provide a way to make configuration changes on a per-directory basis. A file,
containing one or more configuration directives, is placed in a particular document directory, and the directives
apply to that directory, and all subdirectories thereof.

See:.htaccess files (p.216)

Introduction to Server Side Includes SSI (Server Side Includes) are directives that are placed in HTML pages, and
evaluated on the server while the pages are being served. They let you add dynamically generated content to an
existing HTML page, without having to serve the entire page via a CGI program, or other dynamic technology.

See: Server Side Includes (SSI) 1.0

Per-user web directories On systems with multiple users, each user can be permitted to have a web site in their home

directory using theJSeRDIR directive. Visitors to a URLhttp://example.com/"username/ will get
content out of the home directory of the uSesername” , out of the subdirectory specified by thiSERDIR
directive.

See: User web directoriepyblic _html ) (p. 221)
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6.2 Authentication, Authorization and Access Control

Authentication is any process by which you verify that someone is who they claim they are. Authorization is any
process by which someone is allowed to be where they want to go, or to have information that they want to have.

Related Modules and Directives

There are three types of modules involved in the authentication and authorization process. You will usually need to
choose at least one module from each group.

e Authentication type (see theUTHT YPE directive)

— MOD_AUTH_BASIC
— MOD_AUTH_DIGEST

e Authentication provider

— MOD_AUTHN_ALIAS

— MOD_AUTHN_ANON

— MOD_AUTHN_DBD

— MOD_AUTHN_DBM

— MOD_AUTHN_DEFAULT
— MOD_AUTHN_FILE

— MOD_AUTHNZ_LDAP

e Authorization (see th®EQUIRE directive)

— MOD_AUTHNZ_LDAP

— MOD_AUTHZ_DBM

— MOD_AUTHZ _DEFAULT

— MOD_AUTHZ_GROUPFILE
— MOD_AUTHZ_OWNER

— MOD_AUTHZ _USER

The module MOD_AUTHNZ_LDAP is both an authentication and authorization provider. The module
MOD_AUTHN_ALIAS is not an authentication provider in itself, but allows other authentication providers to be config-
ured in a flexible manner.

The moduleMob_AUTHZ _HOST provides authorization and access control based on hostname, IP address or charac-
teristics of the request, but is not part of the authentication provider system.

Introduction

If you have information on your web site that is sensitive or intended for only a small group of people, the techniques
in this article will help you make sure that the people that see those pages are the people that you wanted to see them.

This article covers thestandartl way of protecting parts of your web site that most of you are going to use.
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The Prerequisites

The directives discussed in this article will need to go either in your main server configuration file (typically in a
<DIRECTORY> section), or in per-directory configuration filebtaccess files).

If you plan to usehtaccess files, you will need to have a server configuration that permits putting authentication
directives in these files. This is done with tAeLow OVERRIDE directive, which specifies which directives, if any,
may be put in per-directory configuration files.

Since we're talking here about authentication, you will needanow OvERRIDE directive like the following:

AllowOverride AuthConfig

Or, if you are just going to put the directives directly in your main server configuration file, you will of course need to
have write permission to that file.

And you'll need to know a little bit about the directory structure of your server, in order to know where some files are
kept. This should not be terribly difficult, and I'll try to make this clear when we come to that point.

Getting it working

Here’s the basics of password protecting a directory on your server.

You'll need to create a password file. This file should be placed somewhere not accessible from the web.
This is so that folks cannot download the password file. For example, if your documents are served out of
/usr/local/apache/htdocs you might want to put the password file(syusr/local/apache/passwd

To create the file, use the htpasswd utility that came with Apache. This will be locatedhimttairectory of wherever
you installed Apache. To create the file, type:

htpasswd -c /usr/local/apache/passwd/passwords rbowen

htpasswd will ask you for the password, and then ask you to type it again to confirm it:

# htpasswd -c /usr/local/apache/passwd/passwords rbowen
New password: mypassword

Re-type new password: mypassword

Adding password for user rbowen

If htpasswd is not in your path, of course you'll have to type the full path to the file to get it to run. On my server, it's
located atusr/local/apache/bin/htpasswd

Next, you'll need to configure the server to request a password and tell the server which users are allowed access.
You can do this either by editing thatpd.conf file or using an.htaccess file. For example, if you wish

to protect the directoryusr/local/apache/htdocs/secret , you can use the following directives, either
placed in the fileusr/local/apache/htdocs/secret/.htaccess , or placed inhttpd.conf inside a
<Directory /usr/local/apache/apache/htdocs/seceeiction.

AuthType Basic

AuthName "Restricted Files"

AuthUserFile /usr/local/apache/passwd/passwords
Require user rbowen
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Let's examine each of those directives individually. TheTHTYPE directive selects that method that is used to au-
thenticate the user. The most common methdsiisic , and this is the method implemented bbpD_AUTH _BASIC.

It is important to be aware, however, that Basic authentication sends the password from the client to the server unen-
crypted. This method should therefore not be used for highly sensitive data. Apache supports one other authentication
method:AuthType Digest . This method is implemented byoD_AUTH_DIGESTand is much more secure. Only

the most recent versions of clients are known to support Digest authentication.

The AUTHNAME directive sets the Realm to be used in the authentication. The realm serves two major functions.
First, the client often presents this information to the user as part of the password dialog box. Second, it is used by the
client to determine what password to send for a given authenticated area.

So, for example, once a client has authenticated irfRestricted Files"” area, it will automatically retry the

same password for any area on the same server that is marked wiketteicted Files" Realm. Therefore,

you can prevent a user from being prompted more than once for a password by letting multiple restricted areas share
the same realm. Of course, for security reasons, the client will always need to ask again for the password whenever
the hostname of the server changes.

The AUTHUSERFILE directive sets the path to the password file that we just created with htpasswd. If you have a
large number of users, it can be quite slow to search through a plain text file to authenticate the user on each request.
Apache also has the ability to store user information in fast database filesudihesuTHN_DBM module provides
theAUTHDBMU SERFILE directive. These files can be created and manipulated with the dommanage program. Many
other types of authentication options are available from third party modules in the Apache Modules Database

Finally, the REQUIRE directive provides the authorization part of the process by setting the user that is allowed to
access this region of the server. In the next section, we discuss various ways to RsetheE directive.

Letting more than one person in

The directives above only let one person (specifically someone with a usernabm@ae@hn ) into the directory. In
most cases, you'll want to let more than one person in. This is wher&uhliet GROUPFILE comes in.

If you want to let more than one person in, you'll need to create a group file that associates group names with a list of
users in that group. The format of this file is pretty simple, and you can create it with your favorite editor. The contents
of the file will look like this:

GroupName: rbowen dpitts sungo rshersey

That's just a list of the members of the group in a long line separated by spaces.

To add a user to your already existing password file, type:

htpasswd /usr/local/apache/passwd/passwords dpitts

You'll get the same response as before, but it will be appended to the existing file, rather than creating a new file. (It's
the-c that makes it create a new password file).

Now, you need to modify youhtaccess file to look like the following:

AuthType Basic

AuthName "By Invitation Only"

AuthUserFile /usr/local/apache/passwd/passwords
AuthGroupFile /usr/local/apache/passwd/groups
Require group GroupName

Ihttp://modules.apache.org/
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Now, anyone that is listed in the gro@@roupName, and has an entry in theassword file, will be let in, if they
type the correct password.

There’s another way to let multiple users in that is less specific. Rather than creating a group file, you can just use the
following directive:

Require valid-user

Using that rather than thRequire user rbowen line will allow anyone in that is listed in the password file,

and who correctly enters their password. You can even emulate the group behavior here, by just keeping a separate
password file for each group. The advantage of this approach is that Apache only has to check one file, rather than
two. The disadvantage is that you have to maintain a bunch of password files, and remember to reference the right one
in the AUTHUSERFILE directive.

Possible problems

Because of the way that Basic authentication is specified, your username and password must be verified every time
you request a document from the server. This is even if you're reloading the same page, and for every image on the
page (if they come from a protected directory). As you can imagine, this slows things down a little. The amount that

it slows things down is proportional to the size of the password file, because it has to open up that file, and go down
the list of users until it gets to your name. And it has to do this every time a page is loaded.

A consequence of this is that there’s a practical limit to how many users you can put in one password file. This limit
will vary depending on the performance of your particular server machine, but you can expect to see slowdowns once
you get above a few hundred entries, and may wish to consider a different authentication method at that time.

What other neat stuff can | do?

Authentication by username and password is only part of the story. Frequently you want to let people in based on
something other than who they are. Something such as where they are coming from.

The ALLow and DENY directives let you allow and deny access based on the host name, or host address, of the
machine requesting a document. TBRDER directive goes hand-in-hand with these two, and tells Apache in which
order to apply the filters.

The usage of these directives is:

[ Allow from address \

where address is an IP address (or a partial IP address) or a fully qualified domain name (or a partial domain name);
you may provide multiple addresses or domain names, if desired.

For example, if you have someone spamming your message board, and you want to keep them out, you could do the
following:

Deny from 205.252.46.165

Visitors coming from that address will not be able to see the content covered by this directive. If, instead, you have a
machine name, rather than an IP address, you can use that.

Deny from host.example.com
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And, if you'd like to block access from an entire domain, you can specify just part of an address or domain name:

Deny from 192.101.205
Deny from cyberthugs.com moreidiots.com
Deny from ke

Using ORDER will let you be sure that you are actually restricting things to the group that you want to let in, by
combining aDENY and anALLOW directive:

Order deny,allow
Deny from all
Allow from dev.example.com

Listing just theALLow directive would not do what you want, because it will let folks from that host in, in addition
to letting everyone in. What you want is to ketly those folks in.

More information

You should also read the documentation fodD_AUTH_BASIC and MOD_AUTHZ _HOST which contain some more
information about how this all workss0D_AUTHN _ALIAS can also help in simplifying certain authentication config-
urations.
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6.3 Apache Tutorial: Dynamic Content with CGI

Introduction
Related Modules Related Directives
MOD_ALIAS ADDHANDLER
MOD_CGI OPTIONS

SCRIPTALIAS

The CGI (Common Gateway Interface) defines a way for a web server to interact with external content-generating
programs, which are often referred to as CGI programs or CGlI scripts. It is the simplest, and most common, way to
put dynamic content on your web site. This document will be an introduction to setting up CGI on your Apache web
server, and getting started writing CGI programs.

Configuring Apache to permit CGl

In order to get your CGI programs to work properly, you'll need to have Apache configured to permit CGI execution.
There are several ways to do this.

ScriptAlias

The SCRIPTALIAS

directive tells Apache that a particular directory is set aside for CGIl programs. Apache will assume that every file in
this directory is a CGI program, and will attempt to execute it, when that particular resource is requested by a client.

The ScrIPTALIAS directive looks like:

ScriptAlias /cgi-bin/ /usr/local/apache2/cgi-bin/

The example shown is from your defatittpd.conf configuration file, if you installed Apache in the default
location. TheScRIPTALIAS directive is much like theALIAs directive, which defines a URL prefix that is to
mapped to a particular directoryALIAS and SCRIPTALIAS are usually used for directories that are outside of

the DoOCUMENTROOT directory. The difference betweehLIAS and SCRIPTALIAS is that SCRIPTALIAS has the

added meaning that everything under that URL prefix will be considered a CGI program. So, the example above
tells Apache that any request for a resource beginning Yegibin/ should be served from the directory
{usr/local/apache?2/cgi-bin/ , and should be treated as a CGI program.

For example, if the URLhttp://www.example.com/cgi-bin/test.pl is requested, Apache will attempt
to execute the filéusr/local/apache2/cgi-bin/test.pl and return the output. Of course, the file will
have to exist, and be executable, and return output in a particular way, or Apache will return an error message.

CGl outside of ScriptAlias directories

CGI programs are often restricted$cRIPTALIAS ed directories for security reasons. In this way, administrators can
tightly control who is allowed to use CGI programs. However, if the proper security precautions are taken, there is no
reason why CGI programs cannot be run from arbitrary directories. For example, you may wish to let users have web
content in their home directories with thiseRDIR directive. If they want to have their own CGI programs, but don't

have access to the maigi-bin  directory, they will need to be able to run CGI programs elsewhere.

There are two steps to allowing CGI execution in an arbitrary directory. Firsgghscript handler must be
activated using theA DDHANDLER or SETHANDLER directive. SecondExecCGI must be specified in thePTIONS
directive.
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Explicitly using Options to permit CGIl execution

You could explicitly use th@©pTIONSdirective, inside your main server configuration file, to specify that CGIl execu-
tion was permitted in a particular directory:

<Directory /usr/local/apache2/htdocs/somedir >
Options +ExecCGl
</Directory >

The above directive tells Apache to permit the execution of CGl files. You will also need to tell the server what files
are CGl files. The followindADDHANDLER directive tells the server to treat all files with tbgi or pl extension as
CGl programs:

AddHandler cgi-script .cgi .pl ‘

.htaccess files

The.htaccess tutorial (p.216) shows how to activate CGI programs if you do not have accelstd.conf

User Directories

To allow CGI program execution for any file ending.egi  in users’ directories, you can use the following configu-
ration.

<Directory /home/ */public  _html >

Options +ExecCGl
AddHandler cgi-script .cgi

</Directory >

If you wish designate egi-bin  subdirectory of a user’s directory where everything will be treated as a CGl program,
you can use the following.

<Directory /home/ */public  _html/cgi-bin >

Options ExecCGl
SetHandler cgi-script

</Directory >

Writing a CGI program

There are two main differences between “regular” programming, and CGI programming.

First, all output from your CGI program must be preceded by a MIME-type header. This is HTTP header that tells the
client what sort of content it is receiving. Most of the time, this will look like:

Content-type: text/html

Secondly, your output needs to be in HTML, or some other format that a browser will be able to display. Most of
the time, this will be HTML, but occasionally you might write a CGI program that outputs a gif image, or other
non-HTML content.

Apart from those two things, writing a CGI program will look a lot like any other program that you might write.
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Your first CGI program

The following is an example CGI program that prints one line to your browser. Type in the following, save it to a file
calledfirst.pl , and put it in yourcgi-bin  directory.

#!/usr/bin/perl
print "Content-type: text/html \n\n";
print "Hello, World.";

Even if you are not familiar with Perl, you should be able to see what is happening here. The first line tells Apache (or
whatever shell you happen to be running under) that this program can be executed by feeding the file to the interpreter
found at the locatiofusr/bin/perl . The second line prints the content-type declaration we talked about, followed

by two carriage-return newline pairs. This puts a blank line after the header, to indicate the end of the HTTP headers,
and the beginning of the body. The third line prints the sttiktgllo, World:" . And that’s the end of it.

If you open your favorite browser and tell it to get the address

’ http://www.example.com/cgi-bin/first.pl ‘

or wherever you put your file, you will see the one lidello, World. appear in your browser window. It's not
very exciting, but once you get that working, you’ll have a good chance of getting just about anything working.

But it’s still not working!
There are four basic things that you may see in your browser when you try to access your CGI program from the web:

The output of your CGI program Great! That means everything worked fine. If the output is correct, but the
browser is not processing it correctly, make sure you have the c@ment-Type  set in your CGI pro-
gram.

The source code of your CGI program or a* POST Method Not Allowed' messageThat means that you have
not properly configured Apache to process your CGI program. Reread the section on configuring Apache and
try to find what you missed.

A message starting with" Forbidden" That means that there is a permissions problem. Check the Apache error log
and the section below on file permissions.

A message saying Internal Server Error " If you check the Apache error log, you will probably find that it says
" Premature end of script headerpossibly along with an error message generated by your CGI program. In
this case, you will want to check each of the below sections to see what might be preventing your CGI program
from emitting the proper HTTP headers.

File permissions

Remember that the server does not run as you. That is, when the server starts up, it is running with the permissions of
an unprivileged user - usualhyobody , or www- and so it will need extra permissions to execute files that are owned

by you. Usually, the way to give a file sufficient permissions to be executeshbgdy is to give everyone execute
permission on the file:

chmod a+x first.pl

Also, if your program reads from, or writes to, any other files, those files will need to have the correct permissions to
permit this.
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Path information and environment

When you run a program from your command line, you have certain information that is passed to the shell without you
thinking about it. For example, you havdP&TH which tells the shell where it can look for files that you reference.

When a program runs through the web server as a CGI program, it may not have theAakhény programs that
you invoke in your CGI program (likeendmail , for example) will need to be specified by a full path, so that the
shell can find them when it attempts to execute your CGI program.

A common manifestation of this is the path to the script interpreter (piteh ) indicated in the first line of your CGI
program, which will look something like:

#!/usr/bin/perl

Make sure that this is in fact the path to the interpreter.

In addition, if your CGI program depends on other environment variables, you will need to assure that those variables
are passed by Apache.

Program errors

Most of the time when a CGI program fails, it's because of a problem with the program itself. This is particularly true
once you get the hang of this CGI stuff, and no longer make the above two mistakes. The first thing to do is to make
sure that your program runs from the command line before testing it via the web server. For example, try:

cd /usr/local/apache2/cgi-bin
first.pl

(Do not call theperl interpreter. The shell and Apache should find the interpreter using the path information on the
first line of the script.)

The first thing you see written by your program should be a set of HTTP headers, includ@grttent-Type |, fol-
lowed by a blank line. If you see anything else, Apache will returrRtemature end of script headers
error if you try to run it through the server. See Writing a CGI program above for more details.

Error logs

The error logs are your friend. Anything that goes wrong generates message in the error log. You should always look
there first. If the place where you are hosting your web site does not permit you access to the error log, you should
probably host your site somewhere else. Learn to read the error logs, and you'll find that almost all of your problems
are quickly identified, and quickly solved.

Suexec

The suexec (p86) support program allows CGI programs to be run under different user permissions, depending on
which virtual host or user home directory they are located in. Suexec has very strict permission checking, and any
failure in that checking will result in your CGI programs failing witiemature end of script headers

To check if you are using suexec, rapachectl -V and check for the location SUEXECBIN. If Apache finds
an suexec binary there on startup, suexec will be activated.

Unless you fully understand suexec, you should not be using it. To disable suexec, simply remove (or rename) the
suexec binary pointed to BWUEXECBIN and then restart the server. If, after reading about suexé&sfpyou still

wish to use it, then rusuexec -V to find the location of the suexec log file, and use that log file to find what policy

you are violating.
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What's going on behind the scenes?

As you become more advanced in CGI programming, it will become useful to understand more about what's happening
behind the scenes. Specifically, how the browser and server communicate with one another. Because although it’s all
very well to write a program that printsHello, World." , it's not particularly useful.

Environment variables

Environment variables are values that float around you as you use your computer. They are useful things like your
path (where the computer searches for the actual file implementing a command when you type it), your username,
your terminal type, and so on. For a full list of your normal, every day environment variablegnypat a command

prompt.

During the CGI transaction, the server and the browser also set environment variables, so that they can communicate
with one another. These are things like the browser type (Netscape, IE, Lynx), the server type (Apache, 1IS, WebSite),
the name of the CGI program that is being run, and so on.

These variables are available to the CGI programmer, and are half of the story of the client-server communication.
The complete list of required variables is at http://hoohoo.ncsa.uiuc.edu/cgi/env.html.

This simple Perl CGI program will display all of the environment variables that are being passed around. Two similar
programs are included in thegi-bin

directory of the Apache distribution. Note that some variables are required, while others are optional, so you may see
some variables listed that were not in the official list. In addition, Apache provides many different ways for you to add
your own environment variables (p4) to the basic ones provided by default.

#!/usr/bin/perl
print "Content-type: text/html \n\n";
foreach $key (keys %ENV) {

print "$key -- > SENV{$key }<br >";
}

STDIN and STDOUT

Other communication between the server and the client happens over standar&HpLN)Y and standard output
(STDOUT. In normal everyday contex§TDIN means the keyboard, or a file that a program is given to act on, and
STDOUTusually means the console or screen.

When youPOSTa web form to a CGI program, the data in that form is bundled up into a special format and gets
delivered to your CGI program ov&TDIN. The program then can process that data as though it was coming in from
the keyboard, or from a file

The" special formadt is very simple. A field name and its value are joined together with an equals (=) sign, and pairs

of values are joined together with an ampersand (&). Inconvenient characters like spaces, ampersands, and equals
signs, are converted into their hex equivalent so that they don’'t gum up the works. The whole data string might look
something like:

name=Rich%20Bowen&city=Lexington&state=KY &sidekick=Squirrel%20Monkey

You'll sometimes also see this type of string appended to a URL. When that is done, the server puts that string into
the environment variable callG@UERYSTRING. That's called a&5ETrequest. Your HTML form specifies whether a
GETor aPOSTis used to deliver the data, by setting & THOMttribute in theFORMag.
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Your program is then responsible for splitting that string up into useful information. Fortunately, there are libraries
and modules available to help you process this data, as well as handle other of the aspects of your CGI program.

CGI modules/libraries

When you write CGI programs, you should consider using a code library, or module, to do most of the grunt work for
you. This leads to fewer errors, and faster development.

If you're writing CGI programs in Perl, modules are available on CPAThe most popular module for this purpose
is CGl.pm. You might also conside€Gl::Lite , which implements a minimal set of functionality, which is all you
need in most programs.

If you're writing CGI programs in C, there are a variety of options. One of these iCGBEC library, from
http://www.boutell.com/cgic/.

For more information

There are a large number of CGI resources on the web. You can discuss CGI problems with other users on the Usenet
group comp.infosystems.www.authoring tghnd the -servers mailing list from the HTML Writers Guild is a great
source of answers to your questions. You can find out more at http://www.hwg.org/lists/hwg-servers/.

And, of course, you should probably read the CGI specification, which has all the details on the operation of CGI
programs. You can find the original version at the NG3#d there is an updated draft at the Common Gateway
Interface RFC projeét

When you post a question about a CGI problem that you're having, whether to a mailing list, or to a newsgroup, make

sure you provide enough information about what happened, what you expected to happen, and how what actually
happened was different, what server you're running, what language your CGI program was in, and, if possible, the

offending code. This will make finding your problem much simpler.

Note that questions about CGI problems shadeler be posted to the Apache bug database unless you are sure you
have found a problem in the Apache source code.

2http://www.cpan.org/
3news:comp.infosystems.www.authoring.cgi
4http://hoohoo.ncsa.uiuc.edu/cgilinterface.html
Shttp://web.golux.com/coar/cgi/
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6.4 Apache Tutorial: Introduction to Server Side Includes

Server-side includes provide a means to add dynamic content to existing HTML documents.

Introduction
Related Modules Related Directives
MOD_INCLUDE OPTIONS
MOD_CGI XBITHACK
MOD_EXPIRES ADDTYPE
SETOUTPUTFILTER
BROWSERMATCHNOCASE

This article deals with Server Side Includes, usually called simply SSI. In this article, I'll talk about configuring your
server to permit SSI, and introduce some basic SSI techniques for adding dynamic content to your existing HTML
pages.

In the latter part of the article, we’ll talk about some of the somewhat more advanced things that can be done with SSl,
such as conditional statements in your SSI directives.

What are SSI?

SSI (Server Side Includes) are directives that are placed in HTML pages, and evaluated on the server while the pages
are being served. They let you add dynamically generated content to an existing HTML page, without having to serve
the entire page via a CGI program, or other dynamic technology.

The decision of when to use SSI, and when to have your page entirely generated by some program, is usually a matter
of how much of the page is static, and how much needs to be recalculated every time the page is served. SSl is a great
way to add small pieces of information, such as the current time. But if a majority of your page is being generated at
the time that it is served, you need to look for some other solution.

Configuring your server to permit SSI

To permit SSI on your server, you must have the following directive either in tttpd.conf file, or in a
.htaccess file:

’ Options +Includes ‘

This tells Apache that you want to permit files to be parsed for SSI directives. Note that most configurations contain
multiple OPTIONS directives that can override each other. You will probably need to applOfiteons to the
specific directory where you want SSI enabled in order to assure that it gets evaluated last.

Not just any file is parsed for SSI directives. You have to tell Apache which files should be parsed. There are two ways
to do this. You can tell Apache to parse any file with a particular file extension, sushted , with the following
directives:

AddType text/html .shtml
AddOutputFilter INCLUDES .shtml
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One disadvantage to this approach is that if you wanted to add SSI directives to an existing page, you would have to
change the name of that page, and all links to that page, in order to givghinal  extension, so that those directives
would be executed.

The other method is to use tB ITHACK directive:

] XBitHack on \

XBITHACK tells Apache to parse files for SSI directives if they have the execute bit set. So, to add SSI directives to
an existing page, rather than having to change the file name, you would just need to make the file executable using
chmod.

chmod +x pagename.html

A brief comment about what not to do. You'll occasionally see people recommending that you just tell Apache to
parse allhtml files for SSI, so that you don't have to mess wihtml file names. These folks have perhaps not
heard abouXBITHACK. The thing to keep in mind is that, by doing this, you're requiring that Apache read through
every single file that it sends out to clients, even if they don’t contain any SSI directives. This can slow things down
quite a bit, and is not a good idea.

Of course, on Windows, there is no such thing as an execute bit to set, so that limits your options a little.

In its default configuration, Apache does not send the last modified date or content length HTTP headers on SSI pages,
because these values are difficult to calculate for dynamic content. This can prevent your document from being cached,
and result in slower perceived client performance. There are two ways to solve this:

1. Use theXBitHack Full  configuration. This tells Apache to determine the last modified date by looking only
at the date of the originally requested file, ignoring the modification date of any included files.

2. Use the directives provided byob_EXPIREStO set an explicit expiration time on your files, thereby letting
browsers and proxies know that it is acceptable to cache them.

Basic SSI directives

SSiI directives have the following syntax:

]<!--#element attribute=value attribute=value ... -- > ‘

It is formatted like an HTML comment, so if you don’t have SSI correctly enabled, the browser will ignore it, but it
will still be visible in the HTML source. If you have SSI correctly configured, the directive will be replaced with its
results.

The element can be one of a number of things, and we’ll talk some more about most of these in the next installment of
this series. For now, here are some examples of what you can do with SSI

Today’s date

]<!--#echo var="DATE _LOCAL" -- >
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Theecho element just spits out the value of a variable. There are a number of standard variables, which include the
whole set of environment variables that are available to CGI programs. Also, you can define your own variables with
theset element.

If you don't like the format in which the date gets printed, you can usectidig element, with aimefmt
attribute, to modify that formatting.

<I--#config timefmt="%A %B %d, %Y" -- >
Today is <!--#echo var="DATE _LOCAL" -- >

Modification date of the file

]This document last modified <!I--#flastmod file="index.html" -- >

This element is also subjecttimefmt  format configurations.

Including the results of a CGI program

This is one of the more common uses of SSI - to output the results of a CGI program, such as everybody'’s favorite, a
“hit counter.”

’<!--#inc|ude virtual="/cgi-bin/counter.pl" -- >

Additional examples

Following are some specific examples of things you can do in your HTML documents with SSI.

When was this document modified?

Earlier, we mentioned that you could use SSI to inform the user when the document was most recently modified.
However, the actual method for doing that was left somewhat in question. The following code, placed in your HTML
document, will put such a time stamp on your page. Of course, you will have to have SSI correctly enabled, as
discussed above.

<!--#config timefmt="%A %B %d, %Y" -- >
This file last modified <I--#flastmod file="ssi.shtml" -- >

Of course, you will need to replace thsi.shtml  with the actual name of the file that you're referring to. This can
be inconvenient if you're just looking for a generic piece of code that you can paste into any file, so you probably want
to use thd. AST_MODIFIED variable instead:

<I--#config timefmt="%D" -- >
This file last modified <!--#echo var="LAST _MODIFIED" -- >

For more details on thitmefmt format, go to your favorite search site and look $tiftime . The syntax is the
same.
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Including a standard footer

If you are managing any site that is more than a few pages, you may find that making changes to all those pages can
be a real pain, particularly if you are trying to maintain some kind of standard look across all those pages.

Using an include file for a header and/or a footer can reduce the burden of these updates. You just have to make one
footer file, and then include it into each page withith@dude SSIcommand. Thimclude element can determine

what file to include with either thifle  attribute, or thevirtual ~ attribute. Thdile attribute is a file pathrelative

to the current directory That means that it cannot be an absolute file path (starting with /), nor can it contain ../ as
part of that path. Theirtual  attribute is probably more useful, and should specify a URL relative to the document
being served. It can start with a /, but must be on the same server as the file being served.

] <!--#include virtual="/footer.html" -- > ‘

I'll frequently combine the last two things, puttinglAST_MODIFIED directive inside a footer file to be included.
SSI directives can be contained in the included file, and includes can be nested - that is, the included file can include
another file, and so on.

What else can | config?

In addition to being able toonfig the time format, you can alsmnfig two other things.
Usually, when something goes wrong with your SSI directive, you get the message

’[an error occurred while processing this directive]

If you want to change that message to something else, you can do so wighrthgg attribute to theconfig
element:

<I--#config errmsg="[It appears that you don’'t know how to use SSI]"
- >

Hopefully, end users will never see this message, because you will have resolved all the problems with your SSI
directives before your site goes live. (Right?)

And you carconfig the format in which file sizes are returned with #izefmt  attribute. You can specifgytes
for a full count in bytes, oabbrev for an abbreviated number in Kb or Mb, as appropriate.

Executing commands

| expect that I'll have an article some time in the coming months about using SSI with small CGI programs. For now,
here's something else that you can do with éxec element. You can actually have SSI execute a command using
the shell (bin/sh | to be precise - or the DOS shell, if you're on Win32). The following, for example, will give you

a directory listing.

<pre >
<!--#exec cmd="|s" -- >
<lpre >

or, on Windows
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<pre >
<!--#texec cmd="dir" -- >
<lpre >

You might notice some strange formatting with this directive on Windows, because the outpulifrooontains the
string “<dir >"in it, which confuses browsers.

Note that this feature is exceedingly dangerous, as it will execute whatever code happens to be embedded in the
exec tag. If you have any situation where users can edit content on your web pages, such as with a “guestbook”,
for example, make sure that you have this feature disabled. You can allow SSI, but eatethdeature, with the
IncludesNOEXEC argument to th©ptions directive.

Advanced SSI techniques

In addition to spitting out content, Apache SSI gives you the option of setting variables, and using those variables in
comparisons and conditionals.

Caveat
Most of the features discussed in this article are only available to you if you are running Apache 1.2 or later. Of course,

if you are not running Apache 1.2 or later, you need to upgrade immediately, if not sooner. Go on. Do it now. We'll
wait.

Setting variables

Using theset directive, you can set variables for later use. We'll need this later in the discussion, so we'll talk about
it here. The syntax of this is as follows:

’<!--#set var="name" value="Rich" -- > ‘

In addition to merely setting values literally like that, you can use any other variable, including environment variables
(p. 74) or the variables discussed above (IIlkeST_MODIFIED, for example) to give values to your variables. You

will specify that something is a variable, rather than a literal string, by using the dollar sign ($) before the name of the
variable.

]<!--#set var="modified" value="$LAST _MODIFIED" -- > ‘

To put a literal dollar sign into the value of your variable, you need to escape the dollar sign with a backslash.

<!--#set var="cost" value=" \$100" -- >

Finally, if you want to put a variable in the midst of a longer string, and there’s a chance that the name of the variable
will run up against some other characters, and thus be confused with those characters, you can place the name of the
variable in braces, to remove this confusion. (It's hard to come up with a really good example of this, but hopefully
you'll get the point.)

’<!--#set var="date" value="$ {DATELOCAL _${DATEGMT" -- >
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Conditional expressions

Now that we have variables, and are able to set and compare their values, we can use them to express conditionals. This
lets SSI be a tiny programming language of sarteD_INCLUDE provides anf , elif ,else , endif structure for
building conditional statements. This allows you to effectively generate multiple logical pages out of one actual page.

The structure of this conditional construct is:

<I--#if expr="test _condition" -- >
<I--#elif expr="test _condition" -- >
<l--#else -- >

<!--#endif -- >

A testconditioncan be any sort of logical comparison - either comparing values to one another, or testing the “truth”
of a particular value. (A given string is true if it is nonempty.) For a full list of the comparison operators available to
you, see then0D_INCLUDE documentation. Here are some examples of how one might use this construct.

In your configuration file, you could put the following line:

BrowserMatchNoCase macintosh Mac
BrowserMatchNoCase MSIE InternetExplorer

This will set environment variables “Mac” and “InternetExplorer” to true, if the client is running Internet Explorer on
a Macintosh.

Then, in your SSl-enabled document, you might do the following:

<!--#if expr="$ {Mac} && ${InternetExplorer - >
Apologetic text goes here

<!--#else -- >
Cool JavaScript code goes here
<!--#endif -- >

Not that | have anything against IE on Macs - | just struggled for a few hours last week trying to get some JavaScript
working on IE on a Mac, when it was working everywhere else. The above was the interim workaround.

Any other variable (either ones that you define, or normal environment variables) can be used in conditional statements.
With Apache’s ability to set environment variables with ®etEnvif  directives, and other related directives, this
functionality can let you do some pretty involved dynamic stuff without ever resorting to CGI.

Conclusion

SSl is certainly not a replacement for CGl, or other technologies used for generating dynamic web pages. Butitis a
great way to add small amounts of dynamic content to pages, without doing a lot of extra work.
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6.5 Apache Tutorial: .htaccess files

.htaccess files provide a way to make configuration changes on a per-directory basis.

.htaccess files

Related Modules Related Directives
CORE ACCES$ILENAME
MOD_AUTHN_FILE ALLOWOVERRIDE
MOD_AUTHZ _GROUPFILE OPTIONS
MOD_CGI ADDHANDLER
MOD_INCLUDE SETHANDLER
MOD_MIME AUTHTYPE
AUTHNAME
AUTHUSERFILE
AUTHGROUPFILE
REQUIRE

What they are/How to use them

.htaccess files (or " distributed configuration fild9 provide a way to make configuration changes on a per-
directory basis. A file, containing one or more configuration directives, is placed in a particular document directory,
and the directives apply to that directory, and all subdirectories thereof.

:/)Note:

If you want to call your.htaccess file something else, you can change the name of the
file using theAcces$ILENAME directive. For example, if you would rather call the file
.config  then you can put the following in your server configuration file:

AccessFileName .config ‘

In general,.htaccess files use the same syntax as the main configuration filejp. What you can put in these
files is determined by thALLowOVERRIDE directive. This directive specifies, in categories, what directives will be
honored if they are found in &taccess file. If a directive is permitted in éhtaccess file, the documentation
for that directive will contain an Override section, specifying what value must Be.irow OVERRIDE in order for
that directive to be permitted.

For example, if you look at the documentation for tA@DDEFAULTCHARSET directive, you will find that it is
permitted in.htaccess files. (See the Context line in the directive summary.) The Overrid@9p. line reads
FileInfo . Thus, you must have at leasilowOverride Filelnfo in order for this directive to be honored in
.htaccess files.

Example:

Context:  (p. 293) server config, virtual host,
directory, .htaccess

Override:  (p. 293) FileInfo

If you are unsure whether a particular directive is permitted.imaccess file, look at the documentation for that
directive, and check the Context line forhtaccess.
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When (not) to use .htaccess files

In general, you should never uggaccess files unless you don’'t have access to the main server configuration file.
There is, for example, a prevailing misconception that user authentication should always be.ttaczess files.

This is simply not the case. You can put user authentication configurations in the main server configuration, and this
is, in fact, the preferred way to do things.

.htaccess files should be used in a case where the content providers need to make configuration changes to the
server on a per-directory basis, but do not have root access on the server system. In the event that the server adminis-
trator is not willing to make frequent configuration changes, it might be desirable to permit individual users to make
these changes imtaccess files for themselves. This is particularly true, for example, in cases where ISPs are
hosting multiple user sites on a single machine, and want their users to be able to alter their configuration.

However, in general, use dfitaccess files should be avoided when possible. Any configuration that you would
consider putting in ahtaccess file, can just as effectively be made in<dDIRECTORY> section in your main
server configuration file.

There are two main reasons to avoid the uséntzfccess  files.

The first of these is performance. WhanLowOVERRIDE is set to allow the use ohtaccess files, Apache will
look in every directory forhtaccess files. Thus, permittinghtaccess files causes a performance hit, whether
or not you actually even use them! Also, thaccess file is loaded every time a document is requested.

Further note that Apache must look ftntaccess files in all higher-level directories, in order to have a full com-
plement of directives that it must apply. (See section on how directives are applied.) Thus, if a file is requested out of
a directory/www/htdocs/example , Apache must look for the following files:

/.htaccess

/www/.htaccess
/www/htdocs/.htaccess
wwwi/htdocs/example/.htaccess

And so, for each file access out of that directory, there are 4 additional file-system accesses, even if none of those files
are present. (Note that this would only be the casbtédccess files were enabled faf, which is not usually the
case.)

The second consideration is one of security. You are permitting users to modify server configuration, which may result
in changes over which you have no control. Carefully consider whether you want to give your users this privilege.

Note also that giving users less privileges than they need will lead to additional technical support requests. Make
sure you clearly tell your users what level of privileges you have given them. Specifying exactly what you have set

ALLOWOVERRIDE to, and pointing them to the relevant documentation, will save yourself a lot of confusion later.

Note that it is completely equivalent to puttdaccess file in a directory/www/htdocs/example containing a
directive, and to put that same directive in a Directory secti@irectory /www/htdocs/example > in your
main server configuration:

.htaccess file in /www/htdocs/example

Contents of .htaccess file inwww/htdocs/example
AddType text/example .exm

Section from your httpd.conf  file
<Directory /www/htdocs/example >

AddType text/example .exm

</Directory >
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However, putting this configuration in your server configuration file will result in less of a performance hit, as the
configuration is loaded once when Apache starts, rather than every time a file is requested.

The use ofhtaccess files can be disabled completely by setting thie. ow OVERRIDE directive tonone :

] AllowOverride None

How directives are applied

The configuration directives found in.htaccess file are applied to the directory in which thietaccess file

is found, and to all subdirectories thereof. However, it is important to also remember that there may have been
.htaccess files in directories higher up. Directives are applied in the order that they are found. Therefore, a
.htaccess file in a particular directory may override directives found.ltaccess files found higher up in

the directory tree. And those, in turn, may have overridden directives found yet higher up, or in the main server
configuration file itself.

Example:

In the directorywww/htdocs/examplel we have ahtaccess file containing the following:

’ Options +ExecCGl

(Note: you must haveAllowOverride Options” in effect to permit the use of theOPTIONS' directive in
.htaccess files.)

In the directory'www/htdocs/examplel/example2 we have ahtaccess file containing:

’ Options Includes

Because of this seconttaccess file, in the directorywww/htdocs/examplel/example2 , CGlI execution
is not permitted, as onl@ptions Includes is in effect, which completely overrides any earlier setting that may
have been in place.

Merging of .htaccess with the main configuration files

As discussed in the documentation on Configuration Sectior&)p..htaccess files can override thecDIREC-

TORY> sections for the corresponding directory, but will be overriden by other types of configuration sections from
the main configuration files. This fact can be used to enforce certain configurations, even in the presence of a lib-
eral ALLOWOVERRIDE setting. For example, to prevent script execution while allowing anything else to be set in
.htaccess  you can use:

<Directory /| >
Allowoverride All
</Directory >
<lLocation / >
Options +IncludesNoExec -ExecCGl

</Location >




6.5. APACHE TUTORIAL: .HTACCESS FILES 219

Authentication example

If you jumped directly to this part of the document to find out how to do authentication, it is important to note
one thing. There is a common misconception that you are required thtaeeess  files in order to implement
password authentication. This is not the case. Putting authentication directiveddrr&CTORY> section, in your

main server configuration file, is the preferred way to implement this, latadcess files should be used only if

you don’t have access to the main server configuration file. See above for a discussion of when you should and should
not use.htaccess files.

Having said that, if you still think you need to usehtaccess file, you may find that a configuration such as what
follows may work for you.

.htaccess file contents:

AuthType Basic

AuthName "Password Required"
AuthUserFile /www/passwords/password.file
AuthGroupFile /www/passwords/group.file
Require Group admins

Note thatAllowOverride AuthConfig must be in effect for these directives to have any effect.
Please see the authentication tutoriall®9 for a more complete discussion of authentication and authorization.

Server Side Includes example

Another common use ohtaccess files is to enable Server Side Includes for a particular directory. This may be
done with the following configuration directives, placed imtaccess file in the desired directory:

Options +Includes
AddType text/html shtml
AddHandler server-parsed shtml

Note thatAllowOverride Options andAllowOverride Filelnfo must both be in effect for these direc-
tives to have any effect.

Please see the SSi tutorial g1.0) for a more complete discussion of server-side includes.

CGl example

Finally, you may wish to use dtaccess file to permit the execution of CGI programs in a particular directory.
This may be implemented with the following configuration:

Options +ExecCGl
AddHandler cgi-script cgi pl

Alternately, if you wish to have all files in the given directory be considered to be CGI programs, this may be done
with the following configuration:

Options +ExecCGl
SetHandler cgi-script




220 CHAPTER 6. GUIDES, TUTORIALS, AND HOWTOS

Note thatAllowOverride Options andAllowOverride Filelnfo must both be in effect for these direc-
tives to have any effect.

Please see the CGl tutorial @04) for a more complete discussion of CGI programming and configuration.

Troubleshooting

When you put configuration directives infstaccess file, and you don'’t get the desired effect, there are a number
of things that may be going wrong.

Most commonly, the problem is th@tLLowOVERRIDE is not set such that your configuration directives are being
honored. Make sure that you don’t havélkowOverride None in effect for the file scope in question. A good
test for this is to put garbage in younrtaccess file and reload. If a server error is not generated, then you almost
certainly haveAllowOverride None in effect.

If, on the other hand, you are getting server errors when trying to access documents, check your Apache error log. It
will likely tell you that the directive used in youhtaccess file is not permitted. Alternately, it may tell you that
you had a syntax error, which you will then need to fix.
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6.6 Per-user web directories

On systems with multiple users, each user can be permitted to have a web site in their home directory using the
USERDIR directive. Visitors to a URLhttp://example.com/"username/ will get content out of the home
directory of the usetusername" , out of the subdirectory specified by thisSerRDIR directive.

See also

e Mapping URLSs to the Filesystem (p0)

Per-user web directories

Related Modules Related Directives

MOD_USERDIR USERDIR
DIRECTORYMATCH
ALLOWOVERRIDE

Setting the file path with UserDir
The UsSeRDIR directive specifies a directory out of which per-user content is loaded. This directive may take several
different forms.

If a path is given which does not start with a leading slash, it is assumed to be a directory path relative to the home
directory of the specified user. Given this configuration:

UserDir public  _html

the URL http://example.com/ rbowen/file.html will be translated to the file path
/home/rbowen/public _html/file.html

If a path is given starting with a slash, a directory path will be constructed using that path, plus the username specified.
Given this configuration:

| UserDir /var/html |

the URL http://example.com/"rbowen/file.html will be translated to the file path
Ivar/html/rbowen/file.html

If a path is provided which contains an asterisk (*), a path is used in which the asterisk is replaced with the username.
Given this configuration:

’ UserDir /var/www/ * /docs ‘

the URL http://example.com/"rbowen/file.html will be translated to the file path
/var/www/rbowen/docs/file.html
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Restricting what users are permitted to use this feature

Using the syntax shown in the UserDir documentation, you can restrict what users are permitted to use this function-
ality:

UserDir enabled
UserDir disabled root jro fish

The configuration above will enable the feature for all users except for those listeddis#iiled  statement. You
can, likewise, disable the feature for all but a few users by using a configuration like the following:

UserDir disabled
UserDir enabled rbowen krietz

SeeUsERDIR documentation for additional examples.

Enabling a cgi directory for each user

In order to give each user their own cgi-bin directory, you can us®aRECTORY> directive to make a particular
subdirectory of a user’'s home directory cgi-enabled.

<Directory /home/ */public  _html/cgi-bin/ >
Options ExecCGl

SetHandler cgi-script

</Directory >

Then, presuming thaiserDir is set topublic _html , a cgi programexample.cgi  could be loaded from that
directory as:

’ http://example.com/ rbowen/cgi-bin/example.cgi

Allowing users to alter configuration

If you want to allows users to modify the server configuration in their web space, they will need.tdasmess
files to make these changed. Ensure that you havAisebw OVERRIDE to a value sufficient for the directives that
you want to permit the users to modify. See the .htaccess tutorial @pfor additional details on how this works.
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7.1 Platform Specific Notes

Microsoft Windows

Using Apache This document explains how to install, configure and run Apache 2.0 under Microsoft Windows.
See: Using Apache with Microsoft Windows @25

Compiling Apache There are many important points before you begin compiling Apache. This document explain
them.

See: Compiling Apache for Microsoft Windows @33

Other Platforms

Novell NetWare This document explains how to install, configure and run Apache 2.0 under Novell NetWare 5.1 and
above.

See: Using Apache With Novell NetWare @898

EBCDIC Version 1.3 of the Apache HTTP Server is the first version which includes a port to a (hon-ASCII) main-
frame machine which uses the EBCDIC character set as its native codeset.

m Warning: This document has not been updated to take into account changes made in the 2.0
version of the Apache HTTP Server. Some of the information may still be relevant, but please
use it with care.

See: The Apache EBCDIC Port (p46)
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7.2 Using Apache with Microsoft Windows

This document explains how to install, configure and run Apache 2.0 under Microsoft Windows. If you find any bugs,
or wish to contribute in other ways, please use our bug reporting'page

This document assumes that you are installing a binary distribution of Apache. If you want to compile Apache yourself
(possibly to help with development or tracking down bugs), see Compiling Apache for Microsoft Winda2@&s)(p.

Because of the current versioning policies on Microsoft Windows operating system families, this document
assumes the following:

e Windows NT: This means all versions of Windows that are based on the Windows NT kernel. Includes Windows
NT, Windows 2000, Windows XP and Windows .Net Server 2003.

e Windows 9x: This means older, consumer-oriented versions of Windows. Includes Windows 95 (also OSR2),
Windows 98 and Windows ME.

Operating System Requirements

The primary Windows platform for running Apache 2.0 is Windows NT. The binary installer only works with the x86
family of processors, such as Intel and AMD processors. Running Apache on Windows 9x is not thoroughly tested,
and it is never recommended on production systems.

On all operating systems, TCP/IP networking must be installed and working. If running on Windows 95, the Winsock
2 upgrade must be installed. Winsock 2 for Windows 95 can be downloaded frofa here

On Windows NT 4.0, installing Service Pack 6 is strongly recommended, as Service Pack 4 created known issues with
TCP/IP and Winsock integrity that were resolved in later Service Packs.

Downloading Apache for Windows

Information on the latest versions of Apache can be found on the web site of the Apache web server at
http://httpd.apache.org/download.cgi. There you will find the current release, as well as more recent alpha or beta
test versions, and a list of HTTP and FTP mirrors from which you can download the Apache web server. Please use a
mirror near to you for a fast and reliable download.

For Windows installations you should download the version of Apache for Windows witinsie extension. This is
a single Microsoft Installer file, which contains a ready-to-run version of Apache. There is a sefipratile, which
contains only the source code. You can compile Apache yourself with the Microsoft Visual C++ (Visual Studio) tools.

Installing Apache for Windows

You need Microsoft Installer 1.2 or above for the installation to work. On Windows 9x you can update your Microsoft
Installer to version 2.0 heteand on Windows NT 4.0 and 2000 the version 2.0 update can be fourfd héredows
XP does not need this update.

Note that you cannot install two versions of Apache 2.0 on the same computer with the binary installer. You can,
however, install a version of the 1.3 ser@®d a version of the 2.0 series on the same computer without problems. If
you need to have two different 2.0 versions on the same computer, you have to compile and install Apache from the
source (p233) .

Run the Apachemsi file you downloaded above. The installation will ask you for these things:

Lhttp://httpd.apache.org/bugport.html
2http://www.microsoft.com/windows95/downloads/contents/WUAdminTooSNetworking Tools/W95Sockets2/Default.asp
Shttp://www.microsoft.com/downloads/release.asp?ReleaselD=32831
4http://www.microsoft.com/downloads/release.asp?ReleaselD=32832


http://httpd.apache.org/bug_report.html
http://www.microsoft.com/windows95/downloads/contents/WUAdminTools/S_WUNetworkingTools/W95Sockets2/Default.asp
http://www.microsoft.com/downloads/release.asp?ReleaseID=32831
http://www.microsoft.com/downloads/release.asp?ReleaseID=32832
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1. Network Domain. Enter the DNS domain in which your server is or will be registered in. For example, if your

server’s full DNS name iserver.mydomain.net , you would typemydomain.net  here.
2. Server Name. Your server's full DNS name. From the example above, you would type
server.mydomain.net here.

3. Administrator's Email Address. Enter the server administrator's or webmaster's email address here. This
address will be displayed along with error messages to the client by default.

4. For whom to install Apache Select for All Users, on Port 80, as a Service -
Recommendedif you'd like your new Apache to listen at port 80 for incoming traffic. It will run as a service
(that is, Apache will run even if no one is logged in on the server at the moment) ®elgctfor the
Current User, on Port 8080, when started Manually if you'd like to install Apache for
your personal experimenting or if you already have another WWW server running on port 80.

5. The installation type. SelectTypical for everything except the source code and libraries for module devel-
opment. WithCustom you can specify what to install. A full install will require about 13 megabytes of free
disk space. This doewtinclude the size of your web site(s).

6. Where to install. The default path i€: \Program Files \Apache Group under which a directory called
Apache2 will be created by default.

During the installation, Apache will configure the files in tbenf subdirectory to reflect the chosen installation
directory. However, if any of the configuration files in this directory already exist, they will not be overwritten.
Instead, the new copy of the corresponding file will be left with the extenslefault . So, for example, if
conf \httpd.conf already exists, it will be renamed asnf \httpd.conf.default . After the installation

you should manually check to see what new settings are irddfault  file, and if necessary, update your existing
configuration file.

Also, if you already have a file callechtdocs \index.html , it will not be overwritten (and no
index.html.default will be installed either). This means it should be safe to install Apache over an exist-
ing installation, although you would have to stop the existing running server before doing the installation, and then
start the new one after the installation is finished.

After installing Apache, you must edit the configuration files in tbaf subdirectory as required. These files will

be configured during the installation so that Apache is ready to be run from the directory it was installed into, with
the documents server from the subdirectotgocs . There are lots of other options which you should set before you
really start using Apache. However, to get started quickly, the files should work as installed.

Customizing Apache for Windows

Apache is configured by the files in thenf subdirectory. These are the same files used to configure the Unix version,
but there are a few different directives for Apache on Windows. See the directive ind&gdor all the available
directives.

The main differences in Apache for Windows are:

e Because Apache for Windows is multithreaded, it does not use a separate process for each request, as Apache
does on Unix. Instead there are usually only two Apache processes running: a parent process, and a child which
handles the requests. Within the child process each request is handled by a separate thread.

The process management directives are also different:

MAX REQUESTSERCHILD: Like the Unix directive, this controls how many requests a single child process
will serve before exiting. However, unlike on Unix, a single process serves all the requests at once, not
just one. |If this is set, it is recommended that a very high number is used. The recommended default,
MaxRequestsPerChild 0 , causes the child process to never exit.
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m Warning: The server configuration file is reread when a new child process is started. If
you have modifiedhttpd.conf , the new child may not start or you may receive unex-
pected results.

THREADSPERCHILD: This directive is new. It tells the server how many threads it should use. This is the
maximum number of connections the server can handle at once, so be sure to set this number high enough for
your site if you get a lot of hits. The recommended defauilttiseadsPerChild 50

e The directives that accept filenames as arguments must use Windows filenames instead of Unix ones. However,
because Apache uses Unix-style names internally, you must use forward slashes, not backslashes. Drive letters
can be used; if omitted, the drive with the Apache executable will be assumed.

e Apache for Windows contains the ability to load modules at runtime, without recompiling the server. If Apache
is compiled normally, it will install a number of optional modules in t#gpache2 \modules directory. To
activate these or other modules, the nemaDMODULE directive must be used. For example, to activate the
status module, use the following (in addition to the status-activating directigexess.conf ):

]LoadModuIe status _module modules/mod _status.so \

Information on creating loadable modules $80) is also available.

e Apache can also load ISAPI (Internet Server Application Programming Interface) extensions (i.e. internet server
applications), such as those used by Microsoft IIS and other Windows servers. More information is available (p.
483 . Note that Apacheannotload ISAPI Filters.

e When running CGI scripts, the method Apache uses to find the interpreter for the script is configurable using
the SCRIPTINTERPRETEFSOURCEdirective.

e Since it is often difficult to manage files with names likeéaccess  in Windows, you may find it useful to
change the name of this per-directory configuration file usinghtheEs~ILENAME directive.

e Any errors during Apache startup are logged into the Windows event log when running on Windows NT.
This mechanism acts as a backup for those situations where Apache cannot even access the normally used
error.log file. You can view the Windows event log by using the Event Viewer application on Windows NT
4.0, and the Event Viewer MMC snap-in on newer versions of Windows.

::> Note that there is no startup error logging on Windows 9x because no Windows event log
exists on those operating systems.

Running Apache as a Service

Apache can be run as a service on Windows NT. There is some highly experimental support for similar behavior on
Windows 9x.

You can install Apache as a service automatically during the installation. If you chose to install for all users, the
installation will create an Apache service for you. If you specify to install for yourself only, you can manually register
Apache as a service after the installation. You have to be a member of the Administrators group for the service
installation to succeed.

Apache comes with a utility called the Apache Service Monitor. With it you can see and manage the state of all
installed Apache services on any machine on your network. To be able to manage an Apache service with the monitor,
you have to first install the service (either automatically via the installation or manually).

You can install Apache as a Windows NT service as follows from the command prompt at the Adgackebdirec-
tory:

apache -k install ‘
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If you need to specify the name of the service you want to install, use the following command. You have to do this if
you have several different service installations of Apache on your computer.

apache -k install -n "MyServiceName"

If you need to have specifically named configuration files for different services, you must use this:

apache -k install -n "MyServiceName" -f "c: \files \my.conf"

If you use the first command without any special parameters ex&ejnstall , the service will be called
Apache2 and the configuration will be assumed todmnf \httpd.conf

Removing an Apache service is easy. Just use:

’ apache -k uninstall

The specific Apache service to be uninstalled can be specified by using:

apache -k uninstall -n "MyServiceName"

Normal starting, restarting and shutting down of an Apache service is usually done via the Apache Service Moni-
tor, by using commands likRET START Apache2andNET STOP Apache2or via normal Windows service
management. Before starting Apache as a service by any means, you should test the service’s configuration file by
using:

apache -n "MyServiceName" -t

You can control an Apache service by its command line switches, too. To start an installed Apache service you'll use
this:

apache -k start

To stop an Apache service via the command line switches, use this:

apache -k stop

or

apache -k shutdown

You can also restart a running service and force it to reread its configuration file by using:

apache -k restart
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By default, all Apache services are registered to run as the system usetoghtSystem account). The
LocalSystem account has no privileges to your network via any Windows-secured mechanism, including the file
system, named pipes, DCOM, or secure RPC. It has, however, wide privileges locally.

m Never grant any network privileges to theLocalSystem account! If you need Apache
to be able to access network resources, create a separate account for Apache as noted
below.

You may want to create a separate account for running Apache service(s). Especially, if you have to access network
resources via Apache, this is strongly recommended.

1. Create a normal domain user account, and be sure to memorize its password.

2. Grant the newly-created user a privilege bbg on as a service and Act as part of the
operating system . On Windows NT 4.0 these privileges are granted via User Manager for Domains,
but on Windows 2000 and XP you probably want to use Group Policy for propagating these settings. You can
also manually set these via the Local Security Policy MMC snap-in.

3. Confirm that the created account is a member of the Users group.

4. Grant the account read and execute (RX) rights to all document and script fdithwsg andcgi-bin  for
example).

5. Grant the account change (RWXD) rights to the Apaldys directory.

6. Grant the account read and execute (RX) rights toAp@che.exe binary executable.

:? Itis usually a good practice to grant the user the Apache service runs as read and execute (RX)
access to the whole Apache?2 directory, exceptidhgs subdirectory, where the user has to
have at least change (RWXD) rights.

If you allow the account to log in as a user and as a service, then you can log on with that account and test that
the account has the privileges to execute the scripts, read the web pages, and that you can start Apache in a console
window. If this works, and you have followed the steps above, Apache should execute as a service with no problems.

:> Error code 2186is a good indication that you need to review tHeog On As' configuration
for the service, since Apache cannot access a required network resource. Also, pay close
attention to the privileges of the user Apache is configured to run as.

When starting Apache as a service you may encounter an error message from the Windows Service Control Manager.
For example, if you try to start Apache by using the Services applet in the Windows Control Panel, you may get the
following message:

Could not start the Apache2 service on \\COMPUTER
Error 1067; The process terminated unexpectedly.

You will get this generic error if there is any problem with starting the Apache service. In order to see what is really
causing the problem you should follow the instructions for Running Apache for Windows from the Command Prompt.

There is some support for Apache on Windows 9x to behave in a similar manner as a service on Windows NT. It
is highly experimental. It is not of production-class reliability, and its future is not guaranteed. It can be mostly
regarded as a risky thing to play with - proceed with caution!

There are some differences between the two kinds of services you should be aware of:

e Apache will attempt to start and if successful it will run in the background. If you run the command
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apache -n "MyServiceName" -k start

via a shortcut on your desktop, for example, then if the service starts successfully, a console window will flash up
but it immediately disappears. If Apache detects any errors on startup such as incorrect entries in the httpd.conf
configuration file, the console window will remain visible. This will display an error message which will be
useful in tracking down the cause of the problem.

e Windows 9x does not suppddET STARTor NET STORommands. You must control the Apache service on
the command prompt via th& switches.

e Apache and Windows 9x offer no support for running Apache as a specific user with network privileges. In
fact, Windows 9x offers no security on the local machine, either. This is the simple reason because of which
the Apache Software Foundation never endorses use of a Windows 9x -based system as a public Apache server.
The primitive support for Windows 9x exists only to assist the user in developing web content and learning the
Apache server, and perhaps as an intranet server on a secured, private network.

Once you have confirmed that Apache runs correctly as a console application you can install, control and uninstall the
pseudo-service with the same commands as on Windows NT. You can also use the Apache Service Monitor to manage
Windows 9x pseudo-services.

Running Apache as a Console Application

Running Apache as a service is usually the recommended way to use it, but it is sometimes easier to work from the
command line (on Windows 9x running Apache from the command line is the recommended way due to the lack of
reliable service support.)

To run Apache from the command line as a console application, use the following command:

apache

Apache will execute, and will remain running until it is stopped by pressing Control-C.

You can also run Apache via the shortcut Start Apache in Console pla&drtoMenu -- > Programs -- >

Apache HTTP Server 2.0.xx -- > Control Apache Server during the installation. This will open a
console window and start Apache inside it. If you don't have Apache installed as a service, the window will remain
visible until you stop Apache by pressing Control-C in the console window where Apache is running in. The server
will exit in a few seconds. However, if you do have Apache installed as a service, the shortcut starts the service. If the
Apache service is running already, the shortcut doesn’t do anything.

You can tell a running Apache to stop by opening another console window and entering:

apache -k shutdown

This should be preferred over pressing Control-C because this lets Apache end any current operations and clean up
gracefully.

You can also tell Apache to restart. This forces it to reread the configuration file. Any operations in progress are
allowed to complete without interruption. To restart Apache, use:

apache -k restart
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:> Note for people familiar with the Unix version of Apache: these commands provide a Windows
equivalent taill -TERM  pid andkill -USR1 pid . The command line option used,
-k , was chosen as a reminder of ik command used on Unix.

If the Apache console window closes immediately or unexpectedly after startup, open the Command Prompt from the
Start Menu > Programs. Change to the folder to which you installed Apache, type the conmapanle , and read

the error message. Then change to the logs folder, and reviesvritvdog file for configuration mistakes. If you
accepted the defaults when you installed Apache, the commands would be:

c:
cd " \Program Files \Apache Group \Apache2 \bin"
apache

Then wait for Apache to stop, or press Control-C. Then enter the following:

cd .. \logs
more < error.log

When working with Apache it is important to know how it will find the configuration file. You can specify a configu-
ration file on the command line in two ways:

o -f specifies an absolute or relative path to a particular configuration file:

’apache -f "c: \my server files \anotherconfig.conf" ‘

or

’ apache -f files \anotherconfig.conf ‘

e -n specifies the installed Apache service whose configuration file is to be used:

apache -n "MyServiceName"

In both of these cases, the proj@aRVERROOT should be set in the configuration file.

If you don’t specify a configuration file witHf or -n , Apache will use the file name compiled into the server, such
asconf \httpd.conf . This built-in path is relative to the installation directory. You can verify the compiled file
name from a value labelled &ERVERCONFIGFILE when invoking Apache with theé/ switch, like this:

| apache -V ‘

Apache will then try to determine itSERVERROOT by trying the following, in this order:

1. A SERVERROOT directive via theeC command line switch.
2. The-d switch on the command line.
3. Current working directory.

4. Aregistry entry which was created if you did a binary installation.
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5. The server root compiled into the server. This iapache by default, you can verify it by usingapache
-V and looking for a value labelled &TTPDROOT

During the installation, a version-specific registry key is created in the Windows registry. The location of this key
depends on the type of the installation. If you chose to install Apache for all users, the key is located under the
HKEYLOCALMACHINEive, like this (the version numbers will of course vary between different versions of Apache:

HKEYLOCALMACHINESOFTWAR&pache Group \Apache \2.0.43

Correspondingly, if you chose to install Apache for the current user only, the key is located under the
HKEYCURRENIUSERhive, the contents of which are dependent of the user currently logged on:

HKEYCURRENIUSER SOFTWARRpache Group \Apache \2.0.43

This key is compiled into the server and can enable you to test new versions without affecting the current version. Of
course, you must take care not to install the new version in the same directory as another version.

If you did not do a binary install, Apache will in some scenarios complain about the missing registry key. This warning
can be ignored if the server was otherwise able to find its configuration file.

The value of this key is th&ERVERROOT directory which contains theonf subdirectory. When Apache starts

it reads thehttpd.conf file from that directory. If this file contains 8ERVERROOT directive which contains a
different directory from the one obtained from the registry key above, Apache will forget the registry key and use the
directory from the configuration file. If you copy the Apache directory or configuration files to a new location it is
vital that you update th8ERVERROOT directive in thehttpd.conf file to reflect the new location.

Testing the Installation

After starting Apache (either in a console window or as a service) it will be listening on port 80 (unless you changed
the LISTEN directive in the configuration files or installed Apache only for the current user). To connect to the server
and access the default page, launch a browser and enter this URL:

http://localhost/ ‘

Apache should respond with a welcome page and a link to the Apache manual. If nothing happens or you get an error,
look in theerror.log file in thelogs subdirectory. If your host is not connected to the net, or if you have serious
problems with your DNS (Domain Name Service) configuration, you may have to use this URL:

http://127.0.0.1/

If you happen to be running Apache on an alternate port, you need to explicitly put that in the URL:

http://127.0.0.1:8080/

Once your basic installation is working, you should configure it properly by editing the files aottie subdirectory.
Again, if you change the configuration of the Windows NT service for Apache, first attempt to start it from the
command line to make sure that the service starts with no errors.

Because Apacheannot share the same port with another TCP/IP application, you may need to stop, uninstall or
reconfigure certain other services before running Apache. These conflicting services include other WWW servers and
some firewall implementations.
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7.3 Compiling Apache for Microsoft Windows

There are many important points before you begin compiling Apache. See Using Apache with Microsoft Windows (p.
225) before you begin.

Requirements
Compiling Apache requires the following environment to be properly installed:

e Disk Space

Make sure you have at least 50 MB of free disk space available. After installation Apache requires approx-
imately 10 MB of disk space, plus space for log and cache files, which can grow rapidly. The actual disk
space requirements will vary considerably based on your chosen configuration and any third-party modules or
libraries.

e Microsoft Visual C++ 5.0 or higher.

Apache can be built using the command line tools, or from within the Visual Studio IDE Workbench. The
command line build requires the environment to reflectRAdH INCLUDE, LIB and other variables that can
be configured with thecvars32 batch file:

’"c: \Program Files \DevStudio \VC\Bin \vcvars32.bat"

e The Windows Platform SDK.

Visual C++ 5.0 builds require an updated Microsoft Windows Platform SDK to enable some Apache features.
For command line builds, the Platform SDK environment is prepared bydatemv batch file:

’"c: \Program Files \Platform SDK \setenv.bat"

The Platform SDK files distributed with Visual C++ 6.0 and later are sufficient, so users of later version may
skip this requirement.

:>Note that the Windows Platform SDK update is required to enable all supported
MOD_ISAPI features.  Without a recent update, Apache will issue warnings under
MSVC++ 5.0 that somevoD_Isapi features will be disabled. Look for the update at
http://msdn.microsoft.com/downloads/sdks/platform/platform.asp.

e The awk utility (awk, gawk or similar).

To install Apache within the build system, several files are modified usingwlieexe utility. awk was
chosen since itis a very small download (compared with Perl or WSH/VB) and accomplishes the task of gener-
ating files. Brian Kernighan's http://cm.bell-labs.com/cm/cs/who/bwk/ site has a compiled native Win32 binary,
http://cm.bell-labs.com/cm/cs/who/bwk/awk95.exe which you must save with the aakexe rather than
awk95.exe .

:/>Note that Developer Studio IDE will only findwk.exe from the Tools menu Options... Di-
rectories tab (the Projects - VC++ Directories pane in Developer Studio 7.0) listing Executable
file paths. Add the path fawk.exe to this list, and your systefRATHenvironment variable,
as needed.

:>Also note that if you are using Cygwin (http://www.cygwin.com/) the awk utility is named
gawk.exe and that the fileawk.exe is really a symlink to theyawk.exe file. The Win-
dows command shell does not recognize symlinks, and because of that building InstallBin will
fail. Aworkaround is to deletawk.exe from the cygwin installation and renargawk.exe
to awk.exe .
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e [Optional] OpenSSL libraries (fanob_ssLandab.exe with ssl support)

Caution: there are significant restrictions and prohibitions on the use and distribution of strong cryp-
tography and patented intellectual property throughout the world. OpenSSL includes strong cryptography
controlled by both export regulations and domestic law, as well as intellectual property protected by patent, in
the United States and elsewhere. Neither the Apache Software Foundation nor the OpenSSL project can provide
legal advise regarding possession, use, or distribution of the code provided by the OpenSSL @mjsatt

your own legal counsel, you are responsible for your own actions.

OpenSSL must be installed into arclib subdirectory namedopenssl , obtained from
http://www.openssl.org/source/, in order to compieD_SSL or the abs projectap.exe with SSL
support.) To prepare OpenSSL for batlease and debug builds of Apache, and disable the patent
protected features in 0.9.7, you might use the following build commands:

perl Configure VC-WIN32

perl util \mkfiles.pl >MINFO

perl util \mklmf.pl dll no-asm no-mdc2 no-rc5 no-idea VC-WIN32
>makefile

perl util \mklmf.pl dil debug no-asm no-mdc2 no-rc5 no-idea VC-WIN32
>makefile.dbg

perl util \mkdef.pl 32 libeay no-asm no-mdc2 no-rc5 no-idea
>ms\libeay32.def

perl util \mkdef.pl 32 ssleay no-asm no-mdc2 no-rc5 no-idea
>ms\ssleay32.def

nmake

nmake -f makefile.dbg

e [Optional] zlib sources (foMOD_DEFLATE)

Zlib must be installed into arclib  subdirectory namedlib , however those sources need not be compiled.
The build system will compile the compression sources directly intovthe _DEFLATE module. Zlib can be
obtained from http://www.gzip.org/zlib/ MOD_DEFLATE is confirmed to build correctly with version 1.1.4.

Command-Line Build

First, unpack the Apache distribution into an appropriate directory. Open a command-line prongat &mdhat
directory.

The master Apache makefile instructions are contained iitiesfile.win file. To compile Apache on Windows
NT, simply use one of the following commands to compiledridease or debug build, respectively:

nmake /f Makefile.win _apacher

nmake /f Makefile.win _apached

Either command will compile Apache. The latter will include debugging information in the resulting files, making it
easier to find bugs and track down problems.

Developer Studio Workspace IDE Build

Apache can also be compiled using VC++’s Visual Studio development environment. To simplify this process, a Visual
Studio workspaceipache.dsw , is provided. This workspace exposes the entire list of workilsg projects that
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are required for the complete Apache binary release. It includes dependencies between the projects to assure that they
are built in the appropriate order.

Open theApache.dsw workspace, and selebtstallBin (Release or Debug build, as desired) as the Active
Project.InstallBin causes all related project to be built, and then invdkakefile.win to move the compiled

executables and dlls. You may personalizelM®TDIR= choice by changingnstallBin 's Settings, General tab,
Build command line entryINSTDIR defaults to théApache2 directory. If you only want a test compile (without
installing) you may build th&uildBin  project instead.

The.dsp project files are distributed in Visual C++ 6.0 format. Visual C++ 5.0 (97) will recognize them. Visual C++
7.0 (.net) must convepache.dsw plus the.dsp files into anApache.sln  plus.msproj files, be sure you
reconvert themsproj file if any of the sourcedsp files change! This is really trivial, just opekpache.dsw in

the VC++ 7.0 IDE once again.

Visual C++ 7.0 (.net) users should also use the Build menu, Configuration Manager dialog to uncheck betiuthe
andRelease Solution modules absyob_ssL andMOD_DEFLATE. These modules are built by invokingnake
or the IDE directly with theBinBuild  target to build those modules explicitly, only if tleeclib  directories
openssl and/orzlib exist.

Exported.mak files pose a greater hassle, but they are required for Visual C++ 5.0 users tmbuildsL, abs (ab

with SSL support) and/onob_DEFLATE. VC++ 7.0 (.net) users also benefitnake builds are faster thabinenv

builds. Build the entire project from within the VC++ 5.0 or 6.0 IDE, then use the Project Menu Export for all
makefiles. You must build the projects first in order to create all dynamic auto-generated targets, so that dependencies
can be parsed correctly. Run the following command to fix the paths so they will build anywhere:

’perl srclib \apr \build \fixwin32mak.pl ‘

You must type this command from thep leveldirectory of the httpd source tree. Everyak and.dep project file
within the current directory and below will be corrected, and the timestamps adjusted to reflelsipthe

If you contribute back a patch that revises project files, we must commit project files in Visual Studio 6.0 format.
Changes should be simple, with minimal compilation and linkage flags that will be recognized by all VC++ 5.0
through 7.0 environments.

Project Components

TheApache.dsw workspace andhakefile.win nmake script both build thedsp projects of the Apache server
in the following sequence:

. srclib  \apr \apr.dsp

. srclib  \apr \libapr.dsp

. srclib  \apr-util  \uri \gen_uri _delims.dsp
. srclib  \apr-utii  \xml\expat \lib \xml.dsp
. srclib  \apr-util  \aprutil.dsp

srclib  \apr-util  \libaprutil.dsp

. srclib  \pcre \dftables.dsp

. srclib  \pcre \pcre.dsp

. srclib  \pcre \pcreposix.dsp

[N
o

. server \gen _test _char.dsp
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11. libhttpd.dsp
12. Apache.dsp

In addition, themodules \ subdirectory tree contains project files for the majority of the modules.
Thesupport \ directory contains project files for additional programs that are not part of the Apache runtime, but
are used by the administrator to test Apache and maintain password and log files. Windows-specific support projects
are broken out in theupport \win32 \ directory.

. support \ab.dsp

. support \htdigest.dsp

. support \htpasswd.dsp

. support \rotatelogs.dsp

1
2
3
4. support \logresolve.dsp
5
6. support \win32 \ApacheMonitor.dsp
7

. support \win32 \wintty.dsp

Once Apache has been compiled, it needs to be installed in its server root directory. The defaulRigattiee2
directory, of the same drive.

To build and install all the files into the desired fold#r automatically, use one of the followirmgnmake commands:

nmake /f Makefile.win installr INSTDIR=dir

nmake /f Makefile.win installd INSTDIR=dir

The dir argument tdNSTDIR gives the installation directory; it can be omitted if Apache is to be installed into
\Apache2 .

This will install the following:

e dir \bin \Apache.exe - Apache executable

e dir \bin \ApacheMonitor.exe - Service monitor taskbar icon utility
e dir \bin \htdigest.exe - Digest auth password file utility

e dir \bin \htdbm.exe - SDBM auth database password file utility

e dir \bin \htpasswd.exe - Basic auth password file utility

e dir \bin \logresolve.exe - Log file dns name lookup utility

e dir \bin \rotatelogs.exe - Log file cycling utility

e dir \bin \wintty.exe - Console window utility

e dir \bin \libapr.dll - Apache Portable Runtime shared library

e dir \bin \libaprutil.dll - Apache Utility Runtime shared library
e dir \bin \libhttpd.dll - Apache Core library

e dir \modules \mod*.so - Loadable Apache modules
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o di
o di
o di
o di

r \conf - Configuration directory

r \logs - Empty logging directory

r \include - Clanguage header files
r \lib - Linklibrary files

Warning about building Apache from the development tree

:>Note only thedsp files are maintained betweealease builds. Themak files are NOT
regenerated, due to the tremendous waste of reviewer’s time. Therefore, you cannot rely on the
NMAKEommands above to build revisedsp project files unless you then export atiak
files yourself from the project. This is unnecessary if you build from within the Microsoft
Developer Studio environment.

:?Also note it is very worthwhile to build thBuildBin  target project (or the command line
_apacher or _apached target) prior to exporting the make files. Many files are autogener-
ated in the build process. Only a full build provides all of the dependent files required to build
proper dependency trees for correct build behavior.

In order to create distributionmak files, always review the generatednak (or .dep ) dependen-
cies for Platform SDK or other garbage includes. TieevStudio \SharedIDE \bin \ (VC5) or
DevStudio \CommoiMSDev98\bin \ (VC6) directory contains theysincl.dat file, which must list all
exceptions. Update this file (including both forward and backslashed paths, such asysfitme.h and
sys \time.h ) to include such dependencies. Including local-install paths in a distributek file will cause the
build to fail completely. And don't forget to rusrclib/apr/build/fixwin32mak.pl in order to fix absolute
paths within themak files.
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7.4 Using Apache With Novell NetWare

This document explains how to install, configure and run Apache 2.0 under Novell NetWare 6.0 and above. If you find
any bugs, or wish to contribute in other ways, please use our bug reporting page.

The bug reporting page and dev-httpd mailing listmméprovided to answer questions about configuration or running
Apache. Before you submit a bug report or request, first consult this document, the Frequently Asked Questions
(p. 158 page and the other relevant documentation topics. If you still have a question or problem, post it to the
novell.devsup.webserfenewsgroup, where many Apache users are more than willing to answer new and obscure
guestions about using Apache on NetWare.

Most of this document assumes that you are installing Apache from a binary distribution. If you want to compile
Apache yourself (possibly to help with development, or to track down bugs), see the section on Compiling Apache for
NetWare below.

Requirements

Apache 2.0 is designed to run on NetWare 6.0 service pack 3 and above. If you are running a service pack less than
SP3, you must install the latest NetWare Libraries for C (LbC)

NetWare service packs are available fere

Apache 2.0 for NetWare can also be run in a NetWare 5.1 environment as long as the latest service pack or the latest
version of the NetWare Libraries for C (Lib&has been installedWARNING: Apache 2.0 for NetWare has not been
targeted for or tested in this environment.

Downloading Apache for NetWare

Information on the latest version of Apache can be found on the Apache web server at http://www.apache.org/. This
will list the current release, any more recent alpha or beta-test releases, together with details of mirror web and
anonymous ftp sites. Binary builds of the latest releases of Apache 2.0 for NetWare can be downloaded ffom here

Installing Apache for NetWare

There is no Apache install program for NetWare currently. If you are building Apache 2.0 for NetWare from source,
you will need to copy the files over to the server manually.

Follow these steps to install Apache on NetWare from the binary download (assuming you will install to
sys:/apache2 ):

e Unzip the binary download file to the root of t&&¥'S: volume (may be installed to any volume)

e Edit thehttpd.conf file settingSERVERROOT and SERVERNAME along with any file path values to reflect
your correct server settings

e Add SYS:/APACHE?2 to the search path, for example:

SEARCH ADD SYSAPACHE2

Shttp://httpd.apache.org/bugport.html
Snews://developer-forums.novell.com/novell.devsup.webserver
http://developer.novell.com/ndk/libc.htm
8http://support.novell.com/misc/patlst. htm#nw
Shttp://developer.novell.com/ndk/libc.htm
LOhttp://www.apache.org/dist/httpd/binaries/netware
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http://developer.novell.com/ndk/libc.htm
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http://developer.novell.com/ndk/libc.htm
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Follow these steps to install Apache on NetWare manually from your own build source (assuming you will install to
sys:/apache2 ):

e Create a directory callefipache2 on a NetWare volume
e CopyAPACHE2.NLMAPRLIB.NLM to SYS:/APACHE?2
e Create a directory und&YS:/APACHE?2 calledBIN

e Copy HTDIGEST.NLM HTPASSWD.NLM HTDBM.NLM LOGRES.NLM ROTLOGS.NLM to
SYS:/APACHE2/BIN

e Create a directory und&YS:/APACHE2 calledCONF

e Copy theHTTPD-STD.CONFile to theSYS:/APACHE2/CONFdirectory and rename tdTTPD.CONF
e Copy theMIME.TYPES CHARSET.CONYNdMAGICfiles toSYS:/APACHE2/CONFdirectory

e Copy all files and subdirectories y\HTTPD-2.0 \DOCSICONSto SYS:/APACHE2/ICONS

e Copy all files and subdirectories y\HTTPD-2.0 \DOCSMANUAIto SYS:/APACHE2/MANUAL

e Copy all files and subdirectories y\HTTPD-2.0 \DOCSERRORo SYS:/APACHE2/ERROR

e Copy all files and subdirectories y\HTTPD-2.0 \DOCSDOCROOID SYS:/APACHE2/HTDOCS

e Create the directorgYS:/APACHE2/LOGS on the server

e Create the directorYS:/APACHE2/CGI-BIN on the server

e Create the directorgYS:/APACHE2/MODULESand copy all nim modules into threodules directory

e Edit theHTTPD.CONFfile searching for all@ @Value@ @arkers and replacing them with the appropriate
setting

e Add SYS:/APACHE2 to the search path, for example:

SEARCH ADD SYSAPACHE2

Apache may be installed to other volumes besides the de&Sai8tvolume.

During the build process, adding the keywdrithstall’ to the makefile command line will automatically produce a
complete distribution package under the subdireciol§$T . Install Apache by simply copying the distribution that
was produced by the makfiles to the root of a NetWare volume (see: Compiling Apache for NetWare below).

Running Apache for NetWare

To start Apache just typapache at the console. This will load apache in the OS address space. If you prefer to load
Apache in a protected address space you may specify the address space with the load statement as follows:

load address space = apache2 apache2

This will load Apache into an address space called apache2. Running multiple instances of Apache concurrently on
NetWare is possible by loading each instance into its own protected address space.

After starting Apache, it will be listening to port 80 (unless you changed_tlsgEN directive in the configuration

files). To connect to the server and access the default page, launch a browser and enter the server's name or address.
This should respond with a welcome page, and a link to the Apache manual. If nothing happens or you get an error,
look in theerror _log file inthelogs directory.

Once your basic installation is working, you should configure it properly by editing the files aottie directory.

To unload Apache running in the OS address space just type the following at the console:
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|unload apache2 ‘

or

|apache2 shutdown ‘

If apache is running in a protected address space specify the address space in the unload statement:

’unload address space = apache2 apache2 ‘

When working with Apache it is important to know how it will find the configuration files. You can specify a config-
uration file on the command line in two ways:

e -f specifies a path to a particular configuration file

|apache2 -f "vol:/my server/conf/my.conf" ‘

|apache -f test/test.conf ‘

In these cases, the prop@eRVERROOT should be set in the configuration file.

If you don't specify a configuration file name witkf , Apache will use the file name compiled into the
server, usuallyconf/httpd.conf . Invoking Apache with theV switch will display this value labeled as
SERVERCONFIGFILE . Apache will then determine itSERVERROOT by trying the following, in this order:

e A ServerRoot directive via aC switch.
e The-d switch on the command line.

e Current working directory

e The server root compiled into the server.

The server root compiled into the server is ususilg:/apache2 . invoking apache with thev switch will display
this value labeled ad TTPDROOT

Apache 2.0 for NetWare includes a set of command line directives that can be used to modify or display information
about the running instance of the web server. These directives are only available while Apache is running. Each of
these directives must be preceded by the keywdtdCHE?2

RESTART Instructs Apache to terminate all running worker threads as they become idle, reread the configuration
file and restart each worker thread based on the new configuration.

VERSION Displays version information about the currently running instance of Apache.
MODULES Displays a list of loaded modules both built-in and external.
DIRECTIVES Displays a list of all available directives.

SETTINGS Enables or disables the thread status display on the console. When enabled, the state of each running
threads is displayed on the Apache console screen.

SHUTDOWN Terminates the running instance of the Apache web server.
HELP Describes each of the runtime directives.
By default these directives are issued against the instance of Apache running in the OS address space. To issue a

directive against a specific instance running in a protected address space, include the -p parameter along with the name
of the address space. For more information typpache2 Help on the command line.
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Configuring Apache for NetWare

Apache is configured by reading configuration files usually stored iodhé directory. These are the same as files
used to configure the Unix version, but there are a few different directives for Apache on NetWare. See the Apache
documentation (p??) for all the available directives.

The main differences in Apache for NetWare are:

e Because Apache for NetWare is multithreaded, it does not use a separate process for each request, as Apache
does on some Unix implementations. Instead there are only threads running: a parent thread, and multiple child
or worker threads which handle the requests.

Therefore thé proces$-management directives are different:

MAXREQUESTHERCHILD - Like the Unix directive, this controls how many requests a worker thread will
serve before exiting. The recommended defadixRequestsPerChild 0 , causes the thread to continue
servicing request indefinitely. It is recommended on NetWare, unless there is some specific reason, that this
directive always remain set th

STARTTHREADS - This directive tells the server how many threads it should start initially. The recommended
default isStartThreads 50

MINSPARETHREADS - This directive instructs the server to spawn additional worker threads if the number of
idle threads ever falls below this value. The recommended defadiniSpareThreads 10

MAX SPARETHREADS - This directive instructs the server to begin terminating worker threads if the number of
idle threads ever exceeds this value. The recommended defdxiSpareThreads 100

MAX THREADS- This directive limits the total number of work threads to a maximum value. The recommended
default isThreadsPerChild 250

THREADSTACKSIZE - This directive tells the server what size of stack to use for the individual worker thread.
The recommended defaultThreadStackSize 65536

e The directives that accept filenames as arguments must use NetWare filenames instead of Unix names. However,
because Apache uses Unix-style names internally, forward slashes must be used rather than backslashes. It is
recommended that all rooted file paths begin with a volume name. If omitted, Apache will assug¥She
volume which may not be correct.

e Apache for NetWare has the ability to load modules at runtime, without recompiling the server. If Apache is
compiled normally, it will install a number of optional modules in thepache2 \modules directory. To
activate these, or other modules, theADMODULE directive must be used. For example, to active the status
module, use the following:

]LoadModuIe status _module modules/status.nlm ‘

Information on creating loadable modules $80) is also available.

Additional NetWare specific directives:

e CGIMAPEXTENSION - This directive maps a CGl file extension to a script interpreter.
e SECURELISTEN - Enables SSL encryption for a specified port.

e NWSSLTRUSTEDCERTS - Adds trusted certificates that are used to create secure connections to proxied
servers.

e NWSSLUPGRADEABLE - Allow a connection created on the specified address/port to be upgraded to an SSL
connection.
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Compiling Apache for NetWare

Compiling Apache requires MetroWerks CodeWarrior 6.x or higher. Once Apache has been built, it can be installed
to the root of any NetWare volume. The default is flys:/Apache2  directory.

Before running the server you must fill out tbenf directory. Copy the filtdTTPD-STD.CONHRrom the distribution
conf directory and rename it tBITTPD.CONF Edit theHTTPD.CONHile searching for all@ @Value@ @arkers
and replacing them with the appropriate setting. Copy ovectinédmagic  andconf/mime.types files as well.
Alternatively, a complete distribution can be built by including the keywosdall when invoking the makefiles.

Requirements:

The following development tools are required to build Apache 2.0 for NetWare:

e Metrowerks CodeWarrior 6.0 or higher with the NetWare PDK'3d) higher.
e NetWare Libraries for C (LibCY

e LDAP Libraries for C3

e ZLIB Compression Library source cotfe

e AWK utility  (awk, gawk or  similar). AWK can be downloaded from
http://developer.novell.com/ndk/apache.htm.  The utility must be found in your windows path and
must be namedwk.exe .

e To build using the makefiles, you will need GNU make version 3.78.1 (GMake) available at
http://developer.novell.com/ndk/apache.htm.

Building Apache using the NetWare makefiles:

e Set the environment variabMOVELLLIBCto the location of the NetWare Libraries for C SDK, for example:

Set NOVELLLIBC=c: \novell \ndk\libc

e Set the environment variabMETROWERKS the location where you installed the Metrowerks CodeWarrior
compiler, for example:

Set METROWERKS=GProgram Files \Metrowerks \CodeWarrior

If you installed to the